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Abstract: As Cloud Computing becomes prevaent, data privacy has been a bottleneck of Cloud Computing. When
using Cloud Computing, users need to implement a large amount of data search. So the security of search is akey point
of protecting user’s data privacy. This paper mainly concentrates on the searchable encryption scheme. In order to
guarantee the security property, a user needs to hide the keywords and the files he/she wants to search. In 2004 Wakaha
Ogata and Kaoru Kurosawa proposed a secure searchable encryption scheme, named as oblivious keyword search
(OKYS), based on Chaum'’s blind signature. However we find their scheme connecting only one keyword with the data
file that is encrypting the data file with its keyword. And then if adatafile contains several keywords, we need to repeat
the encryption with every keyword. This is quite inefficient. We solve this problem by constructing a new OKS scheme
from blind signature based on GDH assumption and connect data files with all its possible keywords. Furthermore,
when users are searching by keywords, they might fail to get the desire data files, owing to mismatching the exact key-
words. Aiming to solve this problem, we extend our scheme to an oblivious fuzzy keyword search (OFKS) scheme,
allowing a user securely search data files through fuzzy keywords. Compare to the original scheme, our scheme pos-
sesses more practicality and has been fuzzy keyword supported.

Keywords: Blind GDH Signature; Oblivious Transfer Protocol; Oblivious Keyword Search; Fuzzy Keyword; Oblivious
Fuzzy Keyword Search

ETH GDH ZZMRICIZEM X RINE

% % 52 #

Email: hanf1987@163.com, “ginjing@sdu.edu.cn

Weks 1. 20134F 2 4 11 H; BIRIHH: 201343 4 1 H; FHAHY]: 20134E 3 /7 16

i E: fwxitsEd, H PR R A R A 2 RO A St R R AN IS, AR SR =
B RnEE R, RE MRS R TR ERRSET, NRIER P EgE <A, PR
P2 A O R DA R 38 2R [ () 45 5 . Wakaha Ogata £l Kaoru Kurosawa 7 2004 “E42 ) 7 — ANk T 5 RSA Z 411
T R R (OKS) 7 %, $Rit T 22 N8 %R, SRMZ T A0 SO R RE DG — AN R . AT
SO TR TR, BANN TR T E GDH &4, [FINHE JC 1o B 18 28 U7 22 nT DAFE — AN B SO o A ORI 2
AR %R, A, HP R R FEF, TR A B A B 58 A UL G i S g 2RI, EFxTix —
) BB AT PR 1% 7 R N TEACAZ AR S B 48 2R (OFK S) 7 %8, 15 FH P R S AR S S 1) 14 AT LE A L 22 &= f 4
FERAE A HERFR I T %, BATH 7 A4t 1 TEA 104 2 7 3 SO RO G B i 48 2R (10 3

BEWH: ERA/RI4AN LIE (61272001), L RE HARRES S — I H (ZR2012FM005, ZR2011FL027, Y2007A13).
TR (=

Copyright © 2013 Hanspub 127



BT H GDH 284 [ o e 0B ¢ ] 14 %

XHEiR): B GDH &4 OT thid; JTidIZoxElm8 2, Bofocsia, Joic o csinig R

il

1. 5l

1245 B2 A, R TSN b2
THE R AR, AEATISRAN R 2 AT K B A kAT
EEACERA TR . Bk, LT iR . XL
T AT T e 3R SRR ER . R0, =i
EAFAEARZ 1) e A PR B RN SRR 1) o [1]1)3R T = 1H
TE SE AN e F2 vp 75 o iR+ KR e X L, 3R
MBI F = v S AR . AT %0, F P
TEVG S A PO AT U B TR T KRE N R IRE.
BTt iE, FH A AR R4 200 FH 0 O K
HWRER, FRRSHEARTH P REBRERER
ZAMOHABE B RIIRAT TR A eI E S R
75 S CARAIE 7 1 22 Ak

A B I 2548 2R 7 R0 N BT A LB
TRV 5 Kt 2 P IS o R A 2 5 1 I 4 2R
H%, FESNET AAMRAMEE R T E. 6
un, [2)5EH T 3T AN N R 7 R KR
R AN (PEKS), %77 RUA—ANE RGNk
], 3% T A 2% WIS A2 4D TR s A 36 o 7 96 3 ) A
TN % S0 PEKS DM R, Bl AR TR &R
POCEIFA AT MG B BEIBITIIEREE, AMifs 3]
HRIGER . HRZ T T2 A St Db A ST AE K%
5 WS B 2 ST SRR A () PEKS FOFERE . R R TT
T HAREE P, R A B IR ) S A, )
W7 ToiE IE R 58 RS R ARAE . [34148H T 2T FA4H
s R 7 E . R, P N
I AR RIIR S5 85, [RIRHEA H T S I S B 1] 7 S
AR AT R IR B . Bl S, P A 2Ry AT
JFFAHE, BBEITFRAE RS R %7 RN R
T, AP REARE LA RS A LA LS, A2
MR% s R R EdE . MR, PR T —E R
BIRS A, WRECEA T RE AL E . [F, P2
SR TS BR i 27 RAAFR T, ISR T %
& R 7%, ShioaEd 5N — A%t
ZARTF S SEIL T R RIH T ThEE, FR AT
MRS DML, HEF 25 BRI IRIEAL I S ThRE. [6]
W ERAA RSN T Al R s, 8RR es
BT 2 AR R

128

T ASEARE P SRR, (A H T —
MMM R R— RAAEHERRPIR). %R
W, P IERRAN TS B 2 A ORATAA B SCPF I s e
o [ P R AT 9 R AR DURE I R IR P . IXRE AT B
PRAEF P 2 AR Rl 45 R e Ak . AATEIE R
R, BRI A ERE R ERE, BT R,
M ATReAS 21 2 T PR SR M AME B FR, &0
RHREZNRS RN FARIA, X RS T 77 50 5%
R, [8]%F PIR HEAT T — RAIM ot M58 3%, Jiid £
R AR B0 PR AR BV R AR T T I AR N &
Btk

L L. Xu €5 N@HERSmE 7 BA D
HTHARER) OT Bril, 58T OT WridiRss 48 77 HIa i
BE AT, MR T P R . W. Ogata Z 1R H TR
i OT Mhislhits T — Ml AT I e MR T R——
TACIZ 41748 R (OKS). %7 R FHE RSA %44 LA
J OT Hhisdliits | — M2 eSS R TR, EHR
IR, AR5 AR AR ST A5 AH O O i) 1 25 44 S
AT REL, —RAIRGEH T, HX TR R M
HATBENAGERAE, RORGE RS 3, MRS X Halk 4L
W2 EIREIZG R, P37 RENACERE, 153
Xof L GERR (A28 44, B JG REAT DT B 73 204 R 5
o 1207 RARUE T H P ARG B 2e Atk . R, 1%
TR MR MR, fEnEdfEd, A%
TR AR RN R . B AR
Hial, JUNHZSCHEAT 2 0N . B, KZHCCHF
FAMANAFAE —DREIT . 2T EXHTEH RA %
BHF, EEHEY, AP LOEFE N2 e KT
T n B35 PRAE (n, e) = 1o

AICRHE GDH Z A A I B E 7
%, H GDHZ4 %A LA E RSA B4 M %4,
[F I EAH R ) 2 2 2K R, 5 GDH 284 A4 KA
/NFHE RSA ZBLMEAKE, XA ISR
WHIRR . AR OKS Ptk — ANtk 581
2R R G AE—, A AT DA R AN S
WA DSk, DAISTE RSN ZRSC, e T H
PR REE ). P ERAT I REAER, rResmA
AR ECGVEM E B R ], SR EE R

Copyright © 2013 Hanspub



BT H GDH 284 [ o e 0B ¢ ] 14 %

ISR AT B AR R 55 A ORAF I SRR SR 5 7, fe
AR FRIRI . A STIRAE[10] Hh RSB G B il 48 R BV,
R “ MRS " 52 ST MR S R i B

FEFTIR ] OKS WAl ERyiE | — A Jeiciot
o< B 1R 4 R (OFK Q) MM, 3t — 0458 1 WM I R

2. FEEmA
2.1. B GDH &%

2.1.1. GDH

FEIX EARATEH GDH 178k co-GDH™., R
fA B 3R co-GDH, £ W.[12].

4G,. G, NFitPHERE (g). Hoh e NG,
IERLTT, g NG, NERTG. w NG 3 G, [ [E it
9 Ay(g)=g,0 FAELLFPANTE SR HE 7] .

Computationa co-Diffie-Hellman (co-CDH) prob-
lem on Gy, Gy YA€ g,,85€G,,» heGIENIN,
IR A eG, .

Decisiona co-Diffie-Hellman (co-DDH) problem
onGi, Go: YA€ g,.85€G,» hh" e GIENHN, #
a=b, WHIH 1, F%EHE 0. My 165, A
#(g,.25.h ") =" co-Diffie-Hellman P4 e 41 .

AR —DMEIRFEXS G, G, H— 1 (z1,6)-Gap
co-Diffie-Hellman #£ X} (co-GDH group pair), #7155 & LA
A

1) G, G, iH5 K G, 2 G, MBSy 7] L7
% ¢ AN S8R

2) (G,,G,) LIy co-DDH [ 7] LATER % « [FH
[F1) PA A 0 o

3) MFAETIVEW UL (r,e) - G, G, B
co-CDH ] i,

4 (G,,G,) & (r.t,¢) -Gap co-Diffie-Hellman
FEXT I, FATHR G, /& — 4 (7.t,¢) -Gap co-Diffie-
Hellman #£(GDH group).

212 B5E%

HALREY T RINEBA R . HEdik
B — LSO B BEN LI G KRB S 4%, B4k
SHZHR S R IR EI P, R P @R “ARpEdLIL”
HIEH TR SRS S . X —u0 T, S8 E%T

Copyright © 2013 Hanspub

3T =ML, TR AR (5
B HIRIE TP REEE 2 e BRI AT R
B Chaum $2Hi 193 T RSA 1% 475 2=M, 7E5[12]+
Boneh 5451 T —AME T co-GDH MBS 4 T &, i
ESIE

(G,,G,) &—"(r,t,¢)-Gap co-Diffie-Hellman #
Xt |G1|:|G2|:p o BHost GII—IGER.
H:{01}" — G, & —/>435% Hash & 4L

%77 TN BEE A L

1) HHERAE: MILER x, Z,, I3
Yy g o N yeG,. AR

2) BEALILW BE: PR RESAHE M,
Wi r e, Z, , WHM' =H(M)-g .

3) B BE N xeZ,, BHEEZHE
M'e{01}", o'« (M) . BEMELHR ', Kik
S

4) RN PR3 o’ it o=0"-y",
Itk 225 (M, 0) .

RAEE . MFAyeG,, Me{0l, &4
oeG, WHheH(M)eG,, Wik (g, y.ho)t—
NE ) co-GDH Wt . #H D, WEXRAE, &
W25 44 S

2.1.3. GDH W& &4

[14] 45 H T 55T ot-CDH [l # R B B s S
T

€ X 1: Chosen-target Computational Diffie-Hellman
(ct-CDH) ] A 15«

ct-CDH [W@: & G N~ pkrlit, x«p Z,,
y<«g°, M Hash BREEPEINLIEE A Hash B3
H:{0Y -G . #TF BHH (p.g.H,y), IHFTLLTI1]
BENLT S LT, , W] LATS 2] G - IBENL AT 2, LA B2 11
BHL() o2 q,0q, 5799 B Vi A BEHL TS HLAL N TR
L 8

B Wiiti ct-CDH L% ADVS " (B) 5E LA
PAUN AR B il Vs ) g, {RBEHLTE HLAT g, IR
MEBEMEHG (g, <q,) SN T LANE R4,
BAERT —ATCR LSV (v )2 (v ) » 3,
HPAML<i<l, f1<j,<q,, By, =(z,) . n%
AAHIE

ct-CDH iK% 2 fa AN 1E 2 T A R 71 I 8T

129



BT H GDH 284 [ o e 0B ¢ ] 14 %

B e AT ZBS HIR# ADVE" (B) ¥k ct-CDH i)
M. 7E0k, GDH il @i & 76 CDH [, Al
TR LLKs GDH 122 4= MR 2 2] ct-CDH [a) R 1) 22 4=
I

EX 20 BATHR ct-CDH i) 82 R Xy, #5%F T
A Z 5 F I ECE B, e
ADV (B) S W] AW o

EHR 1 WRAERE G 1Y ct-CDH [ 2 R M 11,
W G i) GDH [n] #th 2 R, A4 FATF GDH
B A, R DAKHUIE R BB TR —
WA i o

3. TiBIZX@IFRR(OKS)

AR — A FET 5 GDH 284411 OKS #0%,
I BUEAS 7 AT AR — AN SR R BT KB
PAER R SS B45 A — Lo G B 4L Pt A7 e
R APREZ e, H P A RYFIRS S E O
LA R S SRR [e] () 0 ST

—/~OKS} =54 S M P U Z 819 75
e FERRAICE, T 5SS TE R n AN a2
FRA B R SR A AT kR 2 (o0, ) NIRE
B, wONRESEE oA SR A, TR
B SO ¢, HAEHREIES A (W], ) eW .

RGN B, S AW T n NMEUE B, B, Hh
B =((wiwho).c,) o TEIE BB, RS B AURSE i
FERCANBENLEL p,, BAORIE ¢, B A

TR B AR kR, SRR RS, U
PR w (1<I<k), B HREHAE
Search(w/ ) . EEP%}(Search(w;‘)z{qw; :w} .

TR B, FP U AR A Bk (91
i=Search(w), 5% % S BAT—ANEET o1 PhilLir
ZHEAE, B, SHAH o N py,-op, . UTER 6
AT O W, AN S R pi TXTHAR p, L0
I, S ANREIRIN @ BOME, ARG MRS 2 F A R A
Reo

fER—d et AR REIESMER, T
PRARPLE AR RIS T KRB vy, W, IIfE R &
TE A 78 SOOI 22 PRI T -

P M4 JRATFRZ T T 2224
(), #FXTAEREEEEHEE T s,

130

(WI""'WZ)i(Wll'”!Wk)’ S'Xfr(wf,---,w;:),
(W, w, ) BAT IR EEANAT X 21
BRI MRt SN AN 1deal
World 5 52Fr1% 4 Real World 3#E47%f E . ARSI,
B A ER =D (TTPUCE (B, B,) - ARITHH P
fr% % 45 . Search (w) ) IR FIZSH P
REN 3: B TR — PSR THOR PR & (1) -2 %
), A AR E P U, AFAE— ML 25 4 7E | dedl
World #1784 F P R 0, A4S0 T4 5 2 ) 18]
X4 D,

[Pr(D(U"s output) =1) - Pr(D(4's output) =1 < (/)

# e (1) & —>nl g R H, A0 T Hiohe e
T

EX 4 FAIFE—A OKS; il 22, #HiZ
PRSOGS TFH P AR 55 45 AT R 22 42 Y o

3.1. £FE GDH F& 1 OKSHMY

L G R— MV A s, Hi, H, R
Random Oracle. 4:J&f5 8. 1=(p.g.H,,G), H, HIR%
RENE, A sk=x , A pkz(p,g,Hl,G,y) sy y=g"s

AW B T o MR w,, 1HE
K, =Hy(w) » FEHEE—A Hash B%H,, 5
pi=H,(i) (I<i<n), " (p, -, p,)  BEEXA
HISCAEAT AR, WL E, = (G(p,) @ ) K, 1K, Il
¥ ELE,, - E, KIEHRF .

R BL: 5 1 &, RPN ELE,, - E,
G, EEAHE e, 2, 0T IR A KR
w, iJrﬁIg:Hl(w,*)-gr, ¥ K, ORGSR .
SHS K =(K,) = Hy(w]) -y ¥ K RIEE
RAPUEK =K -y, JEKT w B4 K - HIX
B E =E || K #75, BB ¢, 1T 8 A
M%4 K, K, - K HEATIULRS, XFAREN 0,
K =K, WERENOS N e, FTHREIEE

BB SIAN—Mzaer o i, PS5k
FaiT AN HisE . AP BRSNS
RIELG RS2 RS ZEINERD) py,---, p, T, 1EFE p,
RILEHF . BT O i, ARSS48 TCikAs 5 H
J TR BRSPS IR T p, Z AN
f et PR p e, HE G(p), #Mitk5E
¢, =E ®G(p,) BB KB ILE 1S ¢, .

Copyright © 2013 Hanspub



BT H GDH 2844 [ o e LB ¢ ] 14 R

T 5 GDH &4 1 OKS W HEZE LI 1.
3.2. OKSihi L e

IEAYE: REKALHPIREIR M/ E IERRORER 2=
//'\ﬁyl—ﬁ, BT on e att, FAMS R R IEM

IR 200 1—% .

APRZAEMN: S AR T wy,-,wi FER
R, ORISR TEH GDH T R EL T .

BWERZEM: BAEMEE ct-CDH 2R
e (5 1N A ] Real World/Ideal World 75 11 B ¥
JE 2 A o RAFE— BB U, U 1) S $2il
k IREMIER, 7 1deal World FR R BEAEAE — M 28
Ao FEMT B, A R p,g, H,, H,,y,x » 3% p,g,H,y K
BT, FN, ABHUVER E,E,, - E, , BRIXST .
A B, A TS S MIFRERE, &5 A %0 i
HAEN E SR .

AR Hy: 25U 1) Hy 2590w, T A BERLESRE 3,
Yy = Hl(w) °

AR Ho: #5U 7] Hy 2590 4, U A BENLIESE p,
543 p, = H, (i) -

ABHLG: BB U Skl Hy, HRHERIER,
BEJG 17 G RiEXS p, &R % cnt = 0, QA-list 53

%

HE

B U EXIA G & pr.
1) # K#H(w) modp, N ABEHLEE—DE,
A E =G(p,) -

2) # K=H(w) modp, N

1w TE QA-list HIRH, WEBZT 4). H04
cnt=cnt+1,

3) Hent>k+1, M A K —NFEHUEIRE G(p,) -
A P55 =75 (TTP) R H 2k T w i) Search 1K,
19 51 45 5 Search(w) , 4 4% (w,Search(w)) 7 i
QA-list 53R

4) e KHiE w LT Q4-list F, Bl
(w, Search(w)) € QA-list .

#i=Search(w), W 4 WEG(p,)=E &c,» T
M, A BENLER —MEREE G(p,) -

4 Fail Hent > k+1WBE . 35 Fail ARA, W
A W] UMBEF (A, G SEIMSGE B . 1T Fail J< IR
% Pr(Fail) /& U GBS INMREAT T H GDH &4 1)
BTl S 1 — IR DI SO A . e
1, FRAVENES ct-CDH a2 KR, WE GDH %
LA, T ct-CDH S R AERT, ) A fr
5U K% AT X X e T Lk OKS
ST AN

Supplier

User

x

\v'wj . il ﬁKﬂ[ :Hl(“'” ,
E =(G(p) @)K, K, | -

IR B
p,=H,(i)(1<i<n),

E,E,.--.E,

#:% E, E,,--E, .

3 RGN RV Sl )]

MUy € 25 W T R SR
il ﬁKz :Hf(“'z‘)'gj

>

[ =Ky P E =E|K, HEK K,

>

) K ATICRE, 45K =K, » B

i1 G(p,), HEMEH e, = EOG(p,).

HLFERT B
H PR RIR S 2535 F O WvHEAT A2 T 5, H P AR S5 4838 R DG T 080 7 1 8udis p, » #9431 p, I

Figure 1. Theframework of OKS scheme
B 1. OK S fiM3LHER

Copyright © 2013 Hanspub

131



BT H GDH 2844 [ o e LB ¢ ] 14 R

4. FiBIZHEMXRIFIZE(OFKS)

F P TESS AR R R, AN Pk G ) 2 H g
N, BRI E ZH R H Y S8 . PRI ERAT
GO S Sk e OKS #hill. FRATIEH
Edit Distance 5k 7€ SCOCHEA w FIBUHIEE d, A U BOR
FHEFAE ST N S, - Edit Distance 15, M7 H A
BT E B RS MR N TR RS, TR
TERAE: £ A PG —ANF4F, 78 A b2 — A5,
B A PREAFRRE R — N R oS word
55508 ward MBI d = 1, word 5 wrd [r5H
B Ad=1. # d=0#, EI OFKS BRI ik
OK S M o ABRBETRAT 7 4G 2 55 1] word, FR AT ASORY]
SRBETA A A R SR (WL M 57%) P LA AR B — A 95T word
(RISORY S5 1] BE A Sworaa = {word, ord, wrd, wod, wor} .
SRR BRI R B TR 42 438 1T OFKS Bl

4.1. OFK S

T 5 Lk OKS Whid L. (BRixIkss #
AREEIRAEA R ERIREE N, e,
SEAEA ¢, LB SR (] o)
B SRR W, A RO R B A
S, = {Wuw} s WHFEA e, XBLHTH K
R A N S, U, S, Bl G A
OOBEBLSE RS, s H, )9 Random Oradle. 4
S E T =(p.g H,G) » Hy RS B8 FAT, B sk = x,
AN pk=(p,g,H,,G,y), y=8 , REZRE Hpo

ARTEBTBY: TP F P S5 RS S R R O
BB do WWRRTRAMR R d =1, 2 d > 1IN
AL o JIR 55 25 A5 FH T S PR SR 0 A A DGR i, 2B BAH K
HPBER RIS S | = (W Wy} S TAEA w, i
5K, = Hy(w),) "+ IR $E A Hash B8 1, 30T
A i W5 p = Hy (i) ER (prerp,) BT
BT R, E, =(G(p,)®c) 1Ky, |
Kliz ” ”K;l ”Kj'z ” R E11E2!"'!En RIBLE T

fEEb Be: 1E56 [ IXtEqm, WIE ELE,, - E,
Ja, P ABENEL <« Z, W TR A
wi o, A RO S R SR, TR T wy A
BIXBEAE R S, = (g wp -} APBIHHE
Ky =Hy(wy) g W KKy RIELIRS 5. RS
WA K = (K, )x = H,(w, ))r V' KT K,

132

RIEBR . APHE K, =K, -y, BR%T w i
PR SR 12844 K Ky IRBIM E, = E) || K 7
S BN RAFA A ¢, BT B S B ]
K=K, K, Ky, Ky, I w BISOR SCE I 25 44
Ky Ky, 5 ER ) Ky K - Ky K- BEATILRL,
TR, #6 Ky, =K, » WS HER S E] .
WM B XERH— 2 on i, HF
RS #AT 2 AN HEAE. F P3RS IR 5448
TR p . IREFBBINER (ppyre p,) 1
4% p, KIEG AP . TAEH o) hill, MRS 4ok
A R EIRA A, AP HIRERBIRT p, 2
SN AR S FIP R3] p, J5, THEG(p,) » Mt
B, =G(p,)® E; 19 BRI O S0 B 1] 48 R A5 2 1) 3L
e o

42. OFKS &£

SEHE 2: % OKS Phiie 24/, W OKFS #riX
YN0

IERA: OFKS P SUAH E OKS B3, {3 1 5%
BOAECH, RIBEIN T RDRIDCER A, ik OKS #hiX
{1422 4= VEAIE BA [RIRE o] LATIE B OFK S LI % 42

5. B&%

RICE N T HTH GDH 84411 OKS 1%,
FEAR AN BB B, HI MR 5% 48 70 ) 0k e O% B 1] ik
ITEZA, WA MR B 25 44 34T UL ECAS 21
i Bl SRS, AR B SIANT OT HR,
G SRS s T Ll e kT R s s, il
OT Wil & stk it, F P R BEAS I 556 B2 SO
1 A 55 A B TCVE AR B R HOAE 2. BRIIZ M RE RS R
eI E R [, RO — N SR
A KRR TG AE i, A AT PR SO R
FRIR 2 > B R] A1 0 T 0 B AS S BRE BR] 3R 4T n % 48
o 7hb, TR 0 TR OC B
IR ISR, Rl 7O TR SCHA R 1 OKS
B3 %P BCRENE AT R AT X ASOR S B 1] ) s 4
2K, PR T A VE R

SEH (References)

[1]  A.Fox, R. Griffith. Above the clouds: A Berkeley view of cloud

Copyright © 2013 Hanspub



(2

(3]

(4

(9]

6l

BT H GDH 2844 [ o e LB ¢ ] 14 R

computing. Technical Report No. UCB/EECS-2009-28, Univer-
sity of California, Berkeley, 2009, 28.

D. Boneh, G. Di Crescenzo, R. Ostrovsky, et a. Public key en-
cryption with keyword search. In: Advances in Cryptology-
Eurocrypt 2004. Berlin/Heidelberg: Springer, 2004: 506-522.

D. X. Song, D. Wagner and A. Perrig. Practical techniques for
searches on encrypted data. Proceedings of |EEE Symposium on
Security and Privacy, Berkeley, 14-17 May 2000: 44-55.

Y. C. Chang, M. Mitzenmacher. Privacy preserving keyword
searches on remote encrypted data. ACNS' 05 Proceedings of the
3rd International Conference on Applied Cryptography and Net-
work Security, Springer-Verlag, Berlin/Heidelberg, 2005: 442-455.
C. Wang, N. Cao, K. Ren, et a. Enabling secure and efficient
ranked keyword search over outsourced cloud data. IEEE
Transactions on Parallel and Distributed Systems, 2012, 23(8):
1467-1479.

Z. Chen, C. Wu, D. Wang, et al. Conjunctive keywords search-
able encryption with efficient pairing, constant ciphertext and

short trapdoor. Intelligence and Security Informatics, 2012, 7299:

176-189.
B. Chor, O. Goldreich, E. Kushilevitz, et a. Private information
retrieval. Proceedings of |IEEE 36th Annua Symposium on

Copyright © 2013 Hanspub

(8l

(9]

(10

[11]

[12]

[13]

[14]

Foundations of Computer Science, Milwaukee, 23-25 October
1995: 41-50.

C. Devet, |. Goldberg and N. Heninger. Optimally robust private
information retrieval. Proceedings of the 21st USENIX confer-
ence on Security symposium, USENIX Association, 2012: 16.

L. L. Xu, F. G Zhang. Oblivious transfer with threshold access
control. Journal of Information Science and Engineering, 2012,
28(3): 555-570.

W. Ogata, K. Kurosawa. Oblivious keyword search. Journal of
Complexity, 2004, 20(2): 356-371.

J. Li, Q. Wang, C. Wang, et al. Enabling efficient fuzzy keyword
search over encrypted data in cloud computing. Proceedings of
IEEE INFOCOM' 10 Mini Conference, San Diego, 2009: 593.

D. Boneh, B. Lynn and H. Shacham. Short signatures from the
Weil pairing. Advances in Cryptology—ASIACRYPT 2001,
2001: 514-532.

D. Chaum. Blind signatures for untraceable payments. Advances
in Cryptology: Proceedings of Crypto, 1982, 82: 199-203.

A. Boldyreva. Threshold signatures, multisignatures and blind
signatures based on the gap-Diffie-Hellman-group signature
scheme. Public Key Cryptography—PKC 2003, 2002, 2567: 31-
46.

133



