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Abstract

Android is the most popular mobile device’s intelligent operating system. With the rapid devel-
opment of mobile devices, mobile applications are becoming more and more important in people’s
life. However, due to the developers’ inadequate consideration or attention for mobile device se-
curity, a lot of applications have the security vulnerability problems. Using fishing hijacking vul-
nerabilities can steal the user’s important information in the case that users are unaware, which
has caused a huge threat to the user’s privacy and property security. In this paper, through the
study of activity, we design and implement a phishing detection system of Android application.
Using the system to detect the 500 common applications from the MM shopping market, the re-
sults show that the phishing hijacking vulnerabilities of Android application exist widely. At last,
the paper gives the feasible preventive suggestions for the risk of the fishing.
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Figure 1. Statistics and forecast of global Android equipment shipments
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