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Abstract

With the deepening of global cooperation, information among firms is no longer independent, but
presents complementation each other. To solve more and more frequent information security in-
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cidents, many firms choose to outsource security to managed security service providers (MSSP). In
addition, the government gradually begins to pay attention to the information security manage-
ment, and try to improve the firm’s security level through security standard and security subsidy.
Based on the complementary information characteristics of firms, this paper studies the firm’s op-
timal information security decisions under different security conditions when considering securi-
ty standard, and also provides some management implications for practical security decisions.
This study finds that both firms and MSSPs improve the security quality as security subsidy in-
creases, whether managed in-house or outsourced. But overly strict mandatory security standard
may induce firms to choose to outsource security to MSSP to avoid security liability, even when
firms know that MSSPs do not actually provide the same security quality as the mandatory securi-
ty standard. In addition, we find that when firms choose to manage in-house, strict mandatory se-
curity standard can distort firms' equilibrium behavior and cause unnecessary social welfare
damage.
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Z5(2016) R BLE @ 1) & A I EA — 2 S ECE M ol 22 4x, IF B 08 7 2 3 s 22 B 00 WA 159 2 SRR,
GARERS T Mk % 2K P IS 19] . Hui %5(2019) & B4 A7AE 2 b kRS, N T 45 7% 1 Ak H it o 4
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Table 1. Main notations
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Table 2. Breach probability under the two scenarios
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