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Abstract

With the development of Information Technology and the improvement of economy, users have
become more prone to a personalized, efficient and automated life. Home automation systems
based on technologies such as Internet of Things, computer science and electronic engineering
combine various facilities in daily life to realize an intelligent control of the house. As the funda-
mental functionality of home automation system, the intelligent monitoring system has been
doubted by users on security issues due to incidents encountered in recent years. In this paper,
based on the common human infrared monitoring system, we put forward the hybrid monitoring
methods consisting of pressure, laser, and human infrared sensors. Meanwhile a lot of attentions
have been paid to the design of this system itself for the damage prevention functionality via the
transmission encryption, self-checking and hardware loopback circuit, preventing illegal inter-
ception of data and detecting physical attack to the system, realizing a comprehensive protection
to human life and property security, meeting the demands of life quality and efficiency, which is of
great research value and good prospects for further development.
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Figure 1. System architecture diagram
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Figure 2. System flow diagram
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Figure 3. Schematic diagram of pressure sensor
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Figure 4. Image of pressure sensor
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Figure 5. Image of laser sensor
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Figure 6. Image of PIR sensor
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Figure 7. Schematic diagram of loop circuit
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[import sys
[import RPi1.GPIO as GPIO

StrChannel=sys.argv[1]
IntChannel=int(StringChannel,10)

StrStatus=sys.argv[2]
IntStatus=int(StringStatus,10)

(GPI0.setmode (GPI0.BCM)
(GPI0.setwarnings(False)
GPI0.setup(IntChannel,GPI0.0UT)
GPIO.outq}At(IntChannel.IntStatus)

Figure 8. Source code image of script program
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Figure 9. Schematic diagram of SSH protocol based on password authentication
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Figure 10. Image of system experimental result
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