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Abstract

With the development of virtualization technology and software architecture, cloud function (also
known as serverless computing) has gradually become a new computing paradigm, which allows
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users to directly deploy function codes without having to consider the infrastructure, while pro-
viding high flexibility and rapid birth and destroy ability. However, existing cloud functions
usually run in fully functional containers, with problems such as high startup latency, low re-
source sharing, and long image build and distribution time. This paper analyzes and verifies the
key factors affecting Linux container startup latency and resource sharing, and presents a cloud
function-oriented lightweight runtime environment construction method, which defines the run-
time environment from four aspects: resource isolation, resource restriction, file system, and
network communication. Based on the operating system virtualization technology, the resource
sharing is improved by further extracting the shared layer, and the startup speed is accelerated by
reducing the performance bottleneck of network isolation and control group operation. Based on
these designs, we implement FRE (Function Runtime Environment), a lightweight runtime envi-
ronment engine. Finally, we carry out a series of comparative experiments on sequence and con-
current startup time, memory resource utilization, image volume etc. between FRE and Docker,
and verify the effectiveness of the proposed method in the cloud function scenario.
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R B B AT A AN = (SaaS) . -6 )= (PaaS). JEfilijZ=(1aaS) [1]. =%, ARGk
#3115 (Serverless Computing) 2k iR £ R AR 2% (FaaS), A& —Flfr XM a it 5yEst, S M sA A 2 hsr
(IRRE . T RIER 2 8] )22 A, ek 08 A SZ IR BEIE (1 CPU B[R] A A7) 1Y) 25 2 B CH A 2
BRIV FER AT . SEGM R BRI RS (1aaS) F & B NUAE, ek B AE T R 330, JF7E
AbFRE SRS SR ENBEIRARZS, R 4IRS TR B0 3%, To e SCAP AR AN S N I B2 [2] . 2= s30T
ERTHL SE AR 1 RS E R AL A B AR A RE ) OE R, X R RN SR A RV JE AL
WIBEAAE, X RR AR ok 73 o E R IR R L2 3]

ML TSRS, =R G V2B R TR AR R R R, R, L
WEEE: REIET — REFIRE), BTN 6 @R NSNS . XSRS = B AT
TAKE T I 37 PR B 5 R P A P38 ) o SR B PR T R R R, R A BRI A MR B3 e
SR SR 1 A B T SR AT A BB T RS (4]0 DRI, 2 R B AT PR 8 F E E A% DR S 2 A ) AN 1 B R
FIHZE,

AR, RWPAR—ERFEARFTF TS, I Z AT = m%[5] [6]. Wik AT R
& 4E(DevOps) 543 . 4 B AE RGURIMEEIAR, FIH WD RERAT A B EEFRE, v DMEN
RGPFEBAT[7]. TR, HaEE LIRS, HILEEHMNE, Stk
RGN, BRI SBOR FETR. AAREH LR 4 VM B8R 3 =1[8]

RERSEARERNS, (UK BLA UL Docker [O] AR 8E N = BREHIS AT R BT AR A7/ — L8
WA, BAKTT S : B A24EH Linux 144 2% (8] (Namespace) [101HL# Sk SeHL 2 J7 i (1 Bg 25, {8 42 4
(Cgroup) [1112k PRI AR AT A A BE 0, 3K 20 25 25 (1 )3 Bl P e Sk — 52 1 sg s FLIR, IA A28 I8
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B 7ROV B RGURATRINIZhRE, X2 3 BUEIEAT 2475 a4 A [R) AR ST 3 SRn 28t A 47
ERMNAEIUAR, RN SX LD REAEIZAT TR HE I 2 bR RS I AN e i 21, ISR AR, AN
3 RN TR S5 )

5 JE B0 FEE AN PA A BRSPS AEL P A 2 b B B e 0 R AR KO B2, JC AR TR P B 30
WP GUUR, XIE RVFRIT B LR, N T RIER e, B R EOE RIS AT AT
HBIFEER, RGBSR IFIAT T R B, AT 58 B JE ST B SR e, ARG R BEAT
JRASI A o B AT M TR 2 B IR Bl BN B ey ) SRR Y SR A R ez 2 S RS RE 7T, RIS

BEAS AT 2T A o

A EE TR 3 AT :

1) 8 M ANSEI IR 1 A 44 22 R S A R U A A R S LR, DA SO R BRI ok
(I o

2) PR TP ] 25 B SR R AR AT N AR T3 9k s 308 e AR o 2% 58 2 R4 | L 5 A1 £ 1 TR
BORARIE B L, I SRR R R RS R, PRGN & 7 A 1]

3) 2T UAETIVESEHL 1 A 2 bR BB R BB AT I A 51 B FRE, RN AN IF A5 Shin [a] . A7 5%
PERI 2L BeAROR/INE Ty T EAT X EE S8, B0E 1 P & A Rt

ASCH 2 TN AEBSIACAR R AR, 58 3 55 245200 Linux 2545 0 ) BRI BRI L 2 1 0B IR 3K
55 4 I R 2 R BB R RS AT N I B AT, 5 5 T4 FRE JRRSEIL, 5 6 W SEIRAISs
R, BT HREMAKEE.

2. HXI1E

FTF NILGRIE S BB REE SRR, S ENRRET TGN, BB, BI5E, H3
TS E A . RS HTEARR T i E R R T —ANH, XS AT H5E 0 5 205 B 55|
FRERE R, FARFMEAWRETFZMATER.

— S S R T 2 B B R A R AR A R AR I 07 ORI = 3R B B B . Tyler Harter 551
T REMS O B B 7S 25 3 Docker fEEIXENAE S Slacker [12]. Slacker J&T4Erh i, @M ETHER
A58 BIAH IR B SO LB AR I a8 I e SO SRl 5 AR R A, IS B B . CNTR [13] R & S 5 4 B2
Borh “REERETR)” . HEEEENHTERT)” s, B E ol BEIrsA g <
BB RAE E R BIE S . TotalCOW 1414 FH 5 i) & i) 5 28 A7 He 22 A SR 5 R B2 st /b P A7 7 F A G A
B 1O #iAE. DL R TE— e RREE FRE T TR RN, It T AR E A, HIER K R Gy
23 (R RN I 2 SR 2, A7 SRR B 3 = B R R AR BT .

Pipsqueak [15] /&% H J5 4 T./F SOCK [16]:f i fifl i Tl #4 () Python fifRE 2% () 2247 KR i 45 2 1) JR B B
PR B RIRE TR P O M I B0 AR = PR A R sl B, AR5 0 1 4T 2R Python AL IRt
THGURVE AR, Jed e TS IR FH 0 bR U 21 A7 R SR R AR T BN AR, RIRT BT TR T
Zygotes 1= 2L A7 SIS SR — D IR S8 R o (X Py 30 R B0 BT A R AR 28 1 eR B S 2R 2
L7 B AR SR e 1 i B 1 I R AR AN A M, A E A @M.

SAND [17]51 N T 19 25 b 25 B2 SR 1 T AR 45 4 v SR PR e o L 79 0% I s e 2R O e JE AR A ) 1
2P 2 (A1 25 28 SR SR s I B B L, (6] — B2 F R P I 2 AN B AR 2 [ 3 T R B AT R S, X b
77 8145 SAND w] DAPRIE S BC AT RIS UR, AT RRAIS T BB B 3N EE . EZ P M wdidn s, %
SPEFSCHE T, SAND Kb () B B AR AR T VR ORI eR sl ) s b B 1, ELIER S A AN R R S i %
PR, AUEH T 592 AT REg s+
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JOE BT A RGBT AR C & 12 BN FHTE AR 2 s BHE NI SN, (H— 2223547
TERRE — LB B L SE B 3, Unikernal [18]f8 /2 — itk 77 % . Unikernel J& —Fpfii FH E#R1E R 48
(library operating system)#4) & ¥) & F B —Hiuhk 2= [RI ML AR BRAR [19], AN Bl — AN S B A2 5 B JHL B A9 i 1) 55 /N 1)
BAE RGENAZL R, 8 ] AR LBERILE BRI 4T . Filipe Manco Z5[20142 H T —FhZET Xen
RELA Unikernel SZHL 75 % LightVM, PEBELEAE 2 B, LightVM fI 5 Bh3d B RN 3 & B AR AR TAE G 728 4%
A ERI Unikernel FESZR/NFIE B EE B BA —E ML, {H=2 Unikernel M % & 18 a Ak
R RE TR S, A T RIS A ANE

Bk 4b, Shillaker [21]3F4f T OpenWhisk 7 A [F) 25 il () 75 ik & A1 I Kk Thie b i ma B ZE IR, #f i
T I AE IS AT I r R T R R B AL ) i 2 A SR A R TG IR 55 48 HE B o B[R] B 9T W) . Wang 45 (2]
X EFR TR 251 G 00V 2 B SR EHAT T 1 AT, RIS AR & B IR B T SR .
McGrath Z5[22]38 8 78 T I TC MRS BRAE 2L P I AEIR , 3% 48 ) U6 T TC i 45 3 I8 AT TR B & i &
2,

3. AesdeEmERE ST
3.1 RBRIEEFWERIHT

Linux 75 it ¥ i ] iy 44 22 18] (Namespace) L 1] >R SE B 53 50 25, sk P 42 1) 4 (Cgroup) >R R il i 7w ok
FHRIBEUR . ATERE 0 ol 18 188 i 44 2 () M2 Hl) 2EL ) 2 8 I sk P PR S o

3.1.1. #p& &2 (Namespace)

i 44 2 ) AT SEPLEERE SRR AR B, R R AR S AT BT E M Ay & S A P I RIR, ik EEREm A E
i S (8 B BRI . 5 P ) 4 25 IAVELEG : IPC (EFE RIS Network (4%) Mount (SC#F R Ge i3 5)
PID (MEFE 1D). User (FH S A4). UTS (ML R NIS 38042) . FEGIESEERENT, 7T DU G BV v 1)
SEORAN Ty 4 230, PRSI T AR S SRR T R I 5 R

AT S T AN B F i 4 23 (R 3 ) 8 FH A i 44 2 AD6 ERE I B A it [ somm, &5 SRR B,
Network i 4 25 [E AT ERR I I R B s ok, e 5 Fhar & 0L Josgm . dk—3, JATHR
T EEJE 6 B 4 23 (R AN RIS S FHBR Network 2 A1) 5 Fhdn 4 25 8], SR 5 AUAS 3 FH i 46 25 [B) B g2 )
AR TR, SR 1 Fs. Hoepa A 512 RGN, b 1024 HRER, ARt
5 IS ] (B R R SEBMETT T JR 25 R . nT LAEEE], [R5 R Network 2 M) 5 Fiir 44 2% (8]
FUAS 3 F i 46 25 [ PO ME RESE AR — B, Network i 44 25 D6 R B BERE B2 LR, iX & BT Network
i 44 2% 1) 2 [H) FE S A 42 SR [23], AT LATE BB 0 Network iy 42 25 (B, f 2 [ 44642 R Bl 5 S0
DI AEIRAEH & .

3.1.2. #=HI4H(Cgroup)

5 i 2H AT PR AR T (5 ) R R R . IR R G 1 B BERE AL SUR — ARAR AT R, AEARAR T
BERGMATE R, HA—A8k# 24 subsystem B, T subsystem #f F >k R il 45~ 30 F2 41 ] 4 F 11
FHR(CPU. PIAF MIZSEET, G 10 55) . S B0ag b REmT, mTLICERE G A B ¥ Cgroup FHAEERE N
NS, WA DO 3R I O 1) Cgroup, AT S BILZEFE ) BT IR R 1 .

TR Cgroup X2 #% 5 SRR 2, FATIAR T 7EA R I & B~ BB i) Cgroup(create) F1 8
FEA 2N Cgroup(reuse) [ITERE, 25K 2 Fior. BRI RIBVER, I AEE BT & i
B, TTLAE . reuse (177 sUIH AN (A4 (<1 ms), HLJLEARZ IR EE RIS, 11 create 77 200 32 &
MR, BEIFROERRNIEL, QIS EL,
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Figure 1. Comparison of concurrent namespaces creation time
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Figure 2. Comparison of Cgroup concurrent operation performance
[& 2. Cgroup H & R1EMERERTEL

32. ARAFEHEFRREMERS

HadkTHBORED, BGRITE TSNS IITA R, B, BT, . AR
MBS, HArEa BRIl B T BONE & IS, X AT PLORIE N F I AT A B se 1k, R REIR YT
M RS PR, (EL IR 5 R AT R T U [ 2 4 MO AR () SO B RN BHE A, I A7 3%
U5 9% . Docker i FIR & U RGEHLHIFE — BT B3k 1 WAFIL L, (0 T oAt A7 i 3R s i [R5
BRR B R ST IRATAE AT TUAR [ 12] o

Fe o P S A A7 L S B — A oG8 T X, Linux R Gl R sk 2= IR B S B 1 AN [R] 2 FH BT A 4 1)
S AR R, T RERSAT R BR A AF U, SR BRI 2. Ferreira 55 A\ [24]
M TAE SR 2], AT RIS EAE A R TR TR B A AF A AR R &K . Zhang [25]55 Al it
FESHCAE, PHTFRM IR ES AR R R AR, IEIE BRSO A A B AE O
/NN, AT DA S B e A A RO R TR

3.3. IhNG

i PA BT RIS, I 44 i 44 S (A AN R 20 A A O B PR REAIT R — 5 B, T BB SO I B
BRI T WA BRIR I TUAR o P26 B B AE A% G o Bt vh REAT R 2 VR R, (R AE = R B 5,
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ZRECT G BATERMEK, PraERFESGE RPN, WOCTAC LG fA2 45 N e Bk AL 2
[8] [9], XAy A ALAG N 2% iy 44 S R M ELAR s FE B A aR i), 9B s QUE B iz bl AL e fal (b Ab BEIZ 4R,
(BN 7 REIR, T LA B RE 2 PR A A QR SEAR , DR chhal o o 4 s o 2 B Dt )y e

AR BRI, LTRSS, = RS I & R Z A, MRS = s lT
WEERT UMMEBIAR AR TR, XN PRI RR, R SR RO T R,

4, BREZTHREREF ST

LTRSS~ BB TSR T RIRZ B R, ATIREIEASICIRE T —Main
T 1] = R BN B s T B IR SR 1
4.1. BREIE{THIIFE

=R R B T AR T B H bR 1) FRAR A 45 25 1) R4 i) 2 %) 25 28 61 5 SR fr B 1)
WFE; 2) WERBEANFERFENLZE, R AR EERE S BIFERH . RS, NIEENA
JiTH -

41.1. BERE

RN T ARIE 224k, YEIRRE B R E, FRATRA Linux Namespace HL X 3EFE ) IPC. Mount. PID.
User. UTS BHEZEATRRE, MRS E—1R0 255, Network iy 44 2% (] 2 X0 25 38 1K 9 K A g 7= AR R
KIS [RIHAFE,  HLIWE% KR 45 2 B BCi R IAME AR, B HEAT Network iy 44 7% [B] 1R B% 25 .

4.1.2. FiFIRS!

[FIFERT, N7 ORIEZ A, 500 588 nl 8 H A BEUR B g AT PR, FRATIEE T Linux 28I 2Bk S
Pl: M00EASN, SEFREREMA CPU. WAFE. WAV R IR, K 75 8% i 2 7] {6
FH IR B U5 B PR AE 48 52 IO BRIAEL A o 72 b — 5 I 20 AT 3RAT T R 04 i 2EL 1) 9 6 2 4 25 2 1) g T Pl o
IRK Mz, R BRI A A L], a0l 4 s, 259% 51 38 2 T e 0 2 2% R 42 1l 2 22 At
(Cgroup Pool), HOIEA RN, e MGZAF IR IR Il 2, SRICA B A AT QIR E . HA S
IR, R i hI A BB, I AZAF T A S .

413 X&S

MBI AT AT A, FE A TR I I SO T DU SR s N AR SRR e, O T R
WAERIRISE 2, RATEHHAR THER MRS, #—PHIGHL=E, F—& 2P R Bug Tk
SR ) SO B SCRE S AR ST AR A S B B SO RS P O —fr, HAE A7 B JUnE—1,
X7 30 RRAR T REBLRI N A7 T4 . H 55 Docker 2583 45 M (1 2 B2 510 1& 3 Fis

Kl 4 @R TR R G, IR SR A T DAL, WD SO A i 2 28 RS A n]
H30E . RSSO R ARG k) SR (bins) . ShASEEE:E SCPE(libs). ARADFIFCL & SCPF(codes) bR HIK
i, S04 (packages) , [E] I A 1 ARIE 25 2% N BEFE I IE Mg 47, & Rk 7 =N sys, /proc 25 H 3% (K
HoRE ), BTSRRI 2 A AR aR SR, ki R oy U5 b RS B R E R A B L H LB
[ o 53— SR AT 5 S, FAR L 35 Unix Domain Socket SCA4F1—AN AT 132 5 ) H 5% workDir . Unix Domain
Socket U HIRSLHLA AR A48 5| B2 MBS . 8 B R BUS 1T I AR =28 T B AAZ A 1
Bl B SO R GEAFE — AL S B9 H 5% workDir, 1% H &M AR, B SR E
bR B S 2 g LA S B 5 U i B 3, 9 HiZ B S B SO ENLRRE A, A2 BEZE 2% i
W T A %
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Figure 3. Comparison of Docker and FRE
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Figure 4. System architecture of lightweight runtime environment
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A
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Figure 5. Runtime environment creation process
5. BITRIME @ MRIZ

4.2. BITRHEBIRRTE

K 5 R 1A SIS AT I MR I B I R, BRI 1) 748 51 28 S i A RZ 1 mount 481
H NESHBOUE RS 2) A4S clone R0 G AS HINRERE, [R5 58 42 OHT 10 i 44
A, X AR 2 a2 256 3) G ORI T HEREAE N A S AR EERE , 285 IREFESAAT chroot #:1F,
R H 3% 4) 4% 51 5 MG A7 i b SR A s QBTN Coroup, SR 1 FT A RZ B HORE 2 a3t R I
Cgroup 1, CARRBIBEREI W BHE; 5) 7 as A MARGEREME & R SO 220 B R 3UE ., SRJ5 1A exec
RGO B RE,  BE S TG AT R .

43 RYRESCE

Docker 78285 f50@ F B35 T BONTEREMNTNRE, (RIE T A 8IBTIREE I — SR B4, Docker SR H
S ZM T TR BHG, IRl T RSB ELE Mk, H P E R Dockerfile W] LASEREMIE H— Mg, JE
TR BT RTINS, BAT =G M TR, HAEA R EUa 1T Tk 5
P, RIBSEE T3 AT I RS IR, I8 IR AT DA R A R AR . IS AT I IR R R e I T R AL
IEATFT R RS AT RS (I Python. Java. Nodejs 25). BREURHEIAL. BB ANC B 25501 . = BB ts
BB O T KRB IEMISIT IS . UG R, SARIEBRM = R a5 18 G P T
NAEE RIS AT IS, pR R SO M 2 BT A B BEF & (W1 PyPI. NPMjs. MvnRepository %) T
B N T HRAIEA P RIS A B e At ARRS RN B AR e AR IRISHEE T 6 Fak,  FaEGek
Jii, FARAE PRSI IX S SO R B R AL 2B e i H b, BB 1R B AR B E

5. FRE JR&ISCIR

ARATEET BB 7RSI T TH ) 2 pR AU AR RIS AT PR A FRE (Function Runtime En-
vironment). FRE (1328014 6 frzn, HFE A5 LRE Engine. FRE Local Registry. Remote Registry
3ANERAY .
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Figure 6. FRE lightweight runtime environment engine architecture
6. FRE B8R BB TR R 5| B R E

FRE Engine /&AL BLRIEAR RS AT I A BE 1E #EZ 0, BATTEET Golang 4af21E 5 5K, Engine
H1f¥] Gateway LA REST API (TR ARG MR SS, ST HOF T A SMBI HTTP 15K, 285 %
FIHARRI A ERRE; Engine £ 5t = BECS T IR & Ay AR S H, ARG RSIZITR A algE. 8
B MIBRAERAE, X LSRRI A Linux WAZSRAERIEAHE 10 Engine 38 51 511 4T I FREE BRI A4 2 T
1B, BFEMFTSATR AR ARG RO AR SUE AT I BRI SO R G155

FRE Local Registry J& FAHLAH s EUK B G 2, A5 11817 I PR P it — kil SCfF . L
A R SO R R B RS S SO, IR SO BT A IS AT I RS pr 2L =2, FRET (Function Runtime
Environment Template)Z&{eLT- Docker if5, ARIEIZATI IAEEHRBIRR AL AL, HAFEE 1 REUS 1T T ik
SRS, PR RBOSAT I BRSO RSt 9 FRET B, Engine AR¥EFREEHIRBLIR 15 26 AR Hh
CERELSCA, ERA BN TR ER S A . S4TSR ESCR ] YAML #%:0, & T
FRET ME—#RiR. A, JEREFREE. SREUCHID. PEOINILZEEE. R BURRR G S A R M.

Remote Registry 1 NIZFEGE, 75T IRAZ 4> & . o Code Repository A P L H G
G, RS E; FRE Remote Registry /7% 2518 & FIIEAIPAEE, 5 B4 & kil ot
S/ Third-Party Registry #2858 =7 A 3L S, B0 pips npm. mvn 62, ALGERAL T
SELIAAE R RKEES), (FRE =T ALCERSEERH O RE, DERRARGNEIRE.

6. BRSO

ARATRATE FRE 51% 5 Docker 5% HEAT M REXT LLVEAY, F MBS T A LGS 2548
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