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Abstract

In order to transmit secret images more securely, this paper proposes a (t, n) threshold image da-
ta hiding algorithm based on Asmuth-Bloom secret sharing. First share the secret image into n
meaningless secret shared images, use the DCT algorithm to embed the n meaningless images into
n user-provided color cover images, and then distribute the n cover images with secret sharing to
n users. Secondly, when the secret is recovered, users who are greater than or equal to the thre-
shold t blindly extract meaningless secret sharing images from the cover image containing secret
sharing, and then use the Chinese remainder theorem to recover the secret images. Finally, the
experimental results proved that the algorithm proposed in this paper can recover the secret im-
age correctly. This scheme is evaluated by peak signal-to-noise ratio (PSNR), mean structural si-
milarity (MSSIM), and bit error ratio (BER), it is proved that this scheme is superior to other
schemes.
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Figure 1. Zigzag scanning sequence diagram
1. Zigzag TG F E

3. &TF Asmuth-Bloom I IREMEHZ 5 RIEDFREMEE

ASCBEHRI(E, n) TBRAL % A A5 SR S AL I R 1A 2.
3.1 FROBHAZEIREM

W n ANEE B8 m, m,, my, - my o EIGREL g, RS DU BB R R . AR
AR SRS R R/ A 64 x 64 [ —{E & (BIGC ), 2 EIN BIGC B MexR. —EEE
PR RN 0 B 1, FTBLE g =7 2 g KT R s. fEVuf {0,{%J—1} WEENLIS L A, FAEH
AR y=s+AqKBSH y. WEHSH y WALy, =ymodm . (m,y,) & —MHZEL, B TmE

LNTT, RELRAE y, 2 51> 64 x 64 (AR (] A2 5 5 3 TR A TR 3L 52 o FEAS ST SEIG25 SR 570 K
M ZHORIE] 5 R R -

DOI: 10.12677/csa.2021.114100 978 TR 5 R H


https://doi.org/10.12677/csa.2021.114100

WRAEE <5

Asmuth- DCT{5 BB R AR
Bloom /5 % [ 7S Pl 1%
R TN %F
— S i TR P
BIGCHA A5 ] TR N s SRR T8 WA MBIGC
g RERER SRR et T e
1 0 !
%F 5 ﬁﬁ
l
i DCT{5 BB Asmuth-
AT BloomJj %

Figure 2. Flow chart of the scheme
B 2. (t, n) IR ZEER S R E AR IZE

3.2.DCT ERREEE

ARSI LSRR | A DCT 0P 055 12 D RE(E'S Ny K12, ) BATRLAE S BN, KK Ep
3L (Watermark) f B W, 255 1 ANKEME, kK VRN 4
K12, >0 W =1
{KlZi <0 W =0

N FR S PR DL e, B0 W, BB ASFT B, B
W, =0, fRiF DCT RE K12, < —k , SHKRAKEHRNGREE, A AU
~K12, K12, >k
K12, =<k k>K12, > —k
K12, K12, <k

HW, =10, LRIUEDCT R#E K12, >k, IRAAXAIT:
K12, K12 >k
K12, =1k k>K12, >k
-K12, K12, <k
IKENSE O AR @ A I DCT R EK 12, i IE Gk, $RBUKEIW,, AT prs:
1 Ki12,>0
- {o K12, <0

R T 8 — 0 TR MG FE R EET — R N KRR 8 3T 1Lk DCT R, $elUAf AN
TFEREEANZRE, RHEEMEFEFERMKE, Fo] ISR E IR .. 17 HRIRE, W EiR
AN RS, BH IR R AMERERF, BRE R 64 x 64 B FRL % B4
3.3 MEEGRE

LT UL E G BRBUS RS, K8 n i PRV G, ERBOLA t 4RIk R R EE .
y=y, modm,

L bk AT y ot

=y, modm,
PRSI T (0, o {(m ) =120t sesrrrad

y=y, modm,

DOI: 10.12677/csa.2021.114100 979 TR 5 R H


https://doi.org/10.12677/csa.2021.114100

Wrden 4

SRARIE AR D A AT RS y = y'mod N', FE N =TT m >N EJSIHHy mod g #8155 s,
B SR 25 B R R — MR R, ARk 64 x 64 K/NRERE, 18 HEARE ER .

4. EWLER
N T HEIFI RN T Asmuth-Bloom [ BRFRZE S B RGBS, ASCHIET(3, 5) I TBRFLE EIE (S
BRI AT ISAE . S5, IS EL(PSNR) P45/ A UM (MSSIM) . EL R H A5 (BER)
5 H A 77 RBER AT S BT AL
4.1. EFG 5)I IR ERGEZEIREEE
A7 RIS m =73, m,=79, m, =83, m, =89, m =97. £¥q=7,
N =[T;m =478661> qxm, xm, =7x89x97 = 60431, Z:% A E{O,{%J—l} 0 BBl P B LI HL, B[O, 68379]

W, BEARER A=51638 HEATIBIE. 401 BIGC FIMIGH 64 x 64 ME R, HlE—MER.
WHUR G —MER 1 % . B AR y=s+Aq=1+51638x7=361467 . fRAARK y, =ymodm,,

iy o WFARPUR

y, = ymodm, = 361467 mod 73 =44

y, = ymodm, = 361467 mod 79 = 42

Y=Y mod m, = 361467 mod83=2

y, = ymodm, = 361467 mod89 = 38

ys = y modm, = 361467 mod 97 = 45

TR R RS T R R, ARy, o SRR A R4S BTk K AR
EJERE, B BELIEE(73, 44). (83,2)- (89, 38) — 3L, BZHM =m xm,xm, =539251. 5
s KRR T m DA HAR T MR . BTG, 4R M B m BRI T, ARERN

=

M, =

3

M.t =1(modm;) . ZEé LA ERTBAK

yz(z;yitiMi)modM = (44x 47 x 7387 +2x65x 6497 + 38x 51x 6059) mod 539251 = 361467 . I J5 — b 1§
s=ymodq=361467mod7 =1. ik, UEMITERL, TiHIRRES A i S IR R I, R R S i
F—MEERME.

4.2. (3, ) IBRIERIEEWEE LR 7

FobBiT i EIL R, RS E IR AR TR I R, WA 3 B
BIGC

BIGC....

Figure 3. The original image and the generated secret sharing image
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Figure 4. Comparison of carrier image between Lena original image and embedded secret sharing image
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Table 1. PSNR value and MSSIM value of this scheme are compared with other schemes
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Figure 5. The generated secret sharing image and the restored secret image
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= 2. REREE®% BER &

JEE R PR B BRI & BER &

BIGC K WA J5 1 BIGC K 0
I 1 PREUR L= E 1 0
T 2 PREUR L ] 2 0
P 3 PREUR L 3 0
R LI 4 PREUR R L= 4 0
Pk L2 18] 5 REUR MR JL = E 5 0

DOI: 10.12677/csa.2021.114100 981 TR 5 R H


https://doi.org/10.12677/csa.2021.114100

Wrden 4

% 2 fiR, T BER B LB iR A IR e A5, ASC RIEFMIKE T EIR.
5. &5i%

ASCH A Asmuth-Bloom [TFRAR L ZHAR, Wit T —4NFET Asmuth-Bloom [ ]R3 58 % EHE (G &
B 0. N T AT PR AR A SO B9 3E T Asmuth-Bloom 7] FRBR 25 EUGAS BIREI S, A3, 5)1TRRAN
AL RN, BEIE T (3, 5) 1T PRAL S UG L A5 BB FEXE(3, 5) I TBRAS B BB R AT S 38
iE. SRS KR WA ST TS BRI BE IEA R A% KR, PSNR. MSSIM. BER “E4EHRIL T3
7. T—¥s4 G Asmuth-Bloom [JBRFAZE ILZHAR, IRARATERKER. BEE LG R REE L,
FHIRBURE 4l Bt —4ER, BT IS RN AR

E&WE

[ K H AR Bl 223 4:(61370188);  Jb 5 T R B 1R — M1 H (KM202010015009); b5 1T & R Hi
THI B B (KM202110015004) s Jb 3¢ B A 7 e 18-+ J5 3 4: 10 H (27170120003/020) ; BIGC Project (Ec202007).

SEEk
[1] Shamir, A. (1979) How to Share a Secret. Communications of the ACM, 22, 612-613.
https://doi.org/10.1145/359168.359176

[2] Asmuth, C. and Bloom, J. (1983) A Modular Approach to Key Safeguarding. IEEE Transactions on Information
Theory, 29, 208-210. https://doi.org/10.1109/T1T.1983.1056651

[31 EENGK, skMel, MEEE, & FEEBMEARSRAM]. B3 PO kAL, 2012: 17-18.

[4] Kutter, M., Jordna, F. and Bossen, F. (1997) Digital Signature of Color Images Using Amplitude Modulation. Pro-
ceedings Volume 3022, Storage and Retrieval for Image and Video Databases V, 200-205.
https://doi.org/10.1117/12.263442

[6] K. EEREIEZHORER B RS R 7T [D): [t~ 3], Ph2: P82 TR, 2020.

[6] Deng, Y., Kenney, C., Moore, M.S., et al. (1999) Peer Group Filtering and Perceptual Color Image Quantization. IEEE
International Symposium on Circuits and Systems, Orlando, 30 May-2 June 1999, 21-24.

(71 JEUIH. EGRAE SRS Bis o FABE F[D]: [ A A8 5], st BT RHER S, 2012,

[8] Yuan, H.D. (2014) Secret Sharing with Multi-Cover Adaptive Steganography. Information Sciences, 254, 197-212,
https://doi.org/10.1016/].ins.2013.08.012

[9] Singh, P. and Raman, B. (2018) Reversible Data Hiding Based on Shamir’s Secret Sharing for Color Images over
Cloud. Information Sciences, 422, 77-97. https://doi.org/10.1016/j.ins.2017.08.077

DOI: 10.12677/csa.2021.114100 982 HENLIRE 55


https://doi.org/10.12677/csa.2021.114100
https://doi.org/10.1145/359168.359176
https://doi.org/10.1109/TIT.1983.1056651
https://doi.org/10.1117/12.263442
https://doi.org/10.1016/j.ins.2013.08.012
https://doi.org/10.1016/j.ins.2017.08.077

	基于Asmuth-Bloom门限共享秘密图像信息隐藏算法研究
	摘  要
	关键词
	Research on Secret Image Threshold Sharing Information Hiding Algorithm Based on Asmuth-Bloom
	Abstract
	Keywords
	1. 引言
	2. 预备知识
	2.1. 秘密共享技术
	2.2. Asmuth-Bloom门限方案
	2.2.1. 参数选取
	2.2.2. 秘密共享
	2.2.3. 秘密恢复

	2.3. DCT信息隐藏算法嵌入参数选择

	3. 基于Asmuth-Bloom门限秘密共享方案信息隐藏算法
	3.1. 子秘密共享图像生成
	3.2. DCT信息隐藏算法
	3.3. 秘密图像恢复

	4. 实验结果
	4.1. 基于(3, 5)门限秘密图像共享信息隐藏算法
	4.2. (3, 5)门限信息隐藏实验结果分析

	5. 结语
	基金项目
	参考文献

