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Abstract

With the rapid development of big data and artificial intelligence, people’s demand for data secu-
rity is also increasing. In order to solve the problems of privacy protection and data islands, fede-
rated learning has been widely concerned and studied by scholars from all walks of life. Although
federated learning is a promising machine learning technology that enables multiple users in dif-
ferent geographical locations to collaborate on training machine learning models without sharing
data, there are also some security issues. Therefore, this paper summarizes and analyzes the secu-
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rity issues of federated learning, which is of great significance to the development and application
of federated learning. Firstly, this paper expounds the basic concepts and classification of federated
learning in detail. Then, the security problems faced by federated learning are analyzed in depth,
including poisoning attack, backdoor attack and Generative Adversarial Network (GAN)-based at-
tack. Then, the defense methods of different attacks are summarized. Finally, the application pros-
pect of federated learning and the future research direction are summarized and prospected.
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Figure 1. Diagram of the architecture of horizontal federated learning
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Figure 2. Diagram of the architecture of vertical federated learning
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Figure 3. Diagram of the architecture of federated transfer learning
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