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Abstract

Considered the anonymous authentication in pervasive computing environments, a certificateless
signature scheme was proposed based on bilinear parings. The verification result of the signature
was a constant with respect to the signer’s identifier. Then an anonymous authentication scheme
was constructed by combining the proposed signature scheme. During the authentication, a user
constructed the signature of timestamp as authentication proof, which realized secure authentica-
tion and user anonymity. It is showed that it takes the client 116.1ms to realize authentication and
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the proposed scheme has less computation on the client side. It can achieve such security re-
quirements as mutual authentication, user anonymity and non-linkability. Moreover, it resolves
the problem of key escrow.
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