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Abstract

Abnormal nodes in wireless networks reduce communication performance within the group,
causing packet loss or error transmission during data transmission, and large-scale node anoma-
lies can even lead to network paralysis. Therefore, a wireless network anomaly node detection
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method based on graph signal processing is proposed. Firstly, based on the spatial location cha-
racteristics of each node in the network, the distance between adjacent nodes is calculated. Then,
a wireless network graph signal model is constructed using the K-nearest neighbor principle, and
the high-frequency region of the graph signal is divided through a high pass graph filtering device.
Then, Laplacian matrix and Fourier transform are used to obtain the spectrum characteristics of
each sub graph, and the component signals of the graph frequency are obtained through the in-
verse Fourier transform. The box chart statistical algorithm is used to calculate the two extreme
values of the normal node signals of the sub graph. Within these two value ranges, it is consi-
dered a normal node, and beyond this range, it is considered an abnormal node. After judgment
and filtering, the position of the abnormal node is determined, and the task of detecting abnor-
mal nodes is ultimately completed. The experimental results show that this method has high de-
tection accuracy for abnormal nodes in wireless networks, and the detection runtime is relatively
low.
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Figure 1. Abnormal node detection
procedure
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Figure 2. Schematic diagram of wireless network distribution
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Figure 3. Variation of anomalous node detection rate for the three methods
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Figure 4. Transformation of detection rate under different operation

time of wireless network
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