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Abstract

At present, the phenomena such as illegal outreach, unauthorized access and illegal operation se-
riously threaten to the security of terminal system. Although there are a lot of terminal control
systems, but they ignore the protection of control program. For these reasons, the design of ter-
minal control based on UEFI BIOS will make control program run safely in UEFI. The control pro-
gram is stored in the server. The client can connect to server through UEFI's network service. It
authenticates identity, receives control program and accepts control from the program. This de-
sign protects control program and enhances the isolation of control program.
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Figure 1. Architecture of system
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Figure 2. Process flow chart of client
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Figure 3. Process flow chart of server
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