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Abstract

The crime of illegally obtaining computer information system data is a typical charge of data crimes.
Currently, there are difficult problems in practice, such as the large scope of behavior objects and
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the determination of behavior methods. The reason for this is the unclear positioning and content
of data legal interest protection. The data security law is independent of computer information sys-
tems and focuses on the security of data content, including two aspects: data control security and
data utilization security. The object of the crime of illegally obtaining computer information system
data is not limited to identity authentication information, but includes all digitally processed data,
but does not include publicly available enterprise data; the manner in which the act is committed
should be determined by the criterion of whether it is “unauthorized or exceeds the authoriza-
tion”, and the act of data capture that simply violates the service agreement of the data website
should not be criminalized.
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