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Abstract

In the era of big data, cyber crimes are becoming more complex and diverse than ever before,
which brings great challenges to the investigation of criminal cases. Among them, the problem of
electronic data forensics has become the key point to solve the case, but the electronic data are
very different from the traditional data, there are many new problems to be solved. In particular,
electronic data forensics not only involve the field of law, but also involve the computer neigh-
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borhood, which has great professionalism, which increases the difficulty of electronic data foren-
sics in the course of criminal cases. However, facing the current situation of the surge of network
electronic crime, we must solve the practical problems and contradictions caused by electronic
data forensics. In view of this, this paper will explore the practical dilemma of electronic data fo-
rensics through the definition of relevant concepts of electronic data and the status quo of elec-
tronic data forensics, so as to put forward corresponding improvement suggestions and better
regulate the existing problems by law.
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