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Abstract

At present, the traditional identity authentication in mobile devices, such as password and finger-
print, has low security, easy to be cracked and has other risks, and cannot completely protect the
user’s privacy. In this paper, a continuous identity authentication scheme based on user behavior
characteristics is proposed. The data related to user behavior are obtained by calling mobile ter-
minal sensors, and the features that can represent users are extracted by using maximum mutual
information coefficient. Then the user identity is identified by machine learning algorithm for
model training. In order to make the continuous authentication way as far as possible to reduce
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energy consumption, low energy consumption of the authentication model is put forward, with
built-in sensors of different sampling frequency and identification algorithms for analysis of
energy consumption, the experimental results show that the model uses naive Bayesian algorithm,
the sensor when the sampling rate is 40 Hz, can make the authentication accuracy reach 97.94%,
and significantly reduce the energy consumption of authentication model.
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Figure 1. Low energy consumption identity authentication model based on user behavior characteristics
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Table 1. Maximum mutual information coefficient between each feature and user identity

* 1 ERESARSNNRAEREERH

e MIC FHIEA MIC FHIEA MIC
Latitude 0.939 X_ACC_Start 0.606 Z_ACC_Start 0.495
Longitude 0.935 XCoordinate_Std 0.602 XCoordinate_End 0.483
Y_ACC_Max 0.815 Z_ACC_Min 0.585 XCoordinate_Average 0.468
Y_ACC_Average 0.803 XCoordinate_Min 0.576 XCoordinate_Max 0.464
Y_ACC_Min 0.775 XCoordinate_Start 0.565 YVelocity_End 0.413
Y_ACC_End 0.764 Z_ACC_Max 0.558 YVelocity_Std 0.363
Y_ACC_Start 0.763 YCoordinate_Max 0.540 YCoordinate_Average 0.324
X_ACC_Max 0.704 YCoordinate_End 0.533 YVelocity_Average 0.314
X_ACC_Average 0.700 Z_ACC _End 0.528 X_GYRO_Max 0.313
X_ACC_End 0.638 YCoordinate_Min 0.527 XVelocity_Max 0.310
X_ACC_Min 0.636 Time 0.510 X_GYRO_Std 0.309
Z_ACC_Average 0.627 YCoordinate_Start 0.498 YVelocity_Max 0.303
YCoordinate_Std 0.619
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Figure 2. Battery capacity monitoring management software
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Table 3. Energy consumption at different sampling rates
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HLURLTH AE HLE S I Sy CPU i I e K AH CPU i FZ 3t
GAME (50 Hz) 297.96 mAh 9.14%/h 90% 29°C~32C
Ul (25 Hz) 273.19 mAh 8.38%/h 87% 31C~32C
NORMAL (5Hz)  263.41mAh 8.08%/h 80% 31C~32C
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Table 4. Time and space taken up by different algorithms
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3R DU 19.988 2.05
SCHF AL 69.962 135
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Table 5. The experimental results
F 5 LWHER

Hik KREEF R (Accuracy) % J& (Precision)
GAME (50 Hz) 97.96% 97.33%
Fhg& JUm-H Ul (25 Hz) 95.32% 97.94%
NORMAL (5 Hz) 94.56% 93.33%
GAME (50 Hz) 84.69% 77.61%
SCREI L Ul (25 Hz) 89.47% 84.62%
NORMAL (5 Hz) 80.27% 72.55%
GAME (50 Hz) 95.92% 92.86%
gz A ENE Ul (25 Hz) 95.91% 96.08%
NORMAL (5 Hz) 95.24% 94.87%
GAME (50 Hz) 95.92% 94.59%
Peseh Ul (25 Hz) 94.56% 92.11%
NORMAL (5 Hz) 93.88% 92.00%
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