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Abstract

European Union and the United States promulgate GDPR and CLOUD Act one after another, imply-
ing different kinds of extraterritorial expansion of data legislation jurisdiction, reflecting the two
sides scramble for the discourse right in the field of global data governance, seeking to establish
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the discourse system of global data governance with their own standards. Although we adhere to
the jurisdiction over data processed within the territory of our country and respect the sove-
reignty of domestic data processing of other countries, in the context of the digital economy, data
flows across borders all over the world and the extraterritorial expansion of jurisdiction over
cross-border flow of data will definitely affect the jurisdiction over domestic data of other coun-
tries, so we cannot stay out of it. Therefore, with respect to multi-jurisdictional conflicts including
the United States, the European Union and third countries, China should actively participate in
global data governance, seek the extraterritorial application of data legislation in the form of bi-
lateral negotiation, and at the same time improve its domestic laws, classify and process informa-
tion, and protect data sovereignty and national security.
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1. BI\EEBEINIEERIURSAE

FEA RIS B dr AR R 5 R, SR At A R AN TT Bt 0SS sl B 2 B 3K
HAERET SRR OBEIE1]. THRAERTHEBIUG, KELHEE 2 W5 RAAEMEH, g
T EREFEE RN SE RRIE M WP JE . & EREd Sk B, o A S B iR 35
PEVEFERL

1.1. BEHERAESRE

% 53448 It 1) (Transborder Data Flows, TDF)HES i 77 1980 - H OECD (R B AL A1~ N £ ds %
BERAhTE ) P, FEEE RS o AN AN S SRR SR N N AR S E SRS o T
X457 % Hh 8 (RTA)UI CPTPP 25 14.11 %, #H UL “ 7 RS ERE R B, > n e
XI5 5 e B s s B A ke . A NE B AR E A AEE . X2 A X 5 7
E e EE R G A 2 h B, BaREm EEAM TR SRS, MEURNME EERENAGE.
NEHE . AN NEAR R S — 7 O B 775 5 B30T SR S 3R R, 3 — 7 AR & BRI, &%
PR GG [2]. FEXINILEE, W Gl R PR 37 551 (GDPR)TEE U NEHR Iy “AFAT H
RN O ON BT ORI E R, BREXT “HdR” A FEE BRFEEA

b, FEWIEIREIRREINE X T Z it 8. William L Fisherman A NS 55 5357 8)
L2 5 SO T 2 1) B B BRI 035 2011 4F OECD () Kuner Christopher Jéf % 53 BiE i sh# H )32
fE B S S BN N B2 [ F 0K 2 BOPP S I B AL o At 21 95 53 4500 M 1) o A DN 32 B B 15
BRIV 2 8 ORI R, BT “ANAEER” « “EESREURmRE” A RIS 2 RHE L
RSB, BN E I TR 1) S BRARTEAR 25 Zy DR A AR A 7 s AR Y f PRl AR S 4 B AR (4] R
BERWZEHE K, BARERCTEIRERRZE RIS G— 2N, F& 5 hil2g “msh” %z

'0OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, Partone. General definition: (c).
*CPTPP, Atticle 14.1: Definitions.
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Mo EOFE AR B [ U5 )L ARda . R AVE IS5 — RBI4T (5] ASCIRIBRFERIW AR, B2 b ki,
XEE . EERBESRA S S T I MEAE, DARIFBOR R . W EE kA, BT oy
N NEE S R A A SR, H AT RE 7 SCRRATEL “ B Ba sl ” A0 “ S A SRS Simsh
[6]; BHUE, ASCEEEASTRHE AL A2 TS0, Rk 7oy BB E 22 A8t b, B s saman s A
Hmms Eyre ., b, FR A —RITN.

1.2, BMEEEP SR E

EHPUR IR E ZOR MR ATEL AESES AN TR A VI L DA U A A E A
PTiAT MIGEa R BARTI S, QAR mlik. AATBUNERE7]. SRAMEFE MR K2 — ELR R IS
PG B RE AT BUE VG R 22 % [ 0 LAAR 8], BRI LA SR m A R BRI IE
B, AT WIS PSRRI I SRR A & v R Tz R 2 SN AT R . SR
W S SEARIE R VAR T A, KB B B s e AR R AL R Y, R R B SLVE T BB
SRR E R, SEPR LR SRR K AR AN SR A AR R E R iz . A 1870 FETF
a6, 5% E A WOR SSANE B XS AN K — R B B R AR, SERE E S E ALk S
IR A2 (FIIRA I IE P 2

it L #r, BESUSHESN LA E R, TS E VTR AR RS — R BTN
(R3S N Bt o 732 10 75 OR3P Vi B e T [ i 2 AN P EiAT 9 AR

2. BURBER R SUS IS R E A Y SERR

TEHERM . KRB SE BRI E N ZEHA R, a5 507 DLd i 2% 22 A 7E 57
JEE NS, R KB EANME . S5r8m 5 E X 24, AR R — AR ER R, A74H
“Hof B Bish” 5 “BREIEIERS 7 PRSI ECE . 36 E 39k 8dE B Rz, PR e o
PRt 2 H 2 5 Kk e i 27 3, MK USITC 453, Bdliimsh 153 E i) GDP 51K 1 3.4~4.8 % H 70 5,
Bl 7 240 J3 5wl Az, 2 36 [ R TS B A 35ty LK el 1 e IR S i, it 2 R
BARER AR S SRR . TR TR “ B — T 8% 7 (Digital Single Market Strategy), X Kk ¥
P 5K AN NEOE B BRI S R AR TR BR AN N EHE 5 B Sl A &, 8 T B AL R b o PR A
B EIRS), X REN NRRARI 2 F R S E RS,

SR TG 10 2 3 [ AT 2 9K 1O B FR il a2 R B d it s e A N0 FR 3 16 B 1 B0 A A e i
HRLASLIVE 1) T7 G 3RS HA G B B T 0k S 2R, IMHE TR sNE H, TR %
MR Gy Z EPRORE S, DU PR E X N S vE A i E BRpk e, 52 TSR E VAR IAMS Bk
1T BRULZ AN, PIFRRBL SO E $E T O IRy, BT — R I S B R IEETH SR T4

2.1. EEEIEEINEEENAOSSE

5 [ K 1 455 978 2 B0 R B B S A 5 — TR D 2 B i B el i sh, 58— 5 DA B RN AT
B BN BIEAT M SEAL,  PHIE RAT AR A R, AR T SEE K LRI E R T B AR,
2.1.1. EEHEEHRINER

EEBAHEENG B FREE, RS IRE G R R AHAL 5t FE 2T XD 4 2 8 [X 15 57
g, 9T RSB T SR A DI BRI AR RSN AR, S R S AR RS,

*USITC, Digital Trade in the U.S. and Global Economies [EB/OL]. https://www.usitc.gov/publications/332/pub4485.pdf, (Dec. 30, 2021).
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W 5y it AR R 57 5 B 22 1At T S B P 920 * LT S5 323k 1K) TPP 45 14.11 46005 &% 8 B AL VEAN A5
2o f T A, (AR A ILECRIBIAh . 1413 SHE, ATATS L) 7 B ER Z AR (it
FH B E AL %45 297 A0 I SRR, 1F AFEIZ 40 T L 45 (0 264 O [RIRERE 2 B s B3 sl
W APEC (ESisfafAMfAR) (CBPRs). (3 - SB7Haf - IIZ K E) (USMCA)SE, HIBA ¥
FEHTFATEN WaEs, SESITH (EEEBHTE SE) (KORUSFTA), HM s E e
P B RS, kBRI R E B A s, IREIALENE BRishEER, T B EFF AT
A AR E KT Y, AR ME T S A S8 4 00 Ak R 5| AN EE S, g St moRi ik
FARMEH T ERAEE, HEENGEOHEELIEEE, HMREIREE B

2.1.2. XEBREREEREGFR

TR R 35 B B A R B, 25 EIBUR BT o 24 B33 A OR300 1986 4 A7 847 72: 58 )(Stored
Communicated Act, SCA), SCA F-A B H & 3 B B 4% 25 2280 v] LLRCT 845 IR 5% i A7 7E B A M)
Bl ERMEED, RERRAEE L EORMBER A S L 2 /R 28 O i E R, R
AP, WWONEEBUFE AU FER PR . SEEBUFLEE FoRrEZ “FEmEbniE” . AR
RREAF, AXFEZREBFHBNE R, HZBEIFREFEERERN, BRI NPIEET]
IR S RN, 56 EBUR EIREUR SN0 vT DOd i XG0 =R i 5 s A7 . * A Rk
FEL ST FP I B 2R SR R B 0 el R RVERE, R ARAS BISCRE, A DA IR & 48

EME ST, KENA 1 (EESRIMEE G HESR) (CLOUD ¥R), WL 7 “Hdi i airiE”
XPEHE AT i S T ) I THUIR 45 T R R A s, R S AT, TR IR R 1
A7t b 252 R A 2 I BE Py BT A0 o ° R L, 3 ] T AR T B0 St 1) 0 4K B R 55 E A I R B
i [ e BRI E B AT BALEE, # 5ESHMIHA. W8, 56, K¥# CLOUD E£ER “
il E AR E” A DA S8 B IR S5 SR b 3T IR N iR . IR RO IR 45 AL B B R I KR, o T 2
EEERENY), JBNEREEA T NERE. H—J7m, LE LSRN 0 s T g R 0], B'k
XA S EAFAE L E B A 8, EEACAER BTN HAh, PR BRI A E SR kAR SE E
TR, e EEAR AR SE [ P 5 Ty b 52 30 PR HRHI[10].

KRtz 4b, CLOUD v 41 5E 1 4h B BURT 1 B i 75 55 [ 558 PN 28090 10 25 A, BIGE “ s &b FE BURT
(Qualifying foreign governments)brif, FIARTIIE SN EBUR AT DL EEAR 56 [H 2w P B F i A
5, AHEZANE AR T HBIEA AL 11]. {H42, CLOUD AN E RS &1 E BUR AR AE S 2 143 4%
DA 5 [ 28T AT B S HLAK 28 2523 AR 20 AME BURF, HiZ [ [a) B 38 TR 55 $2 L ps A FE 1T S AR 55
PEHUER PR AR AR PRI SR P4 10 BATAT O SR AT TS IR, 2523 45 ER AN EEUR E Y
SCEMBGE R AR EERELHE E . Bl W4E, 2AbE e 8 RS, HiZsEE
L (MZILTEAL)) (Cybercrime Convention)ff i b &l "X 68, At 12 75 AT AV BT fi 75 35 [ 10 %%

*White House, The Framework for Global Electronic Commerce [EB/OL].

https://clintonwhitehouse4.archives.gov/WH/New/Commerce/read.html, Accessed January 1, 2022.

*TPP, Article 14.11: Cross-Border Transfer of Information by Electronic Means.

°TPP, Article 14.13: Location of Computing Facilities.

"KORUSFTA, ARTICLE 15.8: CROSS-BORDERINFORMATIONFLOWS.

$Microsoft Corp. vs. United States, In the Matter of a Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft
Corporation No. 14-2985-cv (2dCir. July. 14, 2016).

°Clarifying Lawful Overseas Use of Data Actor the CLOUDA ct, Pub. L. No. 115-4943 § 2713.

'Clarifying Lawful Overseas Use of Data Actor the CLOUD Act, Pub. L. No. 115-4943 § 2713.

"Clarifying Lawful Overseas Use of Data Actor the CLOUD Act, Pub. L. No. 115-4943 § 2523. Executive agreements on access to data by
foreign governments.
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i H SR O ERRAER, HARHERCA ™A%, SES2 BRI 1A A G S Ao At i, BHLET 1 b [
A it 8 S 858 A 00 (0 AL

2.2. BEEREIMIEEERSCRE

W bR, BRI FTRAC BT, 0 RREE P R RN N R B BB XA PR
AN B BN EAR F o B FRRURIAMT 5K U D05 BR B0 A0 R A N B i sh i i, Bk
IR B T B 5 K5 1 o AR

2018 4 GDPR IER AL, HAAE B U T SKRAEFERU T 7K . — 77T, GDPR 3% 40 1 & 5B,
RO 2 00 0V S AT R A R AEAERR B N, GDPR 28 = 45 38 — 2RI e 264515 FH T e S 75 RR B PN 38 1 4
5 42 1) 2 BOHOHR A PR A R )N MBI, AN SE PR AR AL BRAT e R AERR B N EAT . IXARIL T S
Tt T BAR A B R A, A E AT A BRS04k R AT A BR ) R AR s R K
SEHVEHE AL B AE AbHE, #552 GDPR BIVH%E, BREAXTH B AE R . S 71, B O R s A T
SXoF W P B AR AN N B AR, RIS 5 o) 25 R A B R ST AE R B P, 12 2 SRR T IR B
s B 4T R R B, et in b RREE “BREE Y [12]. RIS, B  RRCEE S A4 e R
%, TE PRI S B I 8 K BN B K EHL X, B IC IR R IR S 5 T B P AR A AL 3 R 1S
FERCEEEE A, $45&H GDPR, HWKH AR HAEFER . 12 AR 3 R0 9% 2k B3 BRI 9,
WL AR L A BRI 1, B T X — B R R AR DU R ALY Tk

AL, EEARBR SR B R E P (R B IR Sl ST 1) Tk S ) S R N, RN R A R A )
M RIS 2B NE . — D7 TR0 B E A 358 1R J8 N1, GDPR R R BN 8 37 A 85 P R 53 Ak 2
HRAEER, SR A PR B R EEERL R NE R AR E R, R HERR T
Btk R, BIGIR A BAT N R SEMBIEN: SH— 7l BiE g A, RERFRETHYE
J RV B 2 BRI B, R B AR 13 2 15 SRR, To 1R R 55 B ot ) A ok 1 AT 3 o

AHE WA, RIPEREORIIPRHESEER b DURIE A RIEABRAR R EBATY 5K 7 (B 1Y .
T N 2% A IR R S B RER RAREAR S5 A L, HOR TR B A TR L A 5 A, REW R
R NHHE, #23) CGRE1) M, X/ENN EOESEIbRMER “2BRIEH” [13]. HEHFHAIN
[FIX— WA, B =20 50 O 0 AR E R AT sk B P, (AR R sk ARIE T8 dE IR
[z R AN E, {H GDPR HAIIALEE T2 (0 B s, il e mbn i iR S i) BET BaFARL
BT . 0 GDPR 5 28 235 [KIkRifE £ [A] 4% #K(Standard Contract Clause)'®, GDPR i it bt & 5] 5% 2k
FUYEHCHE 5 A R ISR A IS AT 9, DASEIXU AU SUS5 (P4 s 36 44 2% DL 8 Ji D) PR
O ) AR s B 45 SO T R v B A, A BRI R e BERME B =,
X 5% E B 2V R R4 o A v LA T AR, BRI B EAREE R0, BRI I AZ = AR H i) [ bR
AR IR AR KRR T BE A E BRSO N ABURIA & GDPR (18 3 BT

3. BEMNT—RBBEEEDUIR

5% [ 5 WK B B s AR AF RO 2 RV, AR SR E A B E S, IR Ak
BRI SRS B AR R R 2, XML s RS [ “ Il AnifE” SR R s AR K 5 1
PR = EIE N IO AR 5 B, R SE R BT N 105 B AR B A BE, [ A2 B SRR T R B ER Bk

2GDPR, Article3 Territorial Scope.

BArticle 28 GDPR, Processor.

"“Art. 44 GDPR, General principle for transfers.

SArt. 45 GDPR, Transfers on the basis of an adequacy decision.
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AR N AT, RE T RRENIE T iR E baaE” 5 C RS R 3 sk B AN R B AR AL (R
i, A SRAZER = B AR bR HE, TSR B S HEAL A A XA RARAT AT RETH N Z IR
FEXFESL N, HEMEAMEE =, X GDPR 5 CLOUD X 5% B 4B i 5, K T I 58 o 2 i
HRED T

3.1. RBESXEZEHEIRILIEEENNSR

Wi 2 55 5 [ DAAE () B A A L SR AR TR T IR 1 s AR Ak 5 398 [ VR E FE R IR ) P R . SR
S5WEITAE 1998 FIER T (W) (U.S.-EU Safe Harbor Framework), A #fiar 7 H W & il B LA
L% R (AN ANBE G- $64) (EU Directive 95/46EC) % 25 2 HLE ) “FE/MRI N7, 10ik3%
] £ 453 DA TR a3 11 R L 1t /S N B o X AR IR 1 S8 BN KRR MR A A R I A . BRI 2
Jois CZATHEI) PRI E A R Y, EEMRAR A SRR A E, BT T (BRRLE PR (EU-ULS.
Privacy Shield Framework). B%EXH GDPR 4k7K | (F54) G “78 0 R 0”7 78 P 1 — L5 H,

CRRFATE BRSO AT5 T ) BR 56 2 18] B B4 A, AR I T 36 1B O 5 BR B8R & VR SR BRUEOHE 30F 11, %o BR A A
HiAGHE T 2

A2, W B3Ok, GDPR FIAUAR 7 R A AL R A AL T i, B B R B s SRR a5k, H
ok 75 R EEPRE SRR SE, EEME MG CLOUD 1ERARIL 1 36 5 0 W B Bl & FE AU Rl R, DA
T AN T 2k e 5 R A B AR A A TR RRAR R I R

EARIE ML R B RTE A HIVE SR R BARZ G, (BRAEBERG. EOHRZEGT, 5K
— o 2R b SRASE R B AR AT 2 R IR A M 22, R DU RS R R R A2 2 2% . TE AR WK B (1 BR
MMZE R AN E L RAE R TP IIBRIR . R sz am g SR AR R EtE & T B BB Sk R 4 e [
e [ PIE LA FE 5477 T A PR AN e v i 2 BRI N RS I e, a2 4 & R 3 5 I J T 1)
EE o XTI 4 R T BT — 5 AR A DA AR e 7 ) il L

3.2. FEFE=ENERM

W ESOTA, SR E IS B A KRR T R A N B B P AN =H, 250 E
ALPRE AR AE . DR RS 5 5 = A E BN 2 10 E R R KE (R NRIEAE A NS B LR
%) =gk AR AR NRISAE A A AR A NS BIESh, @ MANE” , w] I R IE A
PRAE LSRR VB LR RO R B G 22 R AR E R R AR, BE NP A NME
BRI, KR ER, XA R B SOR B 1 A

TE (A NEELRIEY 5% XS BRI IEE # . B NS Bk 3 EF M EH
IR B A5 S AR, BRI 1 JR Nt A A7 A 8 I, VA B SR B A5 IS it e
FLARTE B ARG 18T A0 AN R TR O 08 20 SR U R A B 59 . ik, SR AT DU o $odfs
BAT R 338, P R R B RO R Y, BETZE TR AN R R OR Y, X AT LUSE D R R At [
BRI IR 140 BIan, X0 R E S R e R AR AR IR B BT, AU A i, X IBUR BR
ONFERR ] AR 10 HAt Ut 1) SE O AR B BRI B AR, A KU A s 6l S A\ s SR VRIS R B
Wis, W LEE RS R RN R s AT R

DIRECTIVE 95/46/ECOFTHEEUROPEANPARLIAMENTANDOFTHECOUNCIL of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data.

Y"Maximillian Schremsv. Data Protection Commissioner, CJEU, CaseC-362/14, October 6, 2015, para 73.

"*Brief of the European Commission on Behalf of the European Union as Amicus Curiae in support of Neither Part, Microsoft Ireland, No
17-2, pp.5-6, 2017 WL 6383224.

P (i NRSERE A A fE SR S5
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SO, AR O R STA, R Sk R R M SN ORI AR i £
ST, R (R 5 K B DA 77 2 BB 5 0 AT T, (R BL T R
FUERE MR 19 AN EISHsE b, SUR S ORI H I = A bE L T R 95 2 5 I
TR R, TR AN B AL FIURE, ARRANR “BONT” . R SARA
BHHIT HO L, T SR BRI . R, B A OSSR, AR B A
Fy RIS R K 536 21
4. B

WK% 5 5% FE A4k A4 GDPR 5 CLOUD ¥ Z& 15 & AN R A I8t S FERURANT 5K, DA< 2Bk
K BN T E AL TR UL SRR EERER R BT IR R . ISR R I LVR R
Blrkse, W BRI 5 5E E U7, TS NS h E RN RS =, Aok 2l EiaE” o <M
FEbRUE” BRI R RN Z TR . B TE AL E B S A (5T, AR IR SRR AE
I R R A KRS [T S Bt S AR R st e e B i Sk, S EeRgRRE, JFIRES
W R B E RS 5 FE B i R @ B A, e 5 8l arik, BT R,
HEE [ YIRS [ i R

&E ik

(11 ™IFE. s R s s < KB & s ——XF B8 GDPR WA B 2 UCH [T, E21Fi8, 2020, 38(1):
106-117.

[2] . BFHE HEEL: ORI S HUNFEHT——LL USMCA AXTR[J]. Lt A 7K Z2E4), 2019, 26(6):
85-96.

[3] Fishman, W.L. (1980) Introduction to Transborder Data Flows. Stanford Journal of International Law, 16, 1-26.

[4] Christopher, K. (2011) Regulation of Transborder Data Flows under Data Protection and Privacy Law: Past, Present
and Future. OECD Digital Economy Papers, 187, 14.

[5] XU&EHE. EINEERREN N EIRES TR E R R R ARRIZ, 2021(33): 102-105.
[6] Vr&ar. AN NEE SR sh ) i) R R S b B REXS (7], 922183, 2018, 33(3): 130-137.
[71 TR EHFREAKEM] FIUR. Jbat bRtk R, 2015: 84
[8] JAWRM. S&ENAEMBSMETES EPRE PG RI]. EEr R BT, 1984(3): 41-49.
]

AL, BREEE, TR 5 BB EEE s B R A 7 Ao T B B R R[] BRI ANR, 2020(6): 136-143.

[10] b, 350 64N T 0o F14 %0 IR [EB/OL]. https://opinion.huangiu.com/article/9CaKrnKjcSQ, 2022-01-06.

[11]  HARZEEG b BCREIRE R (—BREAR R 541 YGDPR Wik K FH 548 5[M]. Jbnt: B, 2018: 21

[12] %ﬁ%.i?ﬁﬂﬁﬁﬁﬁﬁ%E%j%%%ﬁ——ﬁﬁﬁmMEﬁﬁéﬁwMkﬁﬁ?m.ik%%
: 5-20.

[13] Safari, B.A. (2016) Intangible Privacy Rights: How Europe’s GDPR Will Set a New Global Standard for Personal Data
Protection. Seton Hall Law Review, 47, 812.

[14] JF&d. £E CLOUD A% AERERE R SH 0], EPRETFEYT], 2021(1): 14-24.
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