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Abstract

In this paper, we suggest one chaos image encryption method in DCT domain according to the
characteristics of JPEG image compression. The chaotic models used in this algorithm are Logistic
mapping and Chebyshev mapping. The one-dimensional Logistic mapping is used to generate a
chaotic sequence which is considered as control matrix for scrambling DCT coefficient matrix. Ac-
cording to the JPEG image compression standard, scrambling the DCT coefficient matrix by 8 x 8
pixels in blocks can make the low-frequency composition remain in the upper-left corner of the
DCT matrix. When we implement XOR operation between chaotic sequence and DCT coefficient
matrix, we only encrypt interested DCT coefficients. Using the above two methods, we not only
improve the encryption speed of the image, but also avoid low image compression rates due to
scrambling the image encryption method. At last, we use the two chaotic models to generate sign
matrix. The simulation results show that the algorithm has good encryption effects, fast encryp-
tion speed, and high security.
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Figure 1. JPEG agrithm frame
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Figure 2. Zig-Zag rank
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Figure 3. Curve: system result of standard experiment
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Figure 4. Image encryption and decryption simulation results. (a) Original image, (b) DCT of Original image, (c) DCT of
Encryption image, (d) Encryption image, (e) Right decryption, (f) Wrong decryption, (g) Histogram of original image, (h)
Histogram of original image
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Figure 5. Pixel value difference distributing of two Ciphertexts
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Figure 6. Decryption result of cryptograph with noise. (a) cryptograph with pepper noise, (b) Encryption of (a), (c) cryp-
tograph with guassian noise, (d) Encryption of (c)
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Table 1. The correction coefficients of plaintext image and cryptograph image
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KF 0.9368 —0.5487
EH 0.9584 0.4425

Xof 2% 0.9368 0.5487

Table 2. Compare of operation and compression ratio
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