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Abstract

Purposes: Big data, cloud computing technology and distributed technology bring convenience to
people, but encrypting and uploading personal data to the cloud server storage brings about the
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problem of personal privacy leakage. Searchable encryption technology enables secure and effi-
cient retrieval of ciphertext. Methods: Based on Spark computing framework, this paper proposes
a distributed searchable encryption scheme. The efficient pseudo-random tags and document tags
are used to generate the inverted index structure through the RDD operation of the Spark cluster,
and the performance advantages of the Spark cluster are used for retrieval. Combined with the
proposed verification algorithm, the security of the distributed searchable encryption scheme
under the semi honest and curious threat model is further improved. Finding: We investigate the
impact of cluster size on storage performance and computing efficiency under different node
numbers. Experiments show that the cluster environment can effectively relieve the pressure of
stand-alone storage, and improve the efficiency of encryption and decryption, index construction
and verification. Conclusions: The advantages of searchable encryption based on inverted index in
distributed environment are verified.
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Figure 2. Inverted index structure
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Table 1. Software configuration of Spark cluster
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Figure 3. Specifies the relationship between ciphertext document size and data set size
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Figure 4. The size of an index relative to document size
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Figure 5. The construction time of ciphertext indexvaries with the number of documents
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Figure 6. The relationship between retrieval time and the number of documents returned from retrieval
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N T ORUEEE (58 B, FRATTAR 8 50 VI ASH 43 T3l - B85 1) O B 1A 3R [ 1 SCRY 5 BRHIE SO 1) MAC {5
7E [ 78 SCRY %0y 5000, FlTE S A S E0 500~3000 Ff HARZR BRI AN Bt =5, %A% Spark AR %5 2%
IR EIFFH) EDB, (Fr 2R 45 R 8% R4, Elndex,, (K2 % SOURSRIBRINE R 51), Macg, CORIERIIEH &),
Macy, (K2 % SCSORY R I IN 35 28 51 S0V ) FEAS MU EAT B0 0E, IRk BELE 24210 Macy, « Macy, - 45
B R IR FURTA MG IR ) MAC 524 H,  BPIR [9145 5 E G B TE 8w «

33. REMSH

5 RE B ELORIEAS BAE AL d I R P A R AN se 2Bk, AR SCIR AT R E AT AE RS H A
MR = M55 as USRI A E, PR AR 55 4 5 P AE Bt RAL B 31X — BT AN [ T DR AT
WRINETTS, HEHRM WL HIFA” RIRSS SR . R — BT, REE s
AAFRRHE, BUESR TR NS J7 R AW AR Ml AR A5 R, 53— 5 DG T8 SO AN [ 14545 Bl
TGI8 . . RImdRATE a4 IR A AT SE4E i e 2

2. IERME: AT AN TTRAE RN T R, #5756 L V(SK, MK, DK) « KeyGen(1*) , %t
T VD, € D(lSiSn),VWeW , B

(Search(TD, 1) (Cq: lg,mac,, , mac, ))/\(Verify(M ,MK) - (0,1) A DecFile(Cq, K ) =D ) =1 (2)

IFRIZIOAE Iy R M. 3erb i 80 n SCRS AL
EE 3, WA T NIRRT RN E T E, WA R A, 4 Rk
BIARAIIITD &, B AP SRR Cy . AR 1, . mac, . mac, IRIEH I,

T 55 S35 47 722 00 TE 0 (Cg 1, mac  mac, ) « Search(TD, 1) . #
Pr[ Adv, (1)=1]<negl (1) ®)

Bt FH T i SR AT IRAIE, 3RA9 45 5L 1« Verify (M, MK ) L IORESE AT DL, FRIZIGIE 7 %
]

i

T R AT SR Yk 7 9% B 7 s (indistinguishability of SCF-PEKS against chosen keyword attack,
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IND-SCF-CKA)iE ¥k Ak B S5 7 AN AT X 301, FE Pk 3 0B 7 B0 & e A MR AR T 0 e M B s
DBDH A #2 F[15], BEAHAHT A FEE B, FATELHFHLBERY, 22281 .

Gamel: fik A NN EBGE#E (RS A).

1) Setup: IZ{THIARILELIE GlobalSetup () ARG SH GP, =AW HA RENESF B H P 2 8 L
HR%5 % B2 B AREIXS: (pky,ske) s (PK,sks ) Flske » BHJGHEILEE B # (pks, sk ) 1 pk, RIELETEL
F A,

2) Queryphasel: XA R CEE w, T A [ B W CEEFIATT, BB TRATTAE A
T, =Trapdoor (GP, skq, W) , FRE45 Rk [FI 45 E8 T A.

3) Challenge: A fi] B A Bk S0 (wy,wy) > I H wy, w, #8ABE HILAE Queryphasel 1, B Bl
#Hbe(0,1), 15 C"=SCF - PEKS(GP, pky, pky, W, ) E BRI SR 4 A,

4) Queryphase2: T A TEAESR: wy Flw, FIRTHE T, kSt SCBETRIBEAT AT 1 )

5) Guess: A fiitiAElb', #b'=b, WEF AREMFR, B0 A K.

A Bl Gamel I A -

1

AdViamel(i)z Pr[A(b':b)}—E‘ (4)

Game2: ik A RSN, Bkl T .

1) Setup: A1 Gamel J¢fbl, itid GlobalSetup (1) Hik3k G R A4k gp, I iId & PIAE ARG 5] =
AN NFRS (K Sk ) 5 (Pks,SKs ) FlT sk » BB B K pkg AT pky RIXLEELCT Ao

2) Queryphasel: A &N FEFRZICE I ZEH xe 2y, EHEPERA DA R %8, 158 sk

3) Challenge: #(F A KIEFLEEWRT (wy,w, ), BBENLIER be(0,1), T
C” = SCF — PEKS(GP, pks, pky W, ) 1E b2 SR 4 A,

4) Guess: ANHAEM D, FHE%ET b WETF A FHMHFR, A LK.

A i Game2 IR H N :

Advfamez (l) — (5)

, 1
PrlA(b :b)]—E‘.

R B, AR AV R AV 2 F i A B A, MIFRIZ T S5 IND-SCF-CKA %4
iR

i 1 ST BN w (1 =1,2,--,q) FHRESRAF K, HE4ER Ry ATELE R IBENALIE .

% 2 BN O RECT, B4 HiE B H 4.

513 1 #7 DBDH BN E AR, 84 7T L2 MAE R 2 T R SE T A BRI [X 73 SR
TIPS

UE]: ARBUFAE A2 TN (1) 5230 A RO SN T 0 A ST SRt AT Moy, ARk i B Mudiils
HILFE A : PRl B BB — AR p IIRE G Gy AU e:G' <G’ — G, , Hr G',G; 43 hINHE G, G,
ROEHN T RE. PR 2 (0, 00,07, 07T ) SRRE M HFR WX T RE% T e(g,.0,)™ -

TR Bk Al i e

1) Setup: MIANRASH A, W MHURHR AT hash B H {01} —»2Z,, MWLM IIZHHE
(N.G.Gye), KEFHIAKS, ={01), &RBHAGP={N,G,G, eH KS,}, &fTHHERFILT
8 pk =que =Ql, sk,=a, sky={XR}, skg=8, pkc=1{0,u,X,Y}, Pl BK pky, skg, pky s
sk KIXZTTLT Ao
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2) Queryphase: &(F A [IBEALTNE WL L B w, IR 0 HLRE T, TS WIS pky » skg» Sk »
SRIFBEHLESF R, €G, » WH T, =T/Y YR, Mt SHmIAIIT, =[T, T, BEFET A.

3) Challenge: H(T A £ UCHI I LS, BEHLIEIUR 2t 10T (wy, w,) BIEL AR B,
PO BE LI D < (0.1} S MMM W = w, . 5T, =R, n=H (e(T,u) ) BEHLILFE R, <G,
T, =Ty Ry, T T] 2 [TLT, ] AT A.

4) Guess: BT A TESKIUGT TS HAT I, ML . #b'=b, WA
t=H(e(T.Q)" )= H(e(91:0)™ ) T=e(g,0,)"  MT, Naikihiith, &R “Yes” ; #M T NG,
fBEHLTE, R “No” .

HRFCT A TTRAK 4 AR T, B AP B ST LA DBDH k. 4 LRk A 7 etk
BRI | T LA AN T X0 M, FTERHC A 30 S5 0 WM e , th B SR 3% PR 7 Xt , 3 /22 IND-SCF-CKA
Gl

SCHE] T AN 7 R AT AR S T T e A SR I, B T ST AR [
TR B R A ST BN (B A e . (BT MMl 2 B R e, BT R 3
ASCTT R NS R | SO RIS SO A, FoAVAE AT 5000 AES 55 & A TP, 1EDL R4 LET,
A7 RIS R BRI SR % A B B . 1T AES IS SRy R e A e B 2 s,
PRI, T S S 3 B L e TR AR 3 S SRS R B SO 31 I 2 FE A 8 SRS A 235 2% 31 1
WL R, T AT LA I 4 2 S T S0 5 1 SR 96 BRI AT . (B A% SO D B LA
Rl SR SRR R 15 Bt — B R, DB SC % 5] R U DB S (3 . DUBEHLER &S
A FAE — SRR E 38 T SCRASG T Bt FEXHEIHER BINBERT, AGANEIHER 5] e i o 31 60 2 9
HOBENLA IR, MBS 2 e 5, AR R b AT DA F T

LR 3R BSOS B E T, BT 7T DU 3545 10 £33 S I8 2R 5 0 AR S e o 30 %
BIHEAT e B R AR OB 3 b, BRSSO AE R B T BT AL, M DB % 2 4 51 ik
T SR SO 2 e 45 Uh BB B ST, BET- Spark (AT 2 NS 7 S e A HE01.

4. &

ASCHR T IE T Spark (A AT RINE T 5, S 1 OREE 5T AL TR REA T Sk RE .
FANEIE I RENLFRZE M SRS 5 BRI PR S HR, Mg R R T 5. eI M INERIERE, e R
S5 IR MR e B . SRS H AR S5 22 5 SCHR[2] R SCHR[3] 77 BANIR] 43 A 2015 s/ R 1% S0 &R 51
[RIVERE, 45 RERA ST R AT AW 2, B R, B RIS R, ok
b, I ER G IE AR TE R B0 B, AR BIZ0T SRR R 51 R IR T FE K I TRz /T AR R 5 5
T HLAE SRR R T T, AR S5 SR BRI T8RS AR T STHR[21 AN STHR[3] 77 58 - JAIE 45 RAIE WA R RENS IE A
SEREMIR I H AR SR, EeREEMRPLTEBIr. g5k, BT Spark {7043 2 #2005 U5
T HE M T KRB T I AT R I K

ELTAHERMER TS FT, 2. BXBHEADH0H R, AL AT DU
s, TSR RN 45 2 A IRBUT PR ISR, e RIEER IR, RGN AR
N2 FH 37 5 (R R 5 17 o
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