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Abstract

The difficulty of obtaining evidence in telecom Internet fraud cases is often greater than that in
traditional crimes, so it is necessary to take countermeasures different from traditional fraud
crimes. Starting from the evidence dilemma of telecom Internet fraud cases, this paper discusses
the main reasons, including the high concealment of fraud technical means, the uncertainty of
evidence sources, and the cross-border nature of case evidence. At the same time, some effective
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evidence response strategies have been summarized from existing evidence collection techniques
and case investigation practices: firstly, the application of data mining technology to improve the
accuracy and reliability of evidence; Secondly, establishing a collaborative and collaborative me-
chanism to improve the efficiency and quality of investigation; The third is to enhance the profes-
sional literacy of investigators, enhance their forensic skills and judgment abilities, and conti-
nuously accumulate practical experience in investigation; Fourthly, improving the evidence col-
lection system of electronic evidence of telecommunications Internet fraud to ensure the authen-
ticity and integrity of electronic evidence.
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