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Abstract

This paper designs a fast FPGA implementation method based on Toom-Book polynomial multip-
lication Streamlined NTRU Prime algorithm. Toom-Book polynomial multiplication can optimize
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the multiplication of polynomial coefficients of encryption and decryption operations in Stream-
lined NTRU Prime algorithm, significantly reduce the number of multiplication operations, and
increase the efficiency of Streamlined NTRU Prime algorithm. The simulation experiment is car-
ried out on the ModelSim simulation software Intel Cyclone IV GX series EP4CGX150DF3117AD
chip. The experimental results show that the encryption and decryption speed of this scheme can
be improved by 26%.

Keywords

Streamlined NTRU Prime, Polynomial Multiplication, FPGA, Post-Quantum Cryptography

Copyright © 2023 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|8

IAESR, BEA BRI PNE KR, farEEEE AR E FIHEN WS, 283
WO TCVE R I Z D = N A A R, (R T R AR TR RS AT TS, 20 4D 90 4+, Shor [2]42
HOREO RN EF5E, REREAE 2 TSI (] A AR 1 KB 5043 fife 1) 788 DA S mT DA 8 BRIl AT SR A,
FAL Gt LT S0 B A T B 3T, 2001 4F, O’brien J L 2 HDEEFIFH[3], UEMHE TR, £
M E AR AT I B B T, R TR 5 R KA SRR, bR E T
THENUCHUBE S ILBCN T RE . 2018 4, Preskill J #2H 7 — M IR T IHEE AR4], BH 50~100 MET
PRI ALRE AR BLTE AL et 50, JF HILE 7 T H (e s mT DU 1 L AR AR . JE Tt
2% E B ZARME S EARWE L FL(NIST) T+ 2016 46 )5 1 % A FIE RS TAE[5], 2022 4£ 7 H, NIST 22
i TR =S ERTEITE, BalH G & 7% 5k R 25 NEE A I FL 6] FE T 4ntid i K[ 7]
BT e A A [8] H T 2 AR B (W B[O B T A S v ] oy 28 (1) B3R (10 RIR: T e B g SR 11,
H A JEF 4% 1) NTRU Prime BVE[ 121808 %1% A BN f 204 vk, o A B m I T R AE M B 2 4tk
L 5 F AR SEF[13] SCHR[ 1410 WAl 2E FPGA b BRss S IR AIE 25 57 Hh 7 330 40 1) R HEAT VR NTIE 9T
Vit T — MO AE S PRI UM, 3 LG SNTRUP S35 25 50 A= ook F85 R 4 25 i 2 0 3 04 e KA
Fto SCHR[LSTERAT RS B BT R KRR I8, Wit T —Fh 2 Iialafeyias, st ugiiiiz & .

NTRU Prime 5% H TS E 1) 2 7 LU 77 AN, 73289 NTRU LPRime 5#9%(NTRU LPR)
L% Streamlined NTRU Prime %%(SNTRUP). A H s/ 41 | Streamlined NTRU Prime 535 (1) % /= AE
R DA R BB S8R, EREE RS R S KRB H 2 TSR E, gz 52 s R s
EREERNER, HHE 5D P R, e F8eR . I AR SO b3 72 o ) 22 g
AT AR, TE 2 IR, RSO T i S 1) BB 5 A 22 00U e FFT e JR), - RT At
Toom-Cook 5y%[16] [171%f ZWAKGEATIR /A VEh B Ak, (. EAAAPE, b2
AR IR EL UL K RIS A4, 800 FPGA TEAFSEILRR . i 5 7EA HH A+ ModelSim _EX} Cyclone
IV GX %41 EPACGX150DF3117AD 5 F #4747 B e, ez Sk i B 7 AR 00 LA R S BIR

2. Streamlined NTRU Prime & 3%
Streamlined NTRU Prime 575 & & T IS I 5 & F IS 53, 25 E BRI 2 S HEEE.

DOI: 10.12677/s€a.2023.123040 403 B TR R


https://doi.org/10.12677/sea.2023.123040
http://creativecommons.org/licenses/by/4.0/

L %

AR RS B RE AR R . R TR X IX DA A B E R R

1) SNTRUP S ¥k #%

Streamlined NTRU Prime & X [ W' F 2 W, £ 7Z FREH, 37 Z[X]/(x" -x- 1) NN
(Z/3)[x]/(x" -x —1) GIUEZN (Z/q)[x]/(x" —x—l) SHHENR v R/3MR/q - Streamlined NTRU Prime )2
H(p, q, wyiHh R LT &AM py q BIAFREL wRIEEE, 2p>3w, g>16w+1, FFHX" -x-1fER/qH
FEANETL . WIER R A REHARAE (-1, 0, LVEH A, AR R ()2 AN Small 230, 15—~ Small
1) 2t N RBANE, BATHFE A t-Small. Weight w R 2 G TH w NEZF R % Round Kn¥
Z I T R EOL B BT 3 M. Hash (x)R7m L a B4 x FIRTSEHL SHA-512 WS AAE T 256
i« Encode ! Decode 37~ f F gmbd B 650 HL K R /3 F R /g H 2 B 7T 177

Streamlined NTRU Prime 503k 288 BB A 7NFH, 7371 4 : sntrup653 - sntrup761 . sntrup857. sntrup953 .+

sntrup1013.sntrup1277, A K45 H A sntrup761 S EUEM BRI 7T, HBAKSH N p =761, 9 = 4591,
w =286,
2) SNTRUP % 4H4E sl 57k

Streamlined NTRU Prime SVER S A BUS PR T 27 A AHMAH, RAERBEWR: H5%4E Small
PBEHVER 2Tt g (x), JF ABIRETR ¢ (x) £ R/3 FATi, FBEHLAER 8 T t-Small 275
R £ (x) HEFRLTR () e R . B FRBENAR —~ART tSmall [ p(x) . HHLTR p(x)
KR (p + 3)/4. SRFHEZTIR g (x) M0BIH 1 g (x) A v(x) T, g(x)/37 (x) AR K (x) 70 K(x)
£1d Encode ALK (x) » IR f(x), v(x) SEFEmIBARL (x), BIFIE K (x) 1EA A HBT i,
(K (x).K (x), p(x), hash, (K (x))) {EARHEATH -

3) SNTRUP 3 2 5%

Streamlined NTRU Prime 532 f I 1 72 5 4 A AL 55 9128 O R A 7= A2 i A8, s 45 RO J&
B SC L 2R ], PR R : BB — AR T t-Small ZTIR r(x), BHEX K (x) #47
Decode fEi% A2 K (x) » FFH4 2 0 K () F r (o) HHFEH S5 R Round JE IR 45 ¢(x) » 4% o(x) #E4T Encode
Gl LR e (x) B TR r(x) HEAT Encode i MF(x) o BEAHEC(x) hash, (hash, (F(x))) i
hash, (K (x)) HLERES C, C bR R &M% 3L, 1€ hash, (hash3 (F(x))) ML C LA H G 1 %
R JEAE R S UL R il 3R Al

4) SNTRUP fifd 25 50

Streamlined NTRU Prime 575 (1 fif % ok B2 75 240 % 30 C LA S AE %5 40 A2 oo 7% v 7= AR 1 R 4H
(l;()c),l?(x),p(x),hash4 (E(x))) FLEVERNEER N, REEREEARER T, ﬁf‘ﬁﬁﬂ?(x) #4T Decode
R 1 () » IR I () ARBSAE R f () » v(ox) BRI 3 (x) () MO SRLBRE 3 3555, S5 e(x)
FIAE e(x) Al v(x) Te BRI LS B o (x) Fom. B FORAHW IR ~(x) FlH w MEZ RS, BT
(LL+-,0,0,:-,0) WAL () BErF T w ATEZ N 1, BRI 0. B P K (x) A1 7 (o) TRk 5 1407
e C©, SRJEHE #(x) #E4T Encode MME AL 7 (x), FIM CREET C, WA Tt
hash (hash, (7' (x)),C) » WHASETakEH hash, (hashs (p(x)),C) «

3. SNTRUP ¥3% FPGA L &%
3.1. EESm

f£ Streamlined NTRU Prime 532 1135 R A1 fiff e 202 DL KB A AR A b 2 KA 22 i feis,
M 2 WA M AR I Z AR, I 2 DI B HAR e AR FT LA SRR AR AR BRI o T 6
BOK, PR Toom-Cook SiExt 2 BiASREATIUM, T 2R L WAINSI 0 Wk Aoy, 34T 26— 1

DOI: 10.12677/s€a.2023.123040 404 B TR R


https://doi.org/10.12677/sea.2023.123040

L5k %%

Iyt K18 N Streamlined NTRU Prime 535 iz F K .

Toom-Cook H% 2K H 43 ¥a (1 AR, H45 58 1 KBS 1 k 41, F Toom-Cook-k L AT HIZ B .
KRR EREH 8 T Streamlined NTRU Prime 50325 (4P DA KA B335 o5 T EE, SR Toom-Cook-3 R
eyl x} Streamlined NTRU Prime SHiE#H T BTE, & 1 & SNTRUP AL VAL, 75 K(x) 2 T
A r(x) 2 Wi AH IS A Toom-Cook-3 £ Wi 3fe2: %} Streamlined NTRU Prime HiEHH T AL, B2 T
K RBAE SR Wl BT, WEMEA AP R FHEE R c(x), HF SNTRUP ik
% DA AH T ST M L AR I E DB, 1% A2 Toom-Cook-3 2 IIxGRIE ) PR, HmER
Wik 2 Fios.

RIBRIIASIKG) —T>  KZ T RHI [
Cemal el ETA ] A0S i
|

Hifith

i@@m%’—ﬁ il \

r(x)

\ 4

—% hash4(K(x)) ‘ ‘ hashz(hashs(r(x))) ‘

| | ,,
| e e L BECH

Figure 1. SNTRUP algorithm flow chart
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Figure 2. Point-by-point multiplication algorithm flowchart
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