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Abstract: Blind digital image forensics is a new kind of technique to protect the security of image information. It can
detect image authenticity and source without any pre-extraction or pre-embedded information. With great practical
value, it has been a new research focus of the current field of security. Taking Blind digital image forensics which is
based on the traces of tamper for an example, this paper makes a summary from five aspects: copy-paste forgery, blur-
ring detection, JEPG detection, inconsistence detection in the light source direction and resampling. The typical algo-
rithms are introduced selectively and the future research and development tendency are pointed out.
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Figure 1. Copy-paste tampering in one picture; (a) Original image;
(b) Tampered image
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Before tampering After tampering Detection result

Figure 2. Copy-paste tampering in different pictures
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Figure 3. Lighting model of Lampert
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Figure 4. The probability matrix spectrum of resampling image in
contrast with original image; (a) The probability matrix spectrum
in original image; (b) The probability matrix spectrum in resam-
pling image
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