Hans Journal of Data Mining E(iE#2#8, 2014, 4, 9-17 Hans ;‘,Xmi
Published Online April 2014 in Hans. http://www.hanspub.org/journal/hjdm
http://dx.doi.org/10.12677/hjdm.2014.42002

Distinguish HC256, RC4 Sequence Using
Systematic Measurement Mechanism

Ruoyu Shen?’, Jeffrey Zheng?

1Department of Information Security, School of Software, Yunnan University, Kunming
2Key Lab of Yunnan University Software Engineering, Kunming

Email: *Iansry@sina.cn
Received: Apr. 2™ 2014; revised: Apr. 10", 2014; accepted: Apr. 16", 2014

Copyright © 2014 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

Abstract

Stream cipher was widely used and the random number tests of the key stream play a key role in
information security. Unlike usual NIST random number test for the random sequence with se-
lected length, this article was focused on splitting the random sequence to do the NIST random
number test. Then, the frequency distribution was measured through using the test results. Finally,
two-dimensional feature map was generated. The selected test data show that such feature maps
distinguish the key streams generated by HC256 and RC4 through the feature maps explicitly.
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Figure 6. Six 2D scatter diagram in the range of LEN = 102,400,000, Mode2 = 1, r = 400, i = 25, j = 10, Mode3 =1,n=4
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