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Abstract

In this paper, the detour path is defined firstly. Through the observation of AS_PATH property of
the routing table, we sum up the six forms of the detour path, i.e., continuously repeated AS, loop,
around the neighbor AS, around the country, around the border and around the multinational
company. Moreover, we did the clustering analysis of the manifestation of detour path and put
forward the routing anomaly detection method based on the detour path. The method can detect
the continuous repeated AS, routing loop, domestic traffic leaked, forged path, garbled path with
such anomalies. Experiments show that the proposed method can effectively detect abnormal
routing behavior and also suggest that one of the main reasons for the average shortest path of
Internet traffic which becomes longer is the existence of the detour paths.
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ATIEE AS_PATH J& BGP ThlaihniBEt:, B —RFIAF AS kR AS R FEL
NLRI(Network Layer Reachability Information). 4117 BGP WS ¥ 8% t 28 & AT alids & — 2% B S BTN,
AR H O AS SIS AS_PATH JEYER AT, )5 P&y 5 O RiFsint 55 AS. AS_PATH
R T — 2 WAHE AS BE 5 RT4E AS T 1 HIE REMINT , BI 4 HERAT M1 — 485, i1
BGP WM&t Z WIFH B B AEATIRUE AS_PATH J& 4 JTaetE L], Sofsisiia ik th &40 L H B AS 5 5%
W5 Z Rk A . AR ENRENE Bl B, B Es . B i ) NSRS, i O 4
MIATIIL . BRI ST L. B0k, SO R 2 58 BRAE S R 2 b T, AR 54T RAE AT g
Fe i R b A T ) E TE R I

RATIRAZ IR G AS 2 H A5 AS [1—2% AS_PATH H42AT] DL AT K A2 25 H bR AS P4, T
pl AN i TR R AT, SRR HAR AS P48 % 4% b i B AR B I — 2% W i
2. B R} routeviews i H 1) 2015 £ 9 J 27 H 22 I b B AT EL M, SATIRAZEHE A LT
PRI

1) EZHE AS

£ AS_PATH 45 tH B LE HARIE 1) AS, AR RS AE K. —/MEmEZRErELT ASH
ST, IR EFIARE]; BN B ] LLE k> AR E S AS R, WXl AS, I
AT 5 00 B %A B /N T B AR A A2 5 a8 B ) N e i H [ 12] 45l Gn - AS_PATH 2642 13030 852
852 53359 5 AS_PATH 4% 852 7922 33287 33560 33560 33560 37 42 fity v [ Al A& R A B 7 4L T
211 AS 852 fil AS 33560, iz nl LAfhiti — 2k %1% 852 7922 XXX 33287 33560, itk 1% n] LLIEH
MRS HhRMS, HHEBRAKEH R T ERNEE, aTHHE AS /e, mnTfeid s b2
i

2) Mg

7E AS_PATH A2 I E & HAVEESE) AS, (E13ERAE A AE AR RS AN A AT 1 R A2 R K. TRRAETL
AN AS [ GAT, FL 2GBTS PRGAT M TGVEIE L AS IR 4E, (57590 & AN REf8 21k H bR 2% . 45140 AS_PATH
%1% 8492 6939 2711 6167 22394 6167 1, AS 6167 HILF X H A [AIZS AS 22394, 4 H i &5 — Ik 3
15 HAR AS 6167 Ja AN AZFLH B AS 22394 J5 R £ AS 6167, FREEMIHIEL, f#if3 AS 22394 n] LAEIE 2
1E AS 6167 M .

3) LedlJE AS

TE AS_PATH BA% 1 H A B RS B AE R PN AR 5 AS JI4 e AS [, (/3R K. 1
Ui: AS_PATH #%4% 11537 10764 513 12654 71, AS 11537 55 AS 513 J&#H ELIERRIATE, W LAE M AS
11537 Fjik AS 513, {H th g 12 Hh 514 AS 10764 HIFGEIT, 515 AS 11537 Z:41 AS 513 (LRI 4 AS 10764.

4) BeH

fE AS_PATH #gferh, [\ —E X AS Hlal I & E K1) AS, $20 B R — AN E K1) AS Mg AHH.
HREN, HENEEAREK AS HHT3EEHE e EF AL, MR AR SR 51T il e i s K
A, oy 1 52 0T IR S B il tn - AS_PATH #8545 23673 38726 7497 11537 22388 7660 24287
24489 23911 9401 1, AS 7497. AS 24489, AS 23911. AS 9401 fit/g@ [ A b, 1A [al i) AS 11537,
AS 22388 fitJ& E K5I N E, AS 7660, AS 24287 fiTf@E 5 N H A . #%4% A Bt 7497 11537 22388 7660
24287 24489 23911 9401 1, M HE(AS 7497)E WL EMHA G, XIEIBIFE, XFATNERERE
HI, I AS 7497 2 i B A N B A N T AS AR L e EA AS.



paE

4B

5) 4ibi

76 AS_PATH B2+, 7ER—EZRIIAFEBEHN SN AS R BB T R & FfE% . #W: AS_PATH #%
% 3277 3267 20388 7497 4641 4641 24151 1, AS 7497 1l AS 24151 J& 1 [E KFEHHAE AS, AS 4641 J&t
s AS. i E AN B AS 7497 AN B LR BN B AS 24151, TANE HELAMEE AS 4641 J51H|
FIP B AS 24151,

6) Seis [E Al

f£ AS_PATH 42, fEAE AS 54 5 [ A 1) e B 1 AS [R1EAT i s AL . . AS_PATH
%1% 852 2914 4134 36678 55992 ', AS 4134 Fl AS 55992 15 J& 1 [E AS, AS 36678 J& 3% [EH i3, {H AS 36678
FENHAZ Dy b [ W5 R E 5> A ] .

X FIRGAT AR IE R T LA, BEARSAT L FIRHE 2380 T B AR K, (15
AR, XEPREE TR TRE LRESRENER, FEEIGHETRAAE, Fik, X
TR GRATAT AN A AT

3. ETHITHENEERN

SUTHAR M R HERNE T AS EARMEER. AS AR5, AS (AR R REEEAKIRE, FE
MEEAR ST H T REAEALE R B FREAER . B AR AN, BR AR Dbl (0 T R 2 6 1 2R . B AR SR (B & M R
R AT 7 LR o IR DL I A 7T RE - B0 S R Al IR0 4 2% e Py A 31 5
FLOAo U SR b T 0% e R R YA R [P R X 2800 AT R 2 0 K AR (3B 248 AR 55 Wy, L el i
e OhiE R RS P DG AS P H-Z 50 i A 238 i il AR S0y, R B T AR SRR R S A B AS
PO FRR U B A A A O 4 R RSB A 0 B BB 5, K S IR 45 W 4 AR 3 RSe™ LRSS o PR 8
i B A AR S GO B8 5 2R AT R Y B U e W B R AR A, R B AR R T R KR

3.1. EAMREAE

AS AR B EENMLE EATFHIE BRI, GHREEM ISP 28R, B KT EEAEE: AS A
A48 15 B 3 E M routeviews.org A S R FH RS, B HILAE AS_PATH J& 1 HIAHAT AS e /E4T &
KER, HABEEWE) 1 o BT AS BlLRRE ISP FIELE, JEATFH, TN ATLM L
BB, ARSCR TSI BT 77 72584T AS B L% R I HE T .

32. FEHRN

T EXT BRARGAT TR BEAEAE R IR L YR AN B AR O i (th W] RE S B T RR R B AR B (B
Z ] g ) N ) 3 57 W BEAT RN

3.2.1. EE AS BEEMN

HAS (155 ARIESE T ST AS [ 574 FIEE LR EE S PIRI UL S BRI P = (pyp, - By P+ Py ) »
Horh, p & po fRE AS 5o WHAE P I A L EARR AS 5 py = p; =---= p, » MAES AS 53, it
—WHRE, & (a,a,, 0 a,) =i, k), R = n-1, MAESELT AS BH, K2, MAHKHEARERE.
3.2.2. ERREINEREROKN

TELINBEAE P = (pyp, - Py 0y 0, ) T WIRAFHE pi 5 p AE—EZK C, Hii-j|>1, 4 pl
P 1A AS 751 Q = (0,0, -0, ) » FEREHIIFS) Q, W RIMIPAFEAIE TEK C 1 AS, W
F WA [ Py A S



Algorithm 1. AS adjacent relation extraction

B 1 AS SBEERIRE

fN: BGP Bf M) AS_PATH 45
Hith: AS SRR RE
1) AS_PATH_List = AS_PATH.strip(r’ ")
2) AS_PATH_Length = len(AS_PATH_List)
3) for i in range(AS_PATH_Length):
4) AdjacencyAS_Set = set()

5) ifi==0:

6) AdjacencyAS_Set.add(AS_PATH_List [i+1])
7) d[AS_PATH_List [i]] = AdjacencyAS_Set

8) elif i == AS_PATH_Length:

9) AdjacencyAS_Set.add(AS_PATH_List [i-1])
10) d[AS_PATH_List [i]] = AdjacencyAS_Set
11) else:

12) AdjacencyAS_Set.add(AS_PATH_List [i-1])
13) AdjacencyAS_Set.add(AS_PATH_List [i+1])
14) d[AS_PATH_List [i]] = AdjacencyAS_Set

15) return AdjacencyASList

3.2.3. SBELITRENRN

FELIEE P = (pypyeee Py Py Py ) WURAFEE P OTHFIIQ = (00,-0,)» WRHE 0, 55
o ATABE KR, RIS B R ETE 0, 15 g, ELBSRIAE M, A0 A (S 5 g (VLR DAL
B qu U o TR T AT LR IR TA AS, 25 IS, I A0 2T 5

3.2.4. BEMBERENERN

WHEAGON, BENEEEIER S AS A, &R S Bl £ 5, FEARE ST RH R
FBFHQ=(q0,-q,)F, o155 an RAERR, WA, WRFH(q, 0, ) PIELE g, Hoig, 240
BRFR, a5 q, MAEBEXRR, R, RMEASED] o AESIEE o, BTHES, ATRSE R T
A G e B E A, AR KR BRI R ) 7 IX OGRS R RN RE E A AT A
6, ARATRETE RSt R
3.25. BEENRENERN

ARG S, EASEREBIRR RN L5, Ml A e rfkis g m, [HnEfkis
FHHER AS W, TR BRSNS FAG IR R B IER R B ARM4E, SRR AR A
BT IR PR AW B AR, TR, PR R 1 % b R RN e A DA RN AT B 1Y
XL R N GURME R DR R R AT 8, WSATIRER M A TR G, BRI S ak (a2 47 i)
R 2t f 76 TR AT B 2R BN AS TN T 35T AS, [ 548 [ 3N (1 AS Ja A5 5% 51 H bR 44,
BARBERLAT B UL EAT NI B ARRHE, W RAEA R 56T R M BUT A Q = (90,0, a1 5
O fBER R, WA, WRFH (q,--0,,) THEE 65 0, (L<i <n-2) BRWBEXR, HFF(d,d,,)
R AIEH, HBATIER AS HIREDEICR, A AR R U

3.3. REKNRE

BT IRARGAT (0 S8 A 1 S AR IR B 2R B B R DL sURs A I S5 2 AS 5%, 15 M3 AS FTJ&
5 A5 B [ i At e, RIS, AR S R AT & AS IOARJE G &R, dE A AT J& 56T 1) 57
W, JFEAN R ST B AR 3R AT R AR O AR AR B O e A Il . FHLRAR ] 1 BT

AR«

1) AS-PATH I E & i) AS;

2) dEELLEE AS;



3) ABELAT: B A-C-D-B #12H, {7/4E A-B 4% H Al=BI=C;

4) EARESME: B0 A-C-D-B B4z, 45 AL BB TR —EZK, MKkEFs C-D F1E7E AS &
ﬂ:%*%{;

5) %84T AS TE AS-PATH 5 ILAHIE R AS ¥ 40 R X R

6) 54T AS 1E AS-PATH T 5 HAMER LI AS ZABE R R, 15 H i AS HAH —/MedE48E %
R

7) iz AS [ R

e FTESAT AS ZIEMIA EAARE AS HH 1) AS.

4. SKEERE 5

SEIGEHE SR B FFUEIE routeviews | 2015 45 11 A 1 H#A 30 H, HH 0 #5098 o 8, 8T8 i
B AT HE T AT AR I A e A I 25 SR e 1 & 4 R

! 1

E‘@%
} .
EE = s ERRE
e TR shitsE @

&

X
BEENRE
(AT BER B P 1B AT )

Figure 1. Flow chart of anomaly detection
1. FEENREE

Table 1. The abnormality of continuous repeated AS

# EEEEASHE

11537 2603 2603 2603 2603 1103 12654|1--4|

11686 12989 22381 22381 22381 22381 22381 22381 262429 52770 28605 19990|2--7|

11686 12989 28640 262401 262401 262401 262401 262401 262401 262401 262401 262949|3--10|
11686 19151 15399 37084 37545 37586 37586 37586|5--7|

11686 19151 174 12714 8905 8905 8905 39792 51230 56636|4--6|

11686 19151 174 20764 21453 21453 47321 47321 47321 48098 48098 48098 48098 48098 48098 51230 56636/4--14|
11686 19151 174 3741 3741 3741 3741 3741 3741 30988 37125/3--8|

11686 19151 20485 5563 56947 56947 56947(4--6|

11686 19151 3356 12956 60725 52253 52253|5--6|

11686 19151 3356 1299 1299 7029 6316|3--4|

11686 19151 3356 1299 60205 60205 60205 60205 60205/4--8|
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Table 2. The abnormality of forged path
2. BEMERE

© 00 N o o b~ W NP

[N
o

11537 10764 6509 376/0--2|

11537 2603 2603 2603 2603 1103 12654|0--5|

11686 19151 174 12714 8905 8905 8905 39792 51230 56636|1--7|

11686 19151 174 3741 3741 3741 3741 3741 3741 30988 371251--8|

11686 19151 8468 31708 31708 31708 31708 31708 31708 50882 50882 50882 50882 50882 50882 201902]1--8|
11686 3356 1299 1299 7029 6316(1--5|

11686 3356 1299 198781 36776 36776 36776 36776 36776 36776/1--9)|

11686 3356 1299 6939 6939 3212 44647|0--4]

11686 3356 1299 6939 6939 44356 44356 37076 37125 37125 37125 37125 37125/0--4)

11686 3356 1299 8262 48452 48452|2--5|

Table 3. The abnormality of garbled path
73 BEENRE

© 00 N oo g b~ W N P

=
o

11537 10764 513 12654(0--2|

11537 20965 1103 12654/0--2|

11537 20965 2603 1880|0--2|

11537 20965 27750/0--2|

11537 2153 2152 567 226 47065[1--3|

11537 2603 1653 1880|1--3|

11537 2603 2603 2603 2603 1103 12654/0--5|
11537 27750 1916 12654/0--2|

11686 19151 10026 9498 9829[1--3|

11686 19151 1273 3216 8905 51230 56636[1--3)|

Table 4. The abnormality of domestic traffic leaked
4 mBINGFE

=

11686 19151 3356 10794(0--2|

© 00 N oo g b~ W N

[N
o

11686 19151 3356 11911|0--2|

11686 19151 3356 12956 60725 52253 52253|0--2|

11686 19151 3356 1299 1299 7029 6316|0--2|

11686 19151 3356 1299 18351 59149|0--2|

11686 19151 3356 1299 60205 60205 60205 60205 60205|0--2|
11686 19151 3356 15510(0--2|

11686 19151 3356 174 12389 8382|0--2|

11686 19151 3356 201287|0--2|

11686 19151 3356 201369|0--2|
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Figure 2. Statistical chart of anomaly detection
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Figure 3. Statistical chart of average path length
3. EHEERKESITE
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