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Abstract

With the continuous development of Web applications, a variety of security vulnerabilities, in-
cluding XSS, also generate more and more. Today, the defects of the traditional XSS defense tech-
nology have been more and more appear, such as a single type of defense, defense strength low,
defense means backward. There is an urgent need to continuously improve and perfect the me-
thods and means of defense. Aiming at this problem, this paper proposes a Web application vul-
nerability detection method based on Scrapy. Through the framework to provide convenient con-
ditions to the page for extraction and analysis, specific attack vector is generated according to the
different ways of attacks. Finally, we make the combination of page injection points and attack
vector to achieve the objective to test whether it is vulnerable. Experimental results show that this
vulnerability detection method has a great improvement in the efficiency of crawling pages and
vulnerability detection.
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Figure 1. System block diagram
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Figure 2. Reptile module flowchart
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