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Abstract

In this paper, we present a bit-level color digital image encryption algorithm based on Lorenz
chaotic system. Firstly the red, green and blue components of each pixel are encrypted by the x, y,
z three dimensional chaotic sequences generated by the Lorenz Chaotic System, respectively, and
then they are merged into the whole. In the process of encryption, each decimal pixel value is
treated as an eight bit binary number and is permuted by the ascending order position index
chaotic sequence so as to achieve the purpose of pixel fusion and image encryption. The experi-
mental results and security analysis show that the algorithm is a good encryption with better ef-
fects and can ensure adequate safety of the color image.
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Figure 1. Encryption decrypted image
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Figure 2. The gray value histogram of the images encrypted before and after
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Figure 3. The correlation analysis between adjacent pixels of plaintext and ciphertext (The
horizontal direction)
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Figure 4. The correlation analysis between adjacent pixels of plaintext and ciphertext (The
vertical direction)
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Figure 5. The correlation analysis between adjacent pixels of plaintext and ciphertext (The
diagonal direction)
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Figure 6. Ciphertext sensitivity to keyx
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Figure 7. Ciphertext sensitivity to keyx
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Figure 8. Ciphertext sensitivity to keyx
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Figure 9. Ciphertext sensitivity to keyx
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