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Abstract

Operating system is the core of the information system, and the operating system security is the
core of information system security. In 2014, the Information Security Professional Education
Steering Committee under Ministry of Education issued a new version of the information security
major guide specification. The course of Mainstream Operating System Security has been added in
the new guide specification. However, currently it lacks operating system security curriculum. In
2014, the course has been opened in Wuhan University. Furthermore, we have been exploring and
practicing in the course of construction and have established the course knowledge system in-
cluding operating system security architecture, analysis of operating system security mechanism,
kernel vulnerabilities and operating system security evaluation. In this paper, the relevant con-
tents and teaching experience of the course construction are given.
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Table 1. Mainstream operating system security course content and hours

1. ERBERZERERENTSERN

E I (ER)
BAE RG22 T E N 3
HBAE RGN ARG AL 9
BiE RGN 24 9
B R Gov i L 6
R ARSI R L 6
MR ] 3
&t 36

Table 2. Mainstream operating system security course experiment

2. ERBERAGRERIEIR

Fr5 LI N

L — Linux R4 fEA8 1
LI Linux SCHRIR
L= Linux 54t F 7 &L
S BRAE R GEN AT M IC B X i
S ALSR [ g3t 771k
TR Windows P %4544 /34T
oA Linux WZZHG 54T
S\ Linux £ A3y i) 42 1) SE AL 1)
AL Selinux

e Capability
SR+ — HAE RGN % IR
St % 5% Rooting




(2) SHEREMER

BIERAG R SRERGRE. BEARRE. B REREHFAEL N bR, S8RERRNIZ A
TEEARERGRENR AN AT, ERPAEE TR ARGEARE; 5E8RARLERBENLZ X GHE
ViR ERALEI . HATREE R RS LR 7O EH R, SR RN R E
FENAE R A AR 7, A 2 AR h 2 R BRI — 7 BRI, Iy i i R X
SRR, AR AR A, S5 RERG L AR SNEAX 7, R UHZ IR 75 ZA HBs i A
JEHT

(3) SRZITIAIRIE LI T &

FUIRAE RGRIE 5 2 A ERENE T RAE RS0 L WLHI B 0 RS, RIS 4238 R G A%
TR 59, DRI 224 (R SEBRRE 1 BOR ELB . 8T, H TSR Z SCHEZIRIE ROTIUR ST & . 1%
T 6 RIS, I RVFRUTA A PRI R SL IR N A, 2T HERMAIRH AR, AWrE
Y RIS AR . H ATZRAR ) SR80 30 R 2 T AL KBNS i, AME T IR g2 %3], M
REESCI AR I AT

4. REHFEREORE

NTIEFRERERE . REEEE, (FERE “ TRRERG 2 e” WS R, MHZRE
377 AOT00AT T A M RIFTFURIRZOF G 1 — 25, I F -

(1) VARGEDN T, JF R R

GRS Tk, R aiit ey A AR E R R B AOME S R S A, ANRETE 20 MR 3l 22 ZEATT AR
Vo NIERACARCR, FATRM LR U 3 R R R RBCE T ENEIRIE RS, 425G 25ks
FO, S FHA SN FEOX R B R, B R UHRAR DG R SRR, AT 4R = 2 A 1A A i L, A
P IR ST . I PHRERIE RS NAF 2 A WA, RATRS LBt 17 A7 A9 %61, it OllDbg,
—BB G A TR IS, AT B S of X3 H AR AR S B

() AR R, $RaEEA E AR

TURAE RGURTE R — TSR AR IR R, 2R R A BORISLERaI TR . AN, BRIER
JULERANWER, WRESAR, —SAFRESRERN 7o ik, FEREECAT, RATER A
CLAE R AE R i A A oy 28, A AN M Bl (9 A% IR TR B 53, 9 UL QAT 3R
SR, RN EOREE MR RERIBT A . REFORIN A RSP B, ot bys. S =F1s%
B, ZITERE T AT ATANYGR, BRI A E AT A 3 T, thas RS T X
HIBTEE R, JF3R e 12NN EAE B TREJ1, AR ARNT AR A B AR R A R 58 2 4 ) L

(3) ELIRFERI

fERZER—TTRAXNTUER KR AR T 7 BCEORMF B, A Refs il H 58 4 A
it . HATERA CVE [8]. Exploit-db 5522 4 2, (EIX L G o (IR 20 iz, BA o
ERGH 2w, W Z X IZRERFEK M DK, T ERRBERGZEREN S, RIMKEZ
WA, L THRIE RGN E . A AENTRT B A TR R SR & R e liwiil, g i . Jiid
TRAEYER N, DTSR AT T AR EORT IR, S ST BRI B B Re -

5. 4578
EVHRAE RS A R — T RBT AR, RIS B RGO, & XUR AR % S — [ .

PAVEIE =R, BAIRZIRRE AR A, @O VIZIRREREE R R . AR, eSS a g 7



A

MR MEA L, A BB IZIRIE B2 Rt — P e s BIIAL 51 ER0ME R, SERM 2 E P4k
GBI BRI RA L ERIEHA R R

SE @k (References)

(1] XFek, BEE, T4 2o 5ERGERSHEARM]. b5t Bl2E AL, 2004.

[2] FiF, F%. 0day 4 PRI HTEARCGE ZBOM]. dbat: B Tl H R, 2011.
[3] FFK. ILERESAIICGEZOM]. bR EHERF R, 2008.

[4] BEEZR, B Intel ILgiESETRIFCGETHOM]. Jbat: BF Tk AL, 2007.

[5] SEED. http:/www.cis.syr.edu/~wedu/seed/index.html

[6] FRAIE. Linux WAZIFSSEIM]. db5t: AU Tl H iR A, 2006.

[7] X, T4 BAERFZEM] dbnt HERY LR, 2004,

[8] HEZiFIFA%E. htps://web.nvd.nist.gov

Hans iXlth

BT BB EZ N T RS
1 RARTA RS (QQ+ TMfE . HEAT )
2. NTEILHD % A i T
3. 24 /N DL A AR A IV T B i)
4. RIFMTEL R ST
5. EAFRATIEE
6. MR
7. Mg AT IS

hEE S http://www.hanspub.org/Submission.aspx

FATIHEAS: ve@hanspub.org



http://www.cis.syr.edu/%7Ewedu/seed/index.html
https://web.nvd.nist.gov/
http://www.hanspub.org/Submission.aspx
mailto:ve@hanspub.org

	Course Construction of Mainstream Operating System Security
	Abstract
	Keywords
	主流操作系统安全课程建设
	摘  要
	关键词
	1. 引言
	2. 主流操作系统安全课程建设
	3. 主流操作系统安全课程教学体会
	4. 提高教学质量的探索
	5. 结语
	参考文献 (References)

