Computer Science and Application +EHLFI5 5 R, 2016, 6(10), 590-596 Hans )i
Published Online October 2016 in Hans. http://www.hanspub.org/journal/csa
http://dx.doi.org/10.12677/csa.2016.610073

Secure Access to Data Transmission for
Inter-Component Communication

Lifang Yu, Tianchang Yang, Shaozhang Niu

Beijing Key Lab of Intelligent Telecommunication Software and Multimedia, Beijing University of Posts and
Telecommunications, Beijing
Email: 1508552569@qqg.com

Received: Oct. 4™, 2016; accepted: Oct. 19", 2016; published: Oct. 26", 2016

Copyright © 2016 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

(GRORR e s

Abstract

With the Android platform of mobile phone subscribers increasing, the security problem is be-
coming more serious and receives much concern. The security mechanisms, such as sandbox me-
chanism, signature mechanism and permission mechanism, are adopted in the Android platform
in various ways such as to ensure the security of application, but there are still some serious secu-
rity issues, such as elevation of privilege attacks. The proposed scheme is to encrypt the transmis-
sion data mainly based on the permissions. If there is an elevation of privilege attacks, but the vis-
itors do not have access to the case, then the sensitive data privacy cannot be accessed.
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Figure 2. The design of Component Data Secure Communication
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Figure 3. The flow chart of encryption
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Figure 4. The flow chart of decryption
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