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Abstract

The attack of signal link between nodes has a great destructive effect on the reliable operation and
security of the wireless network. In this paper, a wireless link attack algorithm based on D-S evi-
dence theory is proposed. Firstly, the method gives the formal definition of the link importance
around the network nodes, and uses the basic reliability function to calculate the degree of im-
portance. Then, according to the importance of Dempster combination rule, the importance of di-
rect and indirect synthesis is obtained, and the importance of nodes in the process of link data
transmission is obtained. On this basis, the attack is applied to the highest node important degree.
Simulation results show that the algorithm can accurately attack the link between nodes, and
achieve the effect of increasing the packet loss rate.

Keywords

Wireless Network, D-S Evidence Theory, Dempster Combination Rule, Link Disturbance

$
d
v

T

BEERRIEL R

ETFD-SIEEEISH

i#"]"*lvza 4£7j(é1:3

L AE S BB 2 R E SRR, W 5%
2 [ B RS = NIRRT, T 3R

SEEfE TRE¥EIEER, LA HE

XESH: WNE, k. BT D-S iEEFS MK BE R I EL T ED]. ToLkiB(E, 2016, 6(6): 117-122.
http://dx.doi.org/10.12677/hjwc.2016.66015



http://www.hanspub.org/journal/hjwc
http://dx.doi.org/10.12677/hjwc.2016.66015
http://dx.doi.org/10.12677/hjwc.2016.66015
http://www.hanspub.org
http://creativecommons.org/licenses/by/4.0/

WANE, AEKTE

Email: alickelly@126.com

Wk H i 20164F11H25H; FAIHM: 2016/F12H8H; KA HM: 20164F12H15H

=

T RS SRR B X TR M 2% AT SR is T M R & RIEE A RRHBIAMER « A3CIR_E T —FETD-S
IEEE R ELER AT EE. SEEEAS TN SFEEEREERNEALE X MHAERE
ERIFHHERERERE, EdSRTRANEERRNNEEERR,; RN, REDempsterd &N
HEE. HEZEERTUEHR, AMBZEBEEEMIET T REERHS . AlEME, NEEER
R REAT RS . TRSRRY, AFLMRSERBIEEET MR, ZIIMEERER EFHK
R

eI 4L
TLM%, D-SIEIEHL, DempsterH-&HIN, SHERIRFEL

il

1. Bl

SEEL MR 2 ERIEE: O shERHRING; MR ma e aw MR e qIm
frE, UM RN R S S, X AT R ARE SEH A AEAR, TX AN R
SR ERATIUL T R HEAT i i . @ oIS d T Y nOE I R BEHOE S, TR THE
SE WA I NAZ A RT LR By s s (B (AR O AE - O BRI AER R KPR BB B BT
Z 5B T AR SRR, X 0V T U A A R R A SR Y 8 R 1] o

BEXT DAL R 28 [ A FRFAE, A BT R AR 2 AT X R IO M7 ik . STHR[2]H, WFFE N Goxh 2 T
Petri [ ({1 BE ML 28 b AR R BEAT 1 70 bt AR 2R 0 MEale 4 65 rh A AL 5 88 00 2 TR AR SR IR R AT 1 VRAHI
BWIHERRE, 7S TN B A G E SR e SO BGR A& LS. [, SRz i 4l
B G SR ERAT T LRI A TT AR R P2 & R T A SR Y, A ERGR, (HR A
ARy W61 5 S ) B B o STHR[3] 3 2 A IR 5 v i ) £ FEE 0 S Suter BEAL HEAT 4 . FIFINCCT
KUCERIFRL G 2 AT G P RAG I I EdE, AR5 REIT i E NS T, X5 2% i A5 Bt i kAT
BELWT AT PEBIR . STIR[4108 T2 (0 TSP 20 45 i PR 0 246 4 R et AT AT . 1207 ikl i 0 1 2%
RERE et AR I 58 S0, AT 230 H W 2% SEMLES TR IR Mo ok R Bk, RDREIR 5 96 LA 10 R %
BERRIOT-IR 20 STHR[SIN 10 X 28 el SRS PR AT R BEAT U 0, 1200 T BOR B R/ B, #6k
JERBARBAN ML RS, BRI XA T, gt 7. MECERSRE. BIEER
BORHGBA s 5 By SR A R 2% R HEAT 73 HT T FE » STRR[614E 07 FOA I o0 W28 i 5 T4 K 7 i 5
BORBEAT TR TC . 2 OR A% SR ) B 2 ey sk b, AR I R4 42 R 55 R R IR A R RR 1, X6 1 5
Bl B AT ot RmBGh et SCR[7IZRIE 1 205 2 2B 5 Mg e Jr ik, A s
B RS RS S TERAT 1R, XTI T RS R e B AR A 22 4 SRS 1A v U
TR SR .

A ETHERBA % R R SEPRTC 2k M 28 15 sl RIS 2R, BRI 3 e B B AN s AR 19 )
BEMS VAR, TR R B R AN BRI, AN R T AR AT M B RO B R AN R Y



PANE, K

EESt IR S TAE AR L, ARSI T —F3E T D-S IEREIS IS SRk Ik ik, 4TINS
T i T R (A E 3G AR YE Dempster 216 LIS SIUMcH A% fan it A2 b i L REHEAS A LI
b O R e e (0 R R AT (R Mt

2. MXREXEHM

D-SiE4E BLE[8] [912 Tt B 5 H A5 B HFEA AT T B AR 5 Q, FRONUUIMESRE. 2R OIREE, /&
BT QWA e RS . XERQESCH(T, T}, T %D—T{Jﬁ%ﬁﬁﬂﬁﬂ’ﬁﬁﬂﬁélﬁﬁ%{f#ﬁ%&, B
A ERRATE . 2709 {0, (T} (=T} {T,—T}, JEha (T}, (=T} AT, —T) 405 “ A mm”
CNT RN BN R AT R — RN B

AL A BP0 R (m({T}),m({=T}).m({T,=T})), e m({T})&mfa
EA T AP I (S AR, m (T )) R (SRR 1 U N (0 R, m({T,—T)) %
R T ABARIEAR I — R R SRR . Bel(T)=m({T}), PI(T)=m({T})+m({T,-T}), spHEX %
FEAM({T,-T}).

AT R SR B 2 AMIEE 4G, 38 7E Dempster ZH & KN -
m(A)=m,(A)@m, (4)

2 m(X)xm,(Y)

XFW A
1-K
Az, AcQ
m(&)=0

K= 2 m(X)xmy(Y)

XnY=2

TRERM GRS

FERLMLE R, A ZAG Y S B BRI, 5B RS A R 3. — 5 T2 T e X <00 it
BRI IR A, AN ERBEEREED; U7 R 11 U AR AT B i odis 10 e Sh e &%, Ad o lal
HEREI.

3.1 EREEREE

TETCE M 4 b, AR I BB 2 BP0 SRS S H R R T . B e e T — MR HE 4L
O={T,~T}, TERRBIEER, ~TRRIELER. RN EEREREE SCh—AF& D,
D=(m({T}),m({~T}),m({T,~T})), Hhrm({T}),m({~T}),m({T,~T}) 5 B2 ey iet 4 1 ) b
B, ARG A I bL e DL T 75 BRI R AN L3R, ENTIE S B a, B,y RFOR, HF
Hite0<a,By<la+p+y=1.

BT R B B AN, 5 B I ORI T AR R I B AR . WIARI 2, T FIAR
JEA R 2 A H T B A E G S, R A AR A B EERRE D (t,)=(0,0,1), TAEHAD
IR At (F&8). 2t=t,0, D (t,)=(a,B,7,), AtLLE, B
t=t =t +At D (t) = (@ Bra Vo) - EH 0 F 7 X BB W 0 1B B EE R
D/ (tyy)=(1-w)=D,; (t,)+ W=D, (t,1)=(ry, Brss Vo) » FeHwit—ANHR, FRNERY. EEHE
EEMEM R, WA S w E, R (2 —,)2 (BB Baw=w: T,
Bl (s —ay)<(Boa—By)» Haw=w,, Hfrw, w,iiE: 0<w,<05<w, <1. ZhAESEw L [F R



WANE, AEKTE

IR 214 BT 20000 T I 20 P B T AR, 1A EL w 2w, R T 2 I 220 % T o R P R K TR —
%

I EIRAPER, AT LA R A B R, X ZR B BSOS WA . O TR
RITE, FXHHD (L) HEHKD, -

32. EEEERRE

FETCE LS, TR T TR PR A i A AR R AR, I TR AR 1Y A j B AR
JEE, RIDRE 40 49 o () BB R 1 B D e R

Wi 7 2 SRR IBCYS 0 O 40 5 n A A s D e A A, A T WL A A i 7 5
TR E R S BT, P AEAEEER. ASCRM Co Ko Murphy S5 AR H HIHT R H
factor =[ f,,---, f | i HRIZIF] /L

TR R TR R R R LA 1 BUE D RIS EN T K AR AR R Rl
ERERE, ;= (m (7)) my (= T3)omy (1= TH) b = (e () me (=T me (1.2 T1)
IR KBRS AR, W RS I kA A 2 E R P e PR R [ R p, g Z MIRESREE S d ), B
TSR py, MAEE BRI S5 g, MREEERE WP REZL. p,q KAMBIEREs,, » B4

Spq=1-0d, » S, =5, XN, FTHNs, G T — DT sk (18] 32 HZFE L A R A AL AR
FES .
1 S1,2 sl,k
s bt
Si S 1

kxk

1 D-S EHE S T LUK, SHER R ph SRR %, 0 B IR 5 F Al K MO AR (L — R
Fy—Sibk, AR 200 T2 O 2 48 S A K O, M, SR —ANIEA 5 36 K 2 %
SRR — B, S RAZI N I 2 i 225 RO o DAL, /SR TR 5 A 4
oLty SR REIE s 04 2R304 T IEAR ORI MR A, SRRV 3BT 7 ok e 1 R (354
IR AR,

IR R 4 py IR Ry, Ban, = 3 %ﬂ,ﬁﬁ@ﬂﬁmfm/i%,

=1, g=p g=1

It Hwi 2 Zk“;(p =1, WFFRAERE REOT RN R 0 (FRBIESE, SRJ50RT AR B B A B3
p=1

g A factor = [ £, f ] =[x 2 Hma » BSEARYEHT T 7 factor 375 A0 i FA 1a) 42 8 AR E 1) 2
TMEIE:

m (A)=f,*m (A),Acé

{m"(‘g)zl_ fi+ fixm (0)=1-3 m/(A)

R, WA USRS IR R BB 1, o B B UE AT R, B HAL R b R, TR
HOSE N, X [ 122 E R R Y e 255 R 5 Ml 55

33. ZAEEREE

FEA BRI 24§ (15 B 1 T 1) PLbE A0 DY MBS EEAZAE 1, o HU4E Dempster 21 2541
IS DY, A1 HEAT A AR UM B 24 AR £ | 25 pe ik A S,



PANE, K

TH.m (T~ 1)) il Rkt
(A)=((m (R m, ;(A)@-)om
0

W
|
—_
3
= *
—
)
_‘
——
~—
=
I
—_
!

(A)@m, (A), Aco

™, N, J

B, I A RS, = S S, ) L n Il R R MG, e

j=L-n

S I8 2% o 156 456 B S 12 T AT L MU SN TE 28 I8 4% () IO 20 30 15 e K P RR PR A R
4, SCEGSYHT

SIS EATR 20T RUBEHIATHIELO0 m x 100 mAT I X 38; 5 AUBAS 45520 m: AR S5
Wt i A e B R I Y i A R R B R MO D VA HEAT O AL

il RIS B (D) PR, 2 30— R B AT B R B, AR R R g Ae N, M4
A EARRAEI0W AL, RIKEBRIEFN20%; K2R A BT 4 A2 S A B E 1 RS«
BEATRENLBLETS , P28 BRI AR R EF AR E , I BRI R40% 47, TR E B RILRIB0% /4
RO I R P AT — AT e, A E T R, IR R LAy . 0 B AT By
I, 2% R 25 A ARG s X RO Ol BT 5, 0 R PR RESZ M B R, AT DA R 28 g
HIBE AT L, RIS SCRIT R A o0t W 246 v B B2 R AT I S EE AR ety PT DA TE 2k I 2% 38 15 1k e Ak 2]
SR BIBIAAE -

5. &g

Rl At T X JE 2 I 28% (1 W] SR AT A 22 A ORI EAT ORI Y o A SCER Y T — Pk T D-SUESR B R
5 SREBR UL 7k . EETAEA . 1) FHUESE BRI SEIL 147 sl i 5 SR 1 e SOREAL; 2) 43 il
JE T RUBERS B (MR EEE, IR DempsterfH & MU B . (MR EENME T LA 3) M REThER
B B PR AR e Y RO EAT I R R M SRR IOIE s SER A R ASCRIARE SRS L AR
2% B R SRR, IR BN T 4 B R KB ACR .

0.9 \ ~ ‘
Bl — M
0.8 | [ | et L £ |
I
0.7+ i
0.6 |

W

ﬁa& i

<

B o0.4F ] ] i

&

Z o3l |
0.2- i
0.17 H 7
0

5 10 15
SEES AT

Figure 1. Simulation experiment for network packet loss rate
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