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Abstract

Recently, the lack of geo-location assurance of data stored in cloud storage has become a main
reason which restricts organizations that deal with sensitive data (e.g., financial data, health data)
to adopt cloud storage. This paper proposed a mechanism for verifying the geographic location of
the stored data. We use Trusted Cryptographic Module (TCM) to identify physical machines and
use a trusted third party to verify the actual location. In addition, our approach enables the verifi-
cation of the trustworthiness of the physical machines which the cloud storage operators provide.
The discussion shows that the approach of this paper has an adequate level of security, and by the
usage of TCM and additional location audits, can enable a reliable location verification of the
stored data.
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HAT, WOSA St 58 3 R RIS R O B kg 40 B2 05 (Bt 52 B8 5 ) A7 TR B . NIST i
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RN T IRRN N ENGE R Bz, HMNRENFREHATEM, Intel. Microsoft. IBM. HP.
Compaq 55 % % E BEAR AL 1999 4F 10 HIL[F AR IS T A5 1 H1- 6 B % (Trusted Computing
Platform Alliance, TCPA). TCPA & X | BA L AAFiE %S T E I T {5 P 5 AL (Trusted Platform Mod-
ule, TPM), F£T 2001 4F 1 A RAG 7T RS “nEHETFEMIE” (V1.0). TCPA B brES
AE TR I B H B 2003 4F 3 H, TCPA B4 AW {5 1 8 4 24(Trusted Computing Group, TCG) [7],
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ME B S B E, ErE TS E BRI 2SR nESEEEE ZZ O R R gL T
TR B [ P R S RS B s ME— AR T & B R R P G e k.
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B

£~ TCM A ME— )75 %5 4] (Endorsement Key, EK), TCM H] I #4H TCM | &K BIEH
KME—FR AT EF B G0 . EK AR EK,. 2 TCM GRY, K AAEIE TCM Wi BT %45k
R, EK,., ANeH T2 840E, © RAE SRR E ) EK,,, N3 FEUSREEE . 35 151F 15 (Endorsement
Credentials, EC) % EK,,;» TCM | A FHAL BT P IEFEAT 2544, BLE T 30E TCM A1 EK A 21k

B 7 5 HIED, TCM & &7 —FMEIE 5 (Conformance Credentials, CC)F1°F- 4 1iF 5 (Platform Credential,
PC)>KIE ] TCM AP RF & (RIS BRI BLERAIE) HIEER . —BCHUE T B P M LA (P S & R AR
P B ST SR SR, R AT {5 #4i JE(Trusted Building Blocks, TBB)5 TCM i BIAH—3. P& —F
PEUEFS P S G R AR R 0 FARMST SRR, ARIEF & 685 HET 1) TCM &
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F- & 5 17 % (Platform Identity Key, PIK)F T X} 56 B ML A AL B H B E % 4 . T 6 G 22—
A SM2 NS, WAERTA & BRAIEN N A %A K. TCM K TCM_Makeldentity iy 242 5% PIK.
V- & & 43 iiE 5(Platform Identity Credential, PIC) I >KiE B It PIK 5820 BHiEH. P &IE L —EE
WEFEEE . PIK UIE 5 144 8 75 Z2AUE AL (Certification authority, CA)HI 25 .
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B LT SCRY , TR WA 28 SR B i — Rl B0, B TR 5 — =R 00 B 0 R LA T IR &bk
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BHAHMILR X R,

TCM [ CA Ki%E—ME PIK 5 TUET ECL —EHMEIET CCLF&IET PC (35K, I H PIK,.
SPERFATES . WHRIEBRE RN, CAFAFEFMIER, HE BIEH T EK,, % PIC, ¥H
Ki%[A TCM.

T2 HREETREAERIER, 1 TCM WIS AR, 54— PIK), 7T LUESEATF
G TEAMBUNRERE b o B — AN FRETE SN 00 25 H 0 75 B 476 MR 2% 9 (Storage Root Key, SRK)IN% . SRK &
—ANARUGERFEYI, EES T EHEMNAER . SRK LUES R RAEGEE TCM W8, JF Hikiz
ANTE TCM AMBAEF o 24— ANHT AU, SRK AT DA E 2 .

NT ZEATEERELER, TCM TEW IR T & 110 58 BB A7 it 25 (M —F & i & %5 47 25 (Platform
Configuration Registers, PCRs). “F-&/E8IH, PCRESHEE RRIME. TFEEIZE, U KT
g PCRAH. A4 (BIOS, bootloader, #E RS, NHIFEF)EAT BT #E B &, w2 fi G A
TEAF 2B (R RE A (E 5 N B)H5 2 1) PCR '+ Extend (PCR,,, value) = SHAL( PCR,, || value) . SHA1 {3 TCM
{EF RS 7 10 R, || ARRIEF A . XA ETEERMETRZ R EE &R (Core Root of Trust Measure-
ment, CRTM), E1E BIOS 1, Jf HAEF & 0B BE 5 — AT . #%, CRTM E&'E H & LKL BIOS,
RGBS B G ATRE P I N — R W — DR ALE, — A BP0 I AP TE A7
[ & H & (Stored Measurement Log, SML)H o X, SR [9]H £ Hi 1) 56 B 1 FE & HE A2 (Integrity Measurement
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P B3z 47 34 414 (BIOS . bootloader. hypervisor 2545 52 BT ] 1 2
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1 JEIR T 5T TCM BB AF 61 B ARBEREARAE S . BN VM, 81T 1 = AF TRt R R AL i A T
BAFE I B — AR L, LAV EH TCM W5 F 223 T SR RS« 350 P i e i i 4 )
AR S AEAELEV My b o RN LSS IS AT R 2 B3 7 SR HAT Bl B B4 L . LICT BBt 1 fr
BEIAE. e AL L TCM BENHIThEE. LICT A FRapLEaes s, S AL E BIEE R X TCM
(R 18] S8 SO ) IMA A BB 43, SRARAIEEE IH LA 2% DL e LICT iy s 2 Bl ¥, 1847
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Figure 1. Overall framework
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ARSI R AL NP5 FIAE AR BN SR UE BT Bt o WIURAB BE RBUAT — K, U= AT e rg st
—ANHGEE AR TCM S IIFLES, TR LS DL AL B (S BAE CA HyEMby, $ATHILE L. &
SO IEPAE LI B AE . TERTLRALIT B, CA B UE B M SR TENL AR AT (E 1 . 2 CA B0UE T WL B AS
B IEREI B RGPS R, SV R Pt T DUBE S PAT S E R BRI IE R B T .

VIR B U AN R SE it — G HHIALEE M I, AT N BT PIa6 1, Wk 1 B,

B, LICT AT TCM_TakeOwnership 7 2K #4646 TCM, W EVjin TCM I H P2/,
PREE A7 E LICT BEER b 8RS, $04T TCM_Makeldentity iy 48 TCM 42 & PIK 4% (PIK iy PIK i)
i —ANIXFE ) SM2 XSRS — AMEWR hp F85€, PUATE—A TCM AT BUAE 2 S AS R PIK. 7R
A PIK (RIS, FRVT I EK, VTS passpp 15 .

TCM 4 —4 PIK i#5 3K (PIK-Request, PR)J£A#FH PIK,,., %t PR #4724, iR E PIK,, HHIEH
EC, “F&IFT PC, —HMEIET CC. TCM £ PIK,,., X PR #1724 J- ¥ L% 4 5 PR RI%EF| LICT £
e, W1 LICT BEHURE S CA. T EBIEREEE B AY EK,,» PIK HYIME—HIZEE 2R E TCM,
PRI, LICT BEBAZ VT ) TCM IR %8S hp passpics PIKy VAR FITA RIIESS, DMEREA .

WENEEZ )G, CA WAFIEBMELIA M. HEIEEE, CA ER—F 6 &Mk fi(Platform
IdentityCredential, PIC)Jf HAEH] CA MIRLEAXT PIK,,, 2540 o RHXFRINE 77 %€ Sym_Enc F AR 2216 %
BH K X PIC hn . &iE%H K A5 R SM2 HikH EK,., %55 PIC —fe#i Ki%&H| LICT i,
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Table 1. Initialization phase steps

= 1. VRN ERDSER

PR PATH fir &
la. LICT—TCM: TCM_TakeOwnership
1b. LICT—TCM: TCM_Makeldentity
lc. TCM Generate (PIK i, PIK,up)
1d. TCM PR = PIK,s, EC, PC, CC
1d. TCM SM2_Sign (PR|PIK,,) = Sig
2. LICT—CA: PR, Sig
3a. CA Verify Credentials
3b. CA Verify SM2_Verify(Sig|EK,.») = PR
3c. CA Generate PIC
3d. CA Generate K
3e. CA SM2_Enc(K|EK,.5)
3f. CA Sym_Enc(PICK)
4. CA—LICT: SM2(K|EK u5), Enc(PIC[K)
Sa. LICT—TCM: TCM_ Activateldentity
Sb. TCM Decrypt K
Sc. TCM Decrypt PIC
6a. LICT—TCM: TCM_Quote(hpi, passpik, locy, Spcr)
6b. TCM SM2_Sign(locy, Secr|PIK i) = SigL
6¢. LICT—CA: locy, PCR[Spcr], SML, SigL
Ta. CA Verity SigL
7b. CA Verity platform integrity
Tc. CA Verify locy
7d. CA Mark locy, of M as verified

LICT #iiHH TCM_Activateldentity #72 8 fH EK,, f# % 216 %8 Ko XAMRIELRIE 1185 800 1%
H U TCM AT PAfi#% PIC.

BB, LICT BERIFUAAE CA VEMIENLEE M KA E locy. 10 E3C 3.1 R, BATE A B EM
-G 5B, CA WAENLEE M A IENMTM475, BIOS. Bootloader. Hypervisor. LICT ¥t
B4 S K. TCM & TCM_Quote fir >, {EFH PIK,,., %} locy VL EH R ) I T )5 Bl 75 5 B A B0 AIE
fi] PCR A Spcr BEATEE 4 o BE hpy HISRAG € IEHM PIK, passp FISRIREU PIK 258 fd AL . &% E
CA H)TH BAFEALE locy. KB PCR HIMH PCR[Spcr]s FEAEEE H & SML PLA 244 Sigl.

M CAWBEIHRZIGE, EEMEH PIK,,, WIF 4 A 2. )5 PCR H5 SML )5k
IEF G S . 0 BAE B RN (TR THEAEZ G, CA NI G YL (EREE e
) TCM) J HAr B RS

MAE T BRE R G, 9858 Bl AP AL R S AL LA B TCM [ S briR %8 PIK LA E H

188
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A FOAL B CDIFE CA M 1 58] BAg R ST S e BOT i H

R B BUERY B P BOE BRI 2 B .

MR U A R A S bR AL B R T S R AR AR A BAR B, H P A R
REAUHL VM, & GRS 3K o 2 F BERIAL VM, H1 i LocCheck Bk 3% J LERBEHLAT P A7 X 38 MA,, MA, -+, MA,
TRAREN MA $5 17 A AE XCIR . KX SRR AL P A7 X IR AE S UERT B, R Lk A %7 7 ) B s e

Tk, LocCheck f#[] LICT BLBLiE R TCM IS AR IR A PIK, . 355 PIK,. VAR N AT X 3
W75 hash (M4, MA, -, MA, ) JIEF] CA KGRI E . Hrd, PIK,, FKARE TCM &1

2 CA HW B PIK,,, J5, MEHEFE T ERIUENL A M 76 588V 1) PCR HIF4 Speg 12 [7] LocCheck
B, LocCheck B Spep LA NAFE X I8 E MA R I%F] LICT .

LICT #58eit 5 hash (MA) = hash (MA,, M4, ,---,MA, ) 3K TCM fEfH TCM_Quote fir 2 F PIK,,, %
hash(MA) 1 Sper %44 o [AIFE, S8 hpp FISRAR € IEHIT) PIK, passp FIRIREUL PIK %8 1 L. TCM
¥254 SigMA. PCR 1 PCR[Spcx] K% F] CA.

CA BHEZA A R TG 528 BIER) locy STEMAI—EME LI LocCheck BABRTH5H 1 T itk
WAE X BRI A 5 LICT B4 10—k WA M IERdE, CA R B & FVAXT locy FIHAIA

5 EHHT 4 K H R I% B LocCheck #5i8k, 1 LocCheck HHUR A5 B IR A . feJa, HF A CA

Table 2. Validation phase step
2. WIEM RS R

IR PATHEL LR fir &
0. User—LocCheck: Memory areas MA
la. LocCheck—LICT: Request PIK
1b. LICT—LocCheck: PIK,,.;,
lc. LocCheck Generate hash (MA)
1d. LocCheck—CA: Hash (MA), PIK,.»
2a. CA Select Spcr
2b. CA—LocCheck: Spcr
2¢c. LocCheck—LICT: MA, Spcr
3a. LICT Generate hash (MA)
3a. LICT->TCM: TCM_Quote(/pik, passpi, hash(MA), Spcr)
3b. TCM SM2(hash(MA), Spcr|PIK i) = SigMA
3c. TCM—LICT PCR[Spcr]
4a. LICT—LocCheck: PCR[Sprcr], SML, SigMA
4b. LocCheck—CA: PCR[Sprcr], SML, SigMA
Sa. CA Verity SigMA
Sb. CA Verity platform integrity
Sc. CA Verity locy marked as verified
5d. CA Verify hash(MA)
6a. CA—LocCheck: Location loc), confirmed
6b. LocCheck—User: Location /ocy, confirmed
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4. REMSH
AATFEEMr BRI R A e A . BA VBB A7 it At e ik R P AR S0t A% 3 38 5458 T 1
W7 RATLI A -

SERRATTI BRI 3, 1AM TCM (4 BRI 9F LS A 52 bR 0 B 5 e 17E CA thiEi
PLE — B FAVRBE T T ER TCM JHTB AU R I3 41 s BT S 0 HLE], i, BFL
VEALE AN FL G S 10 e 2 42 R ARV 7 R

REACCI S, BT AT PR WA AR Ba RAT RA Ply it LR B ol kAT et

ST H— P OL, BT D ML 58 0 B ke P R o ol T 40 B8 LB B 7 o L S B e 1
T N R TELAE M BT B . T T B DB Sa B 5d (4 2)MIBIE, EIBEV I 2 AAERETE TCM b
() PIK,,.., RF=E %4 SigMA. N T 343 PIK,.,, BT BABEE TCM (PR, X5 S0 E S
M, B, T DO E B LIS 1 TCM & A B sh B A A B fOHLEE . SR, XS F—H
TR — SR ok . FrUL, B TR0 5 LA — AN B R S AT, XRE, BT #
. B3 TCM S F R A 2R K.

KT RSN, BT W A LI RIT — A E . WL M T P SR S, A T A
ERAE, BEREIOF LEMIST. X AN FENETE BEONR RNl VM. T4
— B LI M LT —ANAEE P BRI E . 76 My b, WL LS DU LICT, $i1E2, wAssct i
B A FINLES M, bR VM, B BOT I LocCheck, ik, FT X FhraR, BT LUK
SBL VM, N M, B3 B My 136 ELAT LU R TG IS B, SEf R 2t . A T MR pix A i, 3847
SRR REANL VM, B T B BRI B 2 BT PSR . S5 ZERLES B TCM %45
FERENLI N TR X e MA,, MA, -, MA (W75 (77240 SigMA. 9 7 S@IEHLEE M, I5AE, FF0 pE
B VM, BAUSIBATAENES My BB VM, SEAAE . Sk, 8O BSOS T AR AR T LT
PR A A FAE N 58 My B ARAFE—A VM, IEIA, B2 IR 7L M,y b A2

SERRAIE W o 47 26 1 — AN P38 1 1 S, /E A AV P (DB, AT PT R 2 S LR (R A . T,
AT WA DU AT T B0
5. B4

B 25 A7 fift 1O L P OR A2, A7 fil o (0 Bt 24 4 1) it BOR BEE 22, F P W RERR 22 H O L& 4
SRR DR b 1 S ot 22 4, Horp — AN S T R B A7 i A AL B Rt BEAL B, Bildn, A7 S8 P R
B A7 it A7 [ P9 0 AN BEAE A% B L AR AR 35 2 o ARG Y O 75 VR 2 T AT B R AR B K T A B =TT T
RE % U6 UE S A7 ik 1A S B (00 B DA S S A (RS SR A AL IO AT A5 1k o FRATTHR H B E A I RES B E =
FERE LN SR AL AL AR 00 B LB A se B0, JF HLREEIE— AR IRGRE EHLAS £ TCM 195 . TCM
(s Bz B LK TS 2 774 (3t 0 7 SR S AL 21 65 SE BV B A7 R AE AT 20 =07 o Bl sibr
FAAEALE UL ST 6 e B T LA I 5 88 = D7 I8 B RAE ] o A SO 22 v o A B T AT R AL R AT AR
4ttt . SRS AL, FATKINEEE KA TCM &R KBS E H i, Gei% o) SE a0 1E 2t
PR RS TR A
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