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Abstract

With the continuous development of network attack technology, attack against the firmware has
emerged, causing a huge threat to the computer. This paper analyzes the function, characteristics
and security threat of UEFI BIOS in detail, explaining the importance of firmware security. The
malicious codes in the firmware are hard to be found and eliminated by the antivirus software.
This paper has designed and implemented an attack detection system based on UEFI firmware by
getting and analyzing the information about the firmware.
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1. 5|

[t 4 (Firmware) & i S AL UG B 28 PATIO — AR Y, BT ENUR)E, BALTE Flash &b,
T 5e S E AR, iR RG IR ERE 1, 51 SEER GG 3EThRE, Bl AN &
Bt SHLERERECE R R GEAE “HF2” . UEFI (Unified Extensible Firmware Interface, 4t— Al 4 & & 1}
B OB EEARAE, B RTSMLAR T2 . UEFI A E A REEE R G0 2 181 8 D E T 357 AR HEFT AR
W, HNESERIE RS T BT AR IR B[]

BIOS (Basic Input/Output System) 1) 3= ZE D) RE[2] 4G : D)FFHLEALL, tHEHLS IR, BIOS 348 5 il {4
WAAFERIR, HARE CPU R TIEIEY, WK EN . rgmEPBishas. EANA. BREN
AR TAE. 2RV, WIUGWAHN IR, FEXAM B & 3T IKE) . 3)BIOS #4ik T RGN B )
e, F PR NIRIE R G 2 Al LLEN BIOS W B FH1H, X RGM SRS HT %S, Wt f/AEA/USB
SIRIFFE . o G REZEISE . 4)5] S RS a 50, BIOS 1% I& K B h A7 18 SR F i NHE1E R 4051 &
ARAG, W 58 AR 2R GE I N8R B o VB BRI AE R G IAR AL, BIOS 1% X TH L S H 2
Flash :t5 Jr C & SUVFEFRAE R Guis AT ik B2 b, Gl IR 58 FER R B0 BIOS HH i N 25 2E4T RilE 5 N3],
BRI R G R TR, (H5 SRR 5N TR 2102 4 KU

FH, AR E A CIH 2 [4]E & B 1) BIOS [ fF8 i A4 v 5 NELAS, Hek 1 BIOS Ik
WACHY, IERGTENLCE RS, 8 P B E R TR R . 1999 4, Phoenix 2 ] H R SLEL T
I 7E BIOS [E4F g N — MR E ILS [5] (Internet Launch System), Ny /" HahEREM %, RS
WA, JEh web RS, JEoRIEIUHE R THUE], Bk, JERHIL T ACPI BIOS rootkit [6]F1 PCI rootkit
[71, 4 AFIF ACPI F1 PCI 7E [l fF HAE N = AR . SCHER[BIARHE UEFI [ & F1)3 8l id 72 Hh A7 1E 1) 22 4
B, BT BT UEFI A7t Budi v & BN FriE R X PR 80T 77 30 BIOS BUti 4 sl ANE T
ERGIGE M Seds, £xF BIOS MM, fEHIERG T AR, ERAHHREARRN, £5%
AEFHAF AR, R BE A RIS A T, B RGEMITELRR. BIOS W% =S b B8 78 4 M 4
i R T BRI AR A0 e, ARSI RS B o B (5 BRI IR i, B0 [ A4 1) s T Bk SRk
Z, IMEH R EN SN, BIOS — HgHE BN, "fesvEBA RS, Kk, BIOS
U A A B 47 A 2 F R A R A 1 . B AT, T BIOS Gk Al (i 7R 43 Ar, 1 B Y AR R
AU AR DG AR IR, [ A 22 4 AU R A DG B R0/, S e o] A T ek s 14 PF 7SI TR
BT — 58 BIMERE o

SCHR[O14 H T —Fh BIOS Akl %, BPik4T BIOS Se8 k. SCHR[10]42 Xt BIOS %4z &
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BEATFAHE, L UUAC 2 A BB R IERD, FIWT BIOS /& TS FEAERR R . A ST 7T UEFI [ fE B A 45 4 STk
[9] [101RIAGIN Iy 3%, Bt 552l 1 —ANBr 3L T UEFI [ 4 (M Al 5245 A S04t BIOS B34 b
PR s 05 DAEAS ] AL SE 1 BIOS, X T AN [ #2584 4 Award BIOS, AMI BIOS, Phoenix BIOS
&, &) EMBEEAIAHE, BIOS SR U HIkE AL B BG IR K ZE 57, DRI A1) BIOS %24
R R G038 A2 AT —Fhoss i 2878 BIOS WIME 7S S8, A — =M. Hal, T g EMR K BIOS
3 S FF UEFI B, ANFEI BIOS | R #lSE I 7 UEFI IS e 2 1. UERI FIYE 2 SC T 8 11 [ R 45
¥4, BIOS 4% i E UEFI 241K A ) P1ARYE B ) Firmware Storage Specification. 43¢ R FiAR 4
UEFI M5t BIOS Sig SOt AT g hl, Wit 5 sedildt T UEFI X 248, 86N 7 24008
PE. 1 H., &% BIOS Al R4t R HFSRMEBA, KXRFAR ) umsE Windows 24 KK, HILL
B AER, AT BASE R BIOS Bratidrill TAFE, B m] DU - %F BIOS A IR A1 T A AR .

2. £F UEFI B MRERNRGS L

AR GH S5 = D2 SR T UERI (9 [ 4 K B Bt RGe[1112K 580 7] BIOS WA AR E o [ 44
Bt TP R RS LR X86 *F-& BIOS JyAkfill, I I HHE AL BIOS H R 418 HARL U (SMM) [ 24 J5 2 |
POt LA SMI AT BRI, n AU SR LE AR et o [ R D Bt RGN L A A 1] 1
s

AR Dl RGEAE TR DRSNS BIOS . BETREMEARDLIELG ARG TG, At
R @I IRE BIOS A8 1 H%F BIOS B8 AT il K BIOS RAEAIbR ERL AT X L, % BIOS
BEAT S B R, DA BIOS 2 S Bk i 2 2R S, JF HAGIH BIOS fME— 13z 3 f
o Wi BB AT BERR S — R L AT, BRI, RHB . A, R RSEFH
SMBIOS 3L 1 M ESRIEITH RN R G S A ME R, B BIOS. FHR. WAF. CPU KHARTHE
LA TS S, RSN ARSI, 8T P B R GOIRAS, B AF kAT Bt Al TAE .
R T A T e A I 2R G R AR SRR T 1] 2 T o

T UEFI [ B A 28 0 e 0 7 i R AR 55 245 i 2EL 1, 9 27 7 i 10 R 54 st 1A T 250908 P
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Figure 1. Firmware trojan attack system network topology
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Figure 2. The overall framework of the firmware attack detection system
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. HHILRGEEBRIER T BIOS. CPU. WHF. -5 TH AR TEARE S o Rl Hrix — itk
D REA R AT 5 I DN BIOS SUIF S FREARSFEAHEAT 1B MD5 B X LL, 0l BIOS A& ek, JF
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3. £F UEFI BHMRERNRERIZL I

KRG HRAE R R R 2 BIOS SM% SUF 2 S5, K A B Xty 2 BT (19 R BIOS B8 SC 4l
LRI BIOS B8 A HEAT B0 iR, HT BIOS SEPR2 2l IR 46 . N J5 AEA%7E Flash i A B8, BT
DA BN 48 A7 il DR H A R L R VA S AT AR R 48, R JEON B JE IR 1) BIOS ikl S0«
X FEAT HA ) A AR T 5 MD5 i S, 4 B BRI BIOS ARRGAE A (1) 88 A ER 43 1) 5 AR 5 L R AR HEAR
T FEAMIHGEAT MD5 (E LB, W AT —80 YT A BRI A AN, 5 ERAIS—FE, BIOS HA
TR R AR A A5, U] BIOS ZE X, MDS5 i S BN B R
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SCRFBEEL, UEFI OS In#ias, BN HRET, SCIFRFREE, SMI il Bigis, Hrp SMI A ilikb
FRREH DL R S RGEIREN A2 OS Al BIOS M#AS MR 4L, AT R8sl A HEqit
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Figure 3. Firmware attack detection system flow chart
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OF AT R R 46 A3 B R A6 T BIOS ikl ARAD, it S AMEEEL1) MD5 T B 2 . IX — B S BIOS
Bl R 0 i LB 43, SR S TR BRI H AR 5L fli. BIOS £ Flash &5 v A iR 4E M V%
M8 — s [l SR AE TR, P A REHURAEAE AR E5 M Soa R, k4, BIOS | RN T B BIOS Fit i 47 fif
ZIE], SRS M 2 A, X BIOS MIVF AT T 4. B, X BIOS REHGHAT BUdi kil 2 /i,
e T B BIOS S5 SCAF o il JEXT R4 A H AT fif R 45 19 2 R 4R 1R

UEFI 781z 1 58— 4% BIOS #i3is, A 7 J5 {8 UEFI BIOS [FF &K 54 &, A Flash it5 /i # BIOS
BB LT IAAAE SR o IXPP MRS RAAT — P SO R G, S [ 4% S A AR AT T
WIHLE, UEFI BIOS HIBANThREIEHERAZ A 7E B AR S5 M St . TEIXMRITE R, A BIOS #il o —
/™ FD (Firmware Device), BIOS A Uit At — AN [l {150 8 SR - FD (B 15 4% /& — v e 2 A i X 3
—/NFD XS AN B e, #ARkIEEFE . FV (Firmware Volume) & & 4: (ks AL AE ik 21, —4
FV M EE — AN B Z A FF (Firmware File), B4 SCHRAEE FV 76 FEARE RS, RFE SO R4
By AN AR SO B A SCEBE, Firmware File Sections & ANELERIEL, &4FE
File Type B0 7354y . UEFI BIOS 834 S 4546 2 i 4 B
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[ #4311 2 Gt (Firmware File System, FES)Hifiid 1 72 [& 45 FV _E [ {3014 FE A2 R S AR R
4~ Firmware Volume Image 17 Header, FFS Image 1 Free Space, %}~ FFS Image %5 Header 1 File
Sections. FFS &g w1 5 frac. Hoh Type F-BUR 7SO @AY, B4 SO 25A0E : PEI
oL [ A SO . DXE #200 B S0 . UEFI 3R3) S35 2 Fh R AL S04

FT UEFI (A RSkl R 48, 18 50 BIOS i REFK) A A7 bk 3K B BIOS 455 fF, 433 BIOS
GRS 25, AR UERL [ SO VEXS BIOS STAFHEAT RN M, X T R4 A7k i) BV, AR [ 132
BRI I 4877 20, AR AT i e 4g, fERT45 3] BIOS i sCft, FEpk BIOS 5 A1)
fifEtit. R4 BIOS B8 i SRt 6 .
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Figure 4. UEFI BIOS image file hierarchy diagram
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=D BIOS IMAGE ~ | Block Attributes I Attributes Value
B0 V1 ‘ The beginning of the FFS 0x280048
B FFS_001 =| | The end of the FFS 0x4474bf
By SEC.01 ‘ GUID 4A538818-5AE0-4EB2-B2EBASS!
s :
B FFS_001 1.6-bit ﬁl(:: tail at the end of t'h? file exists False
D FFS_002 F!Ie required tc.) execu.te a crisis recovery False
i File checksum is required True
B0 FFS_003 Beginning of data section should be aligned at 0
E D FV_3 File state value is 0xf8
. B3 FFS_001 [FvMainC
. ®() SECO01
~{0) Data Volume_4
B FV.S
B FFS_001 [PeiMain]
@[ FFS_002
@ FFS_003 -

Figure 6. The BIOS image analytical results
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Management BIOS)Z % MUTE iR 1 F AU 2 Gu it B R it 7 e Jee /R 280 R 4 1Y) BIOS 422 1 i 4 3
P A R A B AR A% 20 2 I . DMI (Desktop Management Interface) /& JH SRS HE+H HNL R 45 1 & LA e 3
HME B A& AH B (S B B RS, 1E/5 SMBIOS MUYE, JEK 4L B 1 EE (5 BA7/E BIOS Ho [H I,
FATAT LA SMBIOS Hsk BB A B AL AHE S . 7E SMBIOS 2.7 JiRAH G H1 24 SMBIOS {5 B 5E
(RIME— U7 1] J 2 B T R B 7

HnFESCIL A SMBIOS S HUH RN RS E B RPHR: HE T4 EPS &, FKHL SMBIOS R k.
SMBIOS H ¥4 () 17 25 4 J& H EPS A1 SMBIOS 3 itk ik iy, EPS £ INZ 1 FiR.

£ EPS 1) 16H ALAE# 152 SMBIOS H M E KL, KA 18H Abf7fd 1 SMBIOS K [ U Py 3 N A+
bk ARG EPS K45, FTLLEH, #KF “_SM_” FH#kF “_DMI_” , {H#F] T EPS E. 1fi “_SM_"
H1“_DMI_"7& H[E 5E 1) ASCH ASAREE, IRZE B 2  #k ) EPS &5, 4 & 1) 18H Abwk AT LL#3 3] SMBIOS
FIPR A7 . SMBIOS F & ik 2 Type O fOAEfigHbAE, Type 0 iR 2 BIOS FIFEA(E .. X Type 0 &
BEATARMT 35 DL — e Ak i e ok, fH3R15 7 AHEEY BIOS {5 K. SMBIOS %42 H1 AN AN A 2870 () & 45 H #
B, B AN REE AR — P EHLALE 15 B ECE HAR SRR RSG5 B - SMBIOS 2.7 fiiAHiiR 1 Type
0-42, 126 1 127 MR Z5H o« AT it ) &R 40 R B i o 3 L BT H LA Bk AT E . Type 0
EfERIE BIOS B, Type 1 2 R4EE, Type 3 Z2RFASEEE, Type 4 ZAHAEL, Type 7 &%
55, Type 8 /i 1% H4s, Type 9 /& RAUHE, Type 16 ZYEENAFFES . Type 19 52 P A7 FE 51 BT
ik, Type 32 Z2&%4i5 FE L. B4 SMBIOS R EAMIFIMLEW, &R XRI5 Jbs X X7
FRE X3, e O IRTEAR SUX 382 S5 o B4 Type RIX RN G AR, #45r BIOS F1I#% X
WL 2 Fiom o

£ BIOS 1) 00H 4bR# Type 5, 01H ik | HAE XN KE, Ekg R 5 - HF R X
o ARYE RGN, 45 8 KIRBI S — AR R IR 142 BIOS | #ifE B, =AM R AR K 2Z BIOS
WA, =R BIOS KA H Bl &N 45H LLOOH 450, 747 i X4 LA 0000H £57R . 5 2
Type 1 HIAZ, FRECHAD Type (5 2K 575M BIOS (5 B2, A XAFIER . ALLA—G LN A,
ELFERIE 1) BIOS 5 B /R L EOREL, ASCRGud I T, ¥4 BIOS BFIEAME B L EM . 5 ki
AT AR R, AR WE 7 s,



% Type 0: BIOS Information

Struc length is 24 bytes.
Struc handle is 0806h.

Uendor:
BIOS Uersion:
BIOS Starting Address Segment: FOO6h.
BIOS Release Date:
BIOS Physical ROM Size:

BIOS Characteristics:

BIOS Characteristics Extension #2:

PCI
INT
INT
INT
INT
INT
INT
INT
EDD

American HMegatrends Inc.
K42Ju.207

05/24/2010
00200000h (20648 KB).

Boot from CD is supported

BIOS Shadowing is allowed

BIOS is Upgradeable (Flash)

is supported

17h, Printer Services are supported

14h, Serial Services are supported

0%9h, 8042 Keyboard Services are supported

85h, Print Screen Service is supported

13h - 3.5"/2.88 MB Floppy Services are supported

13h - 3.5"/720 KB Floppy Services are supported

13h - 5.25"/1.2 MB Floppy Services are supported

{Enhanced Disk Drive) Specification is supported

Selectable Boot is supported

Reserved for BIOS VUendor

BIOS Characteristics Extension #1:

Smart Battery is supported

USB Legacy is supported

ACPI is supported

Reserved 2:6

BIOS Boot Specification is supported

Figure 7. System BIOS information display effect
E 7. % BIOS EEE TR

Table 1. EPS table structure

= 1. EPS &R&H#

offset name length description
00H TR 4 BYTEs “ SM_" F5 % NPUA~ ACSSII AL (5F 53 4D 5F)
04H EPS #3611 BYTE
05H EPS K& BYTE EPS MK JE
06H SMBIOS E A BYTE
07H SMBIOS VA BYTE
08H RGN WORD KTt SMBIOS S5 #4 (k7
0AH EPS & 1E BYTE
0BH-OFH T 2R X 3 5BYTEs
10H e ] 4 5BYTEs “ DMI_" J5 78 T4~ ACSSII i (5F 44 4D 49 5F)
15H Hp )R 56 AN BYTE
16H sEM K WORD SMBIOS 543 1 K
18H gkl DWORD SMBIOS K [T aa Y E ik
1CH SN R WORD SMBIOS 5142 1 S
1EH SMBIOS BCD f&1F BYTE




FE %

Table 2. Part of the BIOS table format area
= 2. ¥4 BIOS TG X

offset name length value description
00H Type BYTE 0 BIOS {5 B~
01H kg BYTE Varies Type0 % =X X Ik K 5
02H & WORD Varies EPS MK
BIOS #ERp (115 2.,
04H 5 BYTE 01H . . N e e
IR 9 OLH ACTAE 1 s 5 — 3
BIOS MM A(E .,
05H BYTE 02H . N e " e
e R 02H AR A
06H BIOS e 4f ik B WORD Varies
08H BIOS & Aii H # BYTE 03H MR 03H, ARFRTEFFF BRI 88 =N 45 e
09H BIOS ROM A7) BYTE Varies

BIOS GR MEHTHHANTH SN R Se s DA B2 AR ST [ R RSB 3 ZEA R, AR R (1 SCBUAH X
I, d TR, R AME

5. &5RIE

B MR 2 IR M RAE RGE L e b, R 5 BT EHLE R R (2 4. TR [
B TR O &Mk %, BIOS VRN SNSRI ERIE RS R EE, ZETHENL A 1 AL AR
B, —HXPWdr, TR AT U . [ R S 2 A T A O, PRI,
BIOS i A A1 B 7 J oAy =4 i o AL A e 1) i Lo 1065 A% 455 BIOS 222 dar Il R G i) SR BR A, A SCAR B UEF
Hh [ A7 S5 A TS B T RIS T — iR T VBRI [E M BGHASI R S0, 398 T RGm@mdE. mH,
45 BIOS Kl 22 Gl i R NS I HOR, Tl Fae i) iz SN BIOS Aill TH, A REG%
FUifE Windows 24t N K, IR 2. RGRYE UEFI SO RGese Bl 7 xF BIOS B4 st
IR, A D23 A LR A5 BIOS F % MSER ) MD5 {8 5 ik 55 4% A7t (bR 1 BIOS [ AH Bk AT
XFEE, BTRARN B BIOS 232 21X, JF&on h BARIE M2 21l M Bl E R AARAT .
bk, ZGeilid SMBIOS SEHL 1 X v SEATURE 145 S AR SRR A Ji o, 5 (8 A s I o S LRE F R IR
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