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Abstract

With the development of automobile information, many cars are connected with the external
network through the network module. As the car is connected to the extranet, hackers are offered
a long way to attack the car via the internet. This paper introduces the background of rough set
and association rules, and then uses rough set technology to improve the traditional Apriori algo-
rithm to be applied to the vehicle network intrusion detection, and finally through the test proves
the vehicle network intrusion detection.
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BEETEAE SACRI PR B, Rl i AR E T SO RARE R, OB IR R TR
B, HETC2AH TSR] [2] [3]. Bk, REFEMENZeCa MarEEEN RS, H
HITET X 22 38 28 N AR A BRI = Groza Jid SERHIEWIAE CAN i 289 2% AR 5 5 R AL R 45 2
FIENT R AT PEIFHEAE L ATy —Ff CAN S 2RI (N AR AN J574[4], Larson $2 i 17— FhdrfE %
SRR ) CAN 2R M2 ek 775, %0712 T CANopen PR B Gy i, s I %2
SRR ARV ECU AT, JFRAE 17— Bl 2 NI [S], Muter 25 H— R S5 10 K 42 B0 R 28 7 3
WI7iE, SIN—HREARNAL RS IHE WD, B 7ok, M EREIATINE, IR
B IETRR[6] o XL ANAR AT Ty it 0o 4 X 2% AR SR IR Kot e o 5 A It S AT — e A A, (B AR A bk
O 4R 3R SR B ety T T PR AR A £l R, e AR AT B F 2 40 ) SRR Apriori 51 2 4R 8 4%
., EHFARSEN Apriori FHERCRIVT, JEE S SHIBEEEIS T T AT 1o, FEH IR AR R
B 2% SR IR B Bt R 1) AL

2. BXEE
2.1. fHREEEER

RN FERE RS £ B8 T E SO SR WL HEAT 70 R — R RE 0. AERLRESE R T, AIRAA TR
FELEFTIE O RV BEAAAER R, XA B At Y S g

EX LT ={UPV, - MEERGHF UM RIVES, P EITANRIMENEIEES,
V RJEMEEISSE . R FBGICR, RN RES Z IR IE .
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FEURE S PR AR X T 78 [ 802 SRR B /R 3 Y O3 5 B SR U SR 0 RS A, T AR B e A ek, e
TH I 540 Jo P S R R SR P ) 2 B AR, (B AR A B RO, Bt 1 B R 2O IESE . A
U, R RS MR O B L R R B EE N AL . BHULRI R T AR R &

2) AseREH R R

MAESEAZ IR AT RE A, RAS 58 28 1 PR 308t 8 v 25 P23 L 2 L e 6 (0 M0l SR P20 A ) R e
W, A EEE RS IREILT, FTUUHBRIXEAEZE R, BRI BNEEER. HE, R
ATEEAT X BARAZ IR A AT BRI, sl T2 ImEA R . ORGSR BEAR T DU B IR AN 5 B A5
B IFEATHELRBHAIN .
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2.2. KERAL

Bl ={iy, iy, i, TN REE T A BIE@)NES . Hd, R NEES B kAN B E
PEEERIARCN k-T0EE . & D 2 MR A, HhEMds T RIMES, iifFTcl. #AR—
Wik, BEMAILRHTES A BaAREGHHNEACT.

SESL 2 KGRI RN A= BIZESERIHH AL, Bcl, AnB=0 . Ho A FRAKEL
U2, B BN 25 5. S SCBON A= B (I BARMEIR 2. EEA L FHE Gup), BIEE
(conf)&F. & L UWIR:

sup=(A=B)=P(AUB),conf =(A=B)=P(B|A)

Fob P(B) 96 B % D FHBIIIMER, KXk, sup(A=B)#5 A, B 7 D HiIFN HiBLIME,
conf (A=> B) = P(B|A) 5t A EAEMIEIL T, B AELEH0 % PHIEER .

3. MAREIELSXEMNIZEES

TR Apriori BVEGFA AR, FIF FFAEEEISST Apriori i T B0k, FEEMNTIHEA
JH: 1) AR RE SRR AR TR IGBEE BT TRAC TR, 045 5 128 22 VE B 1) 25 B0Ak A BEAD S5 AN 58 2 0005 4
o 2) FRTIEFZYE BRI L FE Al 5 S AR 2 35 2 SRR A 1)/, SRE T ok S Bl 0 o g P
W20, {EAA PRI R SRR, SRR T LA PR R 0
3.1. BURRTALIE

HCH) A RS B AR E S PRI 2544 T e BE AT TOAL B, 9 B S A 58 2% FOBRUHE 33047 1 4 A0 5 3 S 1)
JEEBAT B R AN . X BN T B B EO I S AR PR ER IR GR B R SN SR R, kT Semi Naive
Scaler & HUiL R,

3.2. [R1EBRE

FERBANIZYE F LB R b, A I 2B 2095 AR o A & S L AR T H LA e 1

M TR e R R AR, FTLARERE AL BUE L 1 Tk 015 8 R G0 BRIt i 20 (¥ G R RN 5 R kS
SRS A RN B 5 SCHXTRE,  RIEE T B RN B 45 SR, 4 HR 2598 B 20 SR8 MR A6 N2 ARL T 2%
PrIEE R BEVE VAT SR, IR BENE B 1L 80 F LU A B

4. ZH5HR
4.1, HIER

HTFRFABMERET, RENNDRGET, RO, IR KWL Rl
PR AN A2 A I P ARG, R A SC R B M 3l ) R GEMH AR 2 AR SCIE AN e, PR BRAT TR 450
7154 CAN SZksidls, RALB & EAIEA A1) PRautoEcu-1V [7], B&W1E 1 FR, SRAEMIHS > Hd
w2 Pros, BIEREE T 60 B HIBE, 2940 TR

4.2. WIRALTE

BN B AT B ECL A, F s CAN T (R BRES U AR BRI 5, #3 2 s AEA 9{0.03086,
0.0368, 0.0673, 0.0749, 0.1054, 0.1127, 0.1432, 0.1507, 0.1812, 0.19, 0.2192, 0.326, 0.3787, 0.469, 0.4849,
0.3407, 0.409, 0.333, *-} (P67 ms).
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Figure 1. Data acquisition equipment PFautoEcu-1V

1. #IBERE IR PFautoEcu-1V

JF'5  CANMHIE {4 BRI | RE WocERR WD e xfEml | DLC Hd
1 Ox1 Receive | 0.0306  status 0x3017:3# 0x301 = FALSE | FALSE 8 0x[00 40 64
2 Ox1 Receive | 0.0368 | status 0x302%%i# 0x302 = FALSE | FALSE 8 0x[08 6F 00 0000 00 00 00]
3 Ox1 Receive = 0.0673 status  Ox301%%3# 0x301 = FALSE = FALSE 8 0x[08 40 00 0000 00 00 00]
4 Ox1 Receive | 0.0749 | status 0x302%%3# 0x302 = FALSE FALSE 8 0x[08 6F 00 0000 00 00 00]
5 Ox1 Receive | 0.1054 | status 0x301%Fi# 0x301 = FALSE FALSE 8 0x[08 40 00 0000 00 00 00]
6 Ox1 Receive | 0.1127 | status 0x302%%4 0x302 = FALSE FALSE 8 0x[08 6F 00 0000 00 00 00]
7 Ox1 Receive | 0.1432 | status 0x3017%:#0 0x301 = FALSE = FALSE 8 0x[08 40 00 0000 00 00 00]
8 Ox1 Receive | 0.1507 | status  0x302%%i# 0x302 = FALSE | FALSE 8 0x[08 74 00 0000 00 00 00]
9 Ox1 Receive = 0.1812  status O0x3017%i# 0x301 = FALSE & FALSE 8 0x[08 40 00 00 00 00 00 00]
10 Ox1 Receive 0.19 | status 0x302%%i# 0x302 = FALSE | FALSE 8 0x[08 74 00 0000 00 00 00]
11 Ox1 Receive | 0.2192 | status 0x301%Fi# 0x301 FALSE FALSE 8 0x[08 40 00 0000 00 00 00]
12 Ox1 Receive = 0.2267 | status 0x302F%34 0x302 = FALSE = FALSE 8 0x[08 74 00 0000 00 00 00]
13 Ox1 Receive | 0.257 | status 0x301%#0 0x301 = FALSE FALSE 8 0x[08 40 00 0000 00 00 00]
14 Ox1 Receive | 0.2649 | status  0x302%%i# 0x302 = FALSE | FALSE 8 0x[08 6F 00 0000 00 00 00]
15 Ox1 Receive = 0.2963 status  0x301%%3# 0x301 = FALSE = FALSE 8 0x[08 40 00 00 00 00 00 00]
16 Ox1 Receive | 0.3026 | status 0x302%%i# 0x302 FALSE FALSE 8 0x[08 74 00 00 00 00 00 00]
17 Ox1 Receive = 0.333 status  Ox301%# 0x301 = FALSE & FALSE 8 0x[08 40 00 00 00 00 00 00]
18 Ox1 Receive = 0.3407 | status 0x302F%3d4l 0x302 = FALSE = FALSE 8 0x[08 74 00 00 00 00 00 00]
19 Ox1 Receive | 0.371 status  0x3017%%3# 0x301 = FALSE = FALSE 8 0x[08 40 00 0000 00 00 00]
20 Ox1 Receive | 0.3787 | status 0x302%%i# 0x302 = FALSE | FALSE 8 0x[08 79 00 0000 00 00 00]
21 Ox1 Receive = 0409  status O0x301%i# 0x301 = FALSE = FALSE 8 0x[08 40 00 00 00 00 00 00]
22 Ox1 Receive | 0.4175 | status 0x302%%# 0x302 FALSE FALSE 8 0x[08 6F 00 0000 00 00 00]
23 Ox1 Receive | 0.4469 | status 0x301%Fid 0x301 FALSE FALSE 8 0x[08 40 00 00 00 00 00 00]
24 Ox1 Receive = 0.4546 | status 0x302%%dl 0x302 = FALSE FALSE 8 0x[08 6F 00 0000 00 00 00]
25 Ox1 Receive | 0.4849 | status 0x3017%:d{ 0x301 = FALSE = FALSE 8 0x[08 40 00 0000 00 00 00]
_ 26 Ox1 Receive | 0.4926 status  0x3024%# 0x302 = FALSE | FALSE 8 0x[08 6F 00 0000 00 00 00]

Figure 2. Partial data acquisition

B 2. BB REHRE

TR BGA5 31 9 SR I T
|1 IFJ %% = [0.0060,0.0080]
IRICHRIN = Sof 720 32 — > Sof e Tt

FE BRI SR 2 A2 R Y CAN 00, RN Ze s %k PRIE e, Aidesi . Foavs CAN
R 325 7 R e O 50 1) T8 22 £ 246 %L F 0.0060~0.0080 2 IS 4 U T BN 2 N 3 2 4
PERATFEXS RER R o X B ML R e, S B BN A E 5447 230,000 %, B39 100%, 3CHF
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B2 T UR LI R, RS R B TS S O SSBU H AT A, 49 B GRy
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5.

| O s R S WRE | O | MR
(km/h) (rpm) (ms) (ms) Ao | WYE | B
(rpm) 2|
64 2159 2159 0.0306 0.0368 0.0062 = 1E%
67 2332 2332 3.025 3.033 0.0082 7 1E%
73 2410 3020 3.9855 4.0163 0.0308 1 S
78 2620 2620 4.5083 4.5159 0.0076 7 E%
82 2919 2919 5.3802 5.3881 0.0079 = IEH
88 2939 3834 6.2537 6.2599 0.0026 e F
93 3233 3233 6.9358 6.9437 0.0079 7= IE
95 3432 3432 7.7698 77775 0.0077 = 1EW
105 3678 3678 9.1735 9.1812 0.0077 = IE
107 3476 3746 9.9311 9.938 0.0069 = IEH
122 4187 4187 11.5999 | 11.6076 0.0077 = 1B
128 4365 4365 12.7013 | 12.7076 0.0063 Z LW
139 4789 4789 14.3341 | 143416 | 0.0075 7 B

Figure 3. Test result
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