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Abstract

In the side channel attack, the mask implementation which is used to resist the first-order DPA
attack is widely used at present. There are great defects in the high-order DPA with this imple-
mentation both in the cost and rate. In order to improve the deficiencies of existing domestic and
foreign attack technology, we will introduce the high-order template attacks for masked imple-
mentation and its mathematical models and algorithms. The data processing and experiment are
based on Matlab platform, and the results will prove the feasibility of the method.
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Figure 1. Joint leakage in energy trace diagram
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Figure 2. 2-order DPA attack algorithm diagram
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Figure 3. 2-order DPA and 2-order template attack success rate comparison schematic diagram
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