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Abstract

In order to solve the problem of feature dimensionality in current malicious code detection, this
paper proposes a method of feature selection of malicious code based on information gain algo-
rithm which introduces frequency weight factor and genetic algorithm. This method can select the
optimal feature subset that can effectively distinguish between normal code and malicious code,
and achieve dimensionality reduction. This method uses the strong global search ability of genetic
algorithm to search the feature subset. At the same time, the information gain algorithm based on
the frequency weighting factor is used as the fitness evaluation of the feature subset. At last, we
use a variety of popular classifiers to learn and verify. Experiments show that this method can ef-
fectively reduce the dimensions of features in malicious code detection and effectively improve
the learning efficiency and accuracy of the classifier.
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Figure 1. Feature selection process
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Algorithm: Feature Selection Algorithm
Input: Feature set(FS)
Output: Relative optimal feature subset (ROFS)

1 begin

2 initialize ( F,M,E,é6,r,P,,P,,P, P, . T)
3 initialize P(0), =0

4 while (+<T) do

5 for i=1 to M do

6 calculate E(i)

7 end for

8 calculate average E(i)

9 changeState = checkFitnessInThreeGenerationChange(£(¢),f)
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10 if(changeState)
11 break;

12 for i=1 to M do

13 select of P(?)
14 end for

15 for =1 to M/2 do
16 crossover of P(f)
17 end for

18 for i=1 to M do

19 mutation of P(r)
20 for i=1 to M do

21 P(t+1) = P()
22 end for

23 =t+1

24 end while

25 end
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Ak MATLAB Hs2HLi C4.5. SVM. RBF network. Native Bayes. Random tree Tiff/» 285k
BEAT S, JFR R AU 8 L WA 22 L RN AR I LA FR B AE A I R AN B 78 - 400 % (TPR True Positive
Rate) B 4 A8 A R0 I % 2 AR HE 2R, R 28 (Accuracy) RITRE A B8 4 1E 5 70 SRAG I O ME 26, 3 =
(FPR False Negative Rate) R 1F & 5 A 4 A8 0 #8541 AE %

TP

TPR = 13)
TP+FN
R FP (14)
FP+TN
TP+TN
Accuracy = i (15)
TP+FN+FP+FN

Hrf TP(True Positive) R B AEA % 2 FE 7 1IE 6 70 R N B =R A4, FP (False Positive) ¥ 1E
FEFF AR NG R FEF IS, TN (True Negative) sk IEH R 7 LR 20 FON IEH AN FN
(False Negative) % S F2 7 55 1% 70 N IEH R T N4

M 1RSI B AT DUR I, AN SC RAREAE 6 5 75 VR P ST S50 A T [ R ST 2 AR A A B (1] 2 B S L
IG J7 AN G SRR A A A FH B 002D, I TA) 1 B BRI 4 =1, Hirh Random tree 1 Native Bayes [
FAEAR T ) R o il 23 28 38 AR XA I ELAE ZAS 10 1 14 b T ) o, b HL A oy SR A e b, I 22 2 s
B HCHE P LU IAE A [5] 23 SR BRI A 15 0 T 5 A8 FH A ST HH PR R AU 248 4538 75 32 PR A 00 T A e TSI S A T
TG JiVEARFAE AR AE 5L A —E i3 s, JF HiRMZEAE T — @K, b Native Bayes Al
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Table 1. Time performance comparison
7 1. BB REEE

P-ETRERT [R)/min FIIREAR AL BB TR /ms
i g fe HIB 7 ARICERL A R a2 ARILERL
C45 21 08 0.2 0.23 0.05 0.01
SVM 329.8 198.3 120.3 9.68 6.8 47
RBF network 24 0.91 0.75 0.27 0.09 0.04
Native Bayes 03 0.03 0.01 0.037 0.006 0.004
Random tree 0.1 0.08 0.07 0.029 0.007 0.005

Table 2. Classifier detection performance comparison
= 2. LB[RIMMEBELLER

Accuracy/% TPR/% FPR/%
3 EEME AE e ERME ANEE 4 (EESSF T N AV
C4.5 89.2 89.7 89.9 99.4 99.1 98.9 0.19 0.1 0.05
SVM 90.1 90.3 90.7 99.7 99.5 99.9 0.23 0.13 0.07
RBF network 88.7 88.6 90.1 91.3 91.1 92.4 0.56 0.43 0.28
Native Bayes 93.2 93.4 94.5 99.3 99.2 99.8 0.47 0.38 0.29
Random tree 94.7 94.5 95.6 98.9 99.1 99.8 0.15 0.1 0.06

Random tree Fr R 26 IR I ZAH X T HoAth /) FEERAHRT 1 o ZRB 0 W7, AR K RF I B 7 V] DL
R SR BILARRAE 4 P R0 , AHGT 1G J7 VR AN 1 A2 7E A A 2 S A WU 28 77 TR A — 2 42 &, I HL7E Native
Bayes #ll Random tree 73 S 5HVEHNAS 1 ARG (A sr il RCR

6. &ARIE

RS — T 5 N LR (5 B S A% A R E B 80T i, AT A% SRR i & R R
BE T AE R AL 2 18] (8 22 SR, (RIS P 51 A B AL A S22 SV A RS I 7 4R (1 PP R 2
PRJEE AR K N-gram BER BRI 1 RARAE, fiefa B AN R ) 20 SRR AT IR, SEIRSE SRR W7 AT
DA R i A T, S A 8 . fE R SR AL TAE Y, Kol IR 42 . s R EEA
A R AEREAT BAIE, IR0 TS A R AR R4 53, IORFEA S &, HEATRE— P IIRIE, SR mis il
PERE SHERA .
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