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Abstract

At present, the security issue of IoT has become the focus of attention. Especially in the develop-
ment of industrial IoT security protection and evaluation, there is no systematic security protec-
tion system in many countries. There is also a lack of application in various fields of industrial IoT
general and specific safety standards and specifications. Therefore, establishing a comprehensive
security defense system and developing a series of industrial IoT security products and formulat-
ing a series of evaluation standards for networking of industrial networks not only ensure the
daily life and safety production activities of the people of the factory, but also provide the basis for
social stability. The security of facilities and strategic information is a guarantee of security and is
of strategic importance to national security. Therefore, a reliable industrial Internet of Things se-
curity certification mechanism is needed and the potential risks of IoT are analyzed to reduce the
emergence of problems and the loss of entities.
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Figure 1. Security authentication protocol design principles
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