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Abstract

Recently, with the development of civilian drones, not only it is convenient for our daily life, but
also it has been a new tool for crimes. Due to their low cost, some criminals began to make use of
them to do drug smuggling, spy on another’s privacy, and disturb public wireless services and so
on. Besides, after the accidents or incidents, some effective measures and solutions are urgently
needed. Moreover, it is difficult to do the UAV’s digital forensic, for example, the difficulty to iden-
tify the manipulators and the lack of norms to save the operation logs. So, it is necessary to
strengthen the management of the log retention’s legislation and regulation and to improve its fo-
rensics steps. And also, it is essential to determine the identity of the manipulators by digital and
traditional forensics and to look into the recovery and analysis of the important flight data sto-
rage.
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Figure 1. Diagram of MCU
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Figure 2. UAV forensics process
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