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Abstract

This paper studies chaos of a class of three-dimensional time-varying generalized symbolic sys-
tems, and analyzes the pseudo-randomicity of its solutions. Then, combined with the basic cryp-
tosystem designed by Latin square, a stream cipher algorithm was designed. Finally, the encryp-
tion effect of the algorithm on digital image is simulated and compared with the simulation results
of the modulo 2 addition stream cipher system. Simulation shows that this algorithm has good en-
cryption effects.
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Table 1. NIST pseudo-random sequence detection results

1. NISTIABEHL 5N E R

Tl 7 ik KIS REXFIIPE AR SRGEVFIIPE  ARESRGEZFIIPE  RgR
Monobit test 0.8969 0.1339 0.7609 biiFuN
Frequency within block test 0.8868 0.0719 0.5109 bEbu
Runs test 0.3645 0.6961 0.0930 biibuN
Longest run ones in a block test 0.8729 0.7641 0.6173 B
Binary matrix rank test 0.1412 0.0799 0.3188 bGEbu
Dft test 0.9810 0.2139 0.7165 biibul
Non overlapping template matching test 1.0000 1.0000 0.9999 biibul
Maurers universal test 0.9997 0.9991 0.9996 it
Linear complexity test 0.0114 0.0230 0.0354 B
Serial test 0.5830 0.3818 0.7361 biibul
Approximate entropy test 0.7293 0.3830 0.7341 bEEbu
Cumulative sums test 0.8050 0.1354 0.8199 B
Random excursion test 0.3876 0.3643 0.1665 B
Random excursion variant test 0.0725 0.0252 0.2185 jeibun

n
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Figure 1. Confusion and correlation of solutions
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Figure 2. Encryption and decryption effect and gray level histogram
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Table 2. Correlation of each direction between adjacent pixels of original and encrypted graphs
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