Computer Science and Application +EHLEI 5 R, 2020, 10(5), 868-882 Hans Y
Published Online May 2020 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2020.105090

Research on Trusted Scheme of Sealed
Blockchain Auction Based on Ethereum
Smart Contract

Jie Yang?, Yu Sun?, Feng LiuZz3*

'Southeast University Chengxian College, Nanjing Jiangsu

*Wuxi Taihu University, Wuxi Jiangsu

3Shanghai University of International Business and Economics, Institute of Artificial Intelligence and Change
Management, Shanghai

Email: ‘Isttoy@163.com

Received: Apr. 20th, 2020; accepted: May Sth, 2020; published: May 12‘h, 2020

Abstract

In order to solve the problems of traditional auction methods such as low transparency and high
costs and enhance the transparency and credibility of auctions, this paper proposes a sealed auction
scheme based on blockchain. Firstly, the goods shall be put on blockchain for bidding and price un-
covering; then in order to ensure the security of the transaction funds, the funds trusteeship after
the auction is designed in this scheme. According to the logic of multi-signature, the final fund flow
will be decided by voting. Meanwhile, this scheme optimizes the auction process by using Keccak256
encryption algorithm, elliptic curve signature algorithm ECDSA and RSA digital signature algorithm
by stages. Finally, through the security analysis of the credibility of this scheme, it is proved that the
scheme is secure under the condition that smart contracts are not forged.

Keywords

Blockchain, Sealed Auction, Digital Signature, Funds Trusteeship, Smart Contract

LA

ETUXGEREESANBHAXIR
FRBOMAR

oA, I & ox B

URERERE B, (LR A
PRI, 95 Tt

AR

HEHSE A (S

NEFIH: B, IME, X BT DOKY;E B A 20 8 B X BEEIR 25 T7 BB T LR S R,
2020, 10(5): 868-882. DOI: 10.12677/cs2.2020.105090


http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2020.105090
https://doi.org/10.12677/csa.2020.105090
http://www.hanspub.org

WA %

S EHERHANA R K N TR e AR I A be, Ll
Email: ‘Isttoy@163.com

Weks H i 20204F4H20H; A HN: 20204F5H5H; KA H: 20204FE5H12H

=

HEPEG MR RBPER, RAREHE, WRPERERENAERE, &C8RET —METXHR
HHEHAMLITR. BOKBZERREI XRE LT RES. B, REAREZSRENEE, &
HREMREREERITRERE, KBZERXLNEERFRERSRARA. [N, &TRIH
B T Keccak256 N 5% 1HIE Hh 2845 42 HYAECDSAMIRSAR 745 42 BB R M MLHAE. BExt
B ROTEEM T — M REMWNT, EHT 2T REFRELIAEHNENERL T REZEN.

XiA
Xk, wHAHE, HFEL, BELE, BReY

Copyright © 2020 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution-NonCommercial International License (CC BY-NC 4.0).
http://creativecommons.org/licenses/by-nc/4.0/

1. 51§

ASZWARTEE, R BEAR SR B — P27, H R R R IALH] . G R B R 4 il 77 A
TR AR RIE T EERMER . L3207 06 90k 2= 040 52 (open ascending auction).  faf 2= i
3 (open descending auction). %3 203 32 (first-price sealed-bid auction, FPSB). A& 4t 4 L 2 1R fhr
BABHABFARE FIHEFRIE L, DA 77 OB AR s A 5 S N, X AR A AR 08 AR I Hb ORI AR & (1 B
FA[1]s

SRMMAE R AR T A AR Z 80, PEan R e o i N 24> S 04T N B9AT s HEDLIRE e
K7, AR RS DABRIKRT i & e M AT A LTl e el — i oG = i& 55 B bl—
NSRRGSR TR BT — AR AL A S2 oy SR DX B 1) |, RS BRI R, TS B s SR R
NT M BRI A% BEl, ERSCEEI T A2 2MEFRE TS, WeBay. MAMLSE. H
XEERE Gy~ 1 G K- # 2 oL, MBI B 2B Z A THEW, BP &0 SE 5 5353507
PR R [2] [3]

FHELTAE e S A TR O AR L 1132, AR SCT7 G b FH X R AR AR B AN SE (17 & o TR 11 X HesE,
sk ul, SIS 2015 4F (A5 MiEfE: “eEf—80EEERILES. 7 AR ST
(1) EHeAbEENS . RS H SR ESEME, TFRAMEGER AN (2) FaEth. T, #F
ik, PRSI N S8, AEAE R SR, BT DU B LA B R B8, e R PR RE B AR
PEL SRR N (3) wAERINENLE] . HHRHLE], AR A RERENL S, ERE
=TI (4) AAMESUREE, SRR TR S AE RN AT IERMA T E L[4, LA, BT IX R
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ARSI 3 A T2 U7 S8R R IR 2 4 v BLAA S (vickrey auction) [5]. FEIXFPTISE Y, HebRaE DL
TEA AL, 7 LS M s R, (R AR SO R A BObR A% T 3 — . BT
WARAER AR TR A 2.

N T SEERBR T I RIATYE R GEAR e T5 SR I B R SRR LA YT X B B REAT . 2 B ALK
GiItERor 6, RBROYURYS XS AP AMAT LS5 5y AR, 38 FT DUE X B A7 il — 22 ] AT
IS ——R e A4, AR AR S L9 E Lh O RII[6]. 34k,  EUAE MR X BRI BR il A0
HAREAEEL 7 225 [7], 1 DORYT B XN A BAT IR, BT DR T EeRe . 18 LUK ARt AT 28 5 1
MR, IS AR AR SR SE TS BB R E T 6 -
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Figure 1. Sealed bid flowchart
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Figure 2. Price uncovering flowchart
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Figure 3. Funds trusteeship flow chart
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3. ARFEHZEMNRITREREANZENT
3.1. BEHBMBRD keccak BIEMIT
N T REEB A N T RS AT, AT R TR A D AR T keccak256 FEik, HAN
LR, WAL
keccak256 5i%i it SHA3B ARiE T 4 i i) —Fa] 3 it o 80 SHAKE128 (4% 0 532, T 58 8 1Y) keccak
FOERIR R A, BT RIEA R, A SO keccak256 N S S 5 S8
keccak HIE[8]KH T iggnsitg, AN N:
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Figure 4. Affect picture of sealed bid
4. BEHHNPERE
FERRA B B B H A 7 F N AT O AU S, A2 A LI BEAT EEXS o S I BER TG 1R 5 AN B
Thigth—k, st R E A 5 Fs.

RESE
Ether100

e BuLATiE: IREELLSR

}
SONRRIHH

no

NREIHNET

yangjie

IR BB

Figure 5. Affect picture of price uncovering
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Figure 6. Fund transaction data chart
E 6. HERXHHIEE

BARE—E R EAEA] MetaMask BB ERIE 1K bl (5 B0 224, (B RAEAE AT Dhid o o
A2 Gy REREAT RO A AT REVE, QBT mT DAOIE A0 U7 S AT R R A, S BURAN Iy TovA 1L B AR
P AT o O T BRARECT ORI ARSI R, #7258 4 EIR TG 2Lt — D et

B4 H 1976 SFE[OIAR DOk, St N IREEM S35 B 2 i FBz —, ARkthis. . 8
FERNEL il 7 o A SRS T3 SR WA 5 S D728 44, X 0 T3 B 4y S 58 B B st — P ik

3.2.1. WEMhSHFERHEE ECDSA MR SHB S

AV I o 2 H 525 44 55010 ECDSA [10]72 1 FHI A 5 h 2k %5 5% ECC X 72544 5% DSA (14l . ECDSA
FAEHRNHE B HEAT IS, TR b 2 e BIE LR 74, B a4 hash 2R B S
& NHITH Bl B .

HT ECDSA %A fEth, HEHMAEEN, EEE . W4 A B g i 7 5t
TAERIEH, HAMBIELORY B [11], PUKY & SHl T ECDSA Skt T T H3E, AL %R
& s DL E AT

ARSCAE R B N AR 2 7 I PR 28 44 SRR AN IR R AR 3 Al T

1) B4

SR — A 2 E, (a,b) ML AL G, PRI AR AL AR Jy (6,d) 5 SR HESRIGIN AL 25 5
k(k<n), nA G My, FIHEM G IFHA (X y)=KG: HHE—ABHES r=xmodn(r<n), Jf
K M AE S8, 5 keccak256(M ), HEAFBIM LLAS b B S 2 J5, i s=k ™" (z+rd)modn, r
A s [FEABLES 5L, W e fls Hfh—A 0, i~ Erfls,

2) AR

BT (R MR 4418 (r,s) Ja, HE keccak256(M '), 13BN LLRFER AL A8 S 2/ 0 ARG T
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ToR o

KN B8 keccak256 N AUV B2, JEANTE S HTIAC 585, Bt DAL SR I ek n i 1
B, W74,

322 AEREPZTEXRITEMNBUESHK

ERSIEE AL GINZ HEL RN T IRIEG SR 2tk BARH 2 8254 0] DM EIp; Ve
TR, MRRAZ G ROT EAE I . AR T “BRAERE 5" E, ZHEEZ TN THEANS], =42
Sy AT A AE B =07 o e, BEIAE G AN, AT ORI BRI ORAIE, AT ERBEZE 53 1 2 IEAE .

ZEEZL PR KR 213 ZEEL, RMURYAMEK S A — MRSI A, TR T2
%o HRAAHAG MmN, UWESA LmEMNE 2 EEANEZHAR, S22 LORYK P 3
Lo F A, T B A .

WA F P Bt ) s £ T SR G N E T AL 45 6 4, BT AT DAZEAL S R Th R R P iR 52
SRR S, BETIERE A4 N [R] ) SE O P e iR, I S BB R M RS 5 FEU\LﬂJﬁ/fT
ATHL, AR PR G, G 25 R85 R I ik 75 0T 8N F P A% T R B 55 et [l 6 28 (003 S m DA I, R
R AIEAN . BN FH ) ECDSA 2455, AR, PG H/NRE S, (HHET
EEEE B NARE12], B AARSCHERX M 2 AR w2, kSRR B TR T TN 1
RSA #2545k,

BT RSA Hr 28 4k, 8 F R P AL B G e R BT 4, MBI G A2 5
P AHFATIRAS, 432 X B0 m 1AM, RSA w28 4 R HIan T

Bn=pq, Hhp, g WEE ®p=q=2,, HEXLK={(npaged):ed=1modep(n)}.

P AR oA k =(n, p,g.ed), &X:

sig, (x) = x* modn
ver, (x,y)=true OR false )

Hr(x,yez,), (ne) AL, (n,d) NFEH. N RSA %42 (MG IE 72 5 RSA N 2 i P2 i 4 =UAR ],
HAF R 44 BoAE — BOPE ) R FT BLE T RSA I B i — S35, Rp.
d, (e, (y)): x® = xmodn )

(R IR IR R ELEE IR RSA BU 2 2 it DR AE DN IE NS4y, XTRIRE B2 e (V)= Y°
— X AE R R TR X, HEGIESGEE SRR e (v) AR A B XRE T4 g, X
LS P AR TS 5, — PRI A AR, (] hash B BOGTH B LR TR A R
2V BT TR B R A

KT E TR, Bk P ONAE 5 BT AT B M AT hash A3 217 2952 M, = HASH (M),
SRJGBE P AL M HEA 72644 sig, (M, ) » PG B SFLE S AT ver, (sig, (M, )) » IR 13E] M
BUNH P B R IR, BARMR 425K, BRI G4 KA, ﬁﬁuAéﬁ%ﬁﬁiJﬁﬁF‘sﬁﬁ
EEIHEAE M, 5, B BIPRS00 B a MRS BT G:25 KRK ITH E b AT, B

M, = HASH (a) (4)

M, = HASH (b) ©)

RIEK M 5 M, R M BEATLEXS, W2R M, =M, , B4R FER R &4 25 Wk
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SRR T #EATARR, R R ITIE R A AR A, ED.
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sig, (M")=M"" modn
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XM T4, RE MRS S AMER AP AR S, KR ITRCM AT PER e, fR4E M KT
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Figure 7. Affect picture of voting in funds trusteeship
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Figure 8. Business interaction diagram of auction scheme
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AR, A SR A EERREATIAS, IR AHSCH R . AR, R DU IR SR 1 S 5 55 IR 55 4 S T
Fo SRJE R HTTP 45 3Kk [l 55 2ot 4 A A A

34. BREEARERNRARET

KT HRPREGEELTHMBE AT, W5 3.3 WHRIL S L HERE, SRS . WGEaRE
H5EABATZH RIS, 2t RPC API 42 HEHL. BENAEREIEN), HEAE N T H5EAZ MR-
I ORI W28 AT B SR . 5K, 9’5 ELHEUT 0] LUK X 28 R SRR v AT 19, H EEEURRIT,
B LR PR A
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Figure 9. The logic of contract interaction about putting goods for bidding
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~max TX 0xf1082201715125d467¢7973214205fe803ab705d50206ddefc7733dc9b50f53

SENDER ADDRESS fgj%—\ﬂgtﬂ: TO CONTRACT ADDRESS Ai
0xBd63b53db8760B23Bd09543892¢341b350F9bDfce G!1bd9fF12d73&5lbkfSbeBGF6MoDelA3A128Ef93
VALUE GAS USED GASPRCE GAS LiMIT MINED IN BLOCK
0.00 ETH 348274 1000000000 440000 119
TXDATA
8x2508b955 0 0066001 514066000
1 0 00060000006 0o 1 00 58955200
S5e8aabac 56bc75e2d631
9 ,u33(‘:6?95‘(‘79“’588898999993%@%@ 8 6 ;
89baeb9cafe7b1bboe! 306660560 20516d647438637355394b335646550564¢316644614468415364447
2334647337358756d4 ‘L)}l 478417065366a5200000! 2¢516d5635756b7a337a5752613937414862666177
6879455140653933345978426e796e4678697043744 bllal 47
“CONTRACT
CONTRACT ADORESS
eshop 0x1bd9fF12d7345144f5BfbBOF644De1A3A128EF93
FUNCTION

addProductToStore(_name: string, _category: string, _imageLink: string, _descLink: string, _auctionStartTime: uint256, _augtd TAT‘ % uin
1256, _startPrice: uint256, _productCondition: uint256) P%%E‘ Dg@%w{

INPUTS
A, ZA%, Qmdt8czU9K3TEPVL1fDODhASDr3FG3sXumFE1txApe6jR, QmVSuKz3zWRo97AHbfawhyEQMe934YxBnynFxipCtKqAty, 1586058540, 15 £y 0
0000000000000000, © iﬁé“j%um&%g

EVENTS

EVENT NAME

NewProduct AAENSNEM
P TXHASH 106 INDEX BLOCK TIME

eshop xff1082201715125d467¢7973214205fe803ab705d50206dde fc7733dc 905053 L] 2020-04-66 11:47:34

Figure 10. Details of transaction block
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MAE G Bl A A R, AEIXHUEE EARAAE T, A& RS i 20 PRI5E 5 2 U B A X Bk AT T
PEEAEW], BUEAZ 5 (L SEVE A Skt . R’ﬁ%iﬂiiﬁi;, X HA BER N X BB 4 T X R [14],
Hfr VBRI ENE. H4h, ERSITELREY, WTRELSRE, RERE N GAMEAGZ ks
ZIRERVE R, B AR ARMERAE T — Bt B4 B 20k MM 74 % < 5 20 At bk LB EAT 20ty

MEAEVT I LR, aB i AR iR i 8l , A5l Nodeds Server B RE AL MITTi%, £
Web GTi bk DAKYS X HRGE 1 10 Bm AT D5 1, (8452 545 2T

MESCHE R O PR _EOR L, 7 R SE A I T B A I TR AR AT — € BRI, SEM S5 AT A 20t
Wor sy A EBUEETIAE, W ERE AL EERIEREM IR0 B0 R ew. BUSUE R
RN E B A, U I TR SRR AR E AL 22 S Bl i) 2 A E i S5 n P 11 (1 B 4E T B P

4.2. BENREMSR

4.2.1. keccak256 BEM R LM ST
A keccak256 FiEH T e AN T A B B, bl R v R T AR S R R A B 2
HATITE ., B0 R A bk B S B B Y B TV A TR . M RN Z BT hash 2R R 10 0
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Figure 11. Safety summary of transaction data about sealed auction based on blockchain
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Figure 12. The comparison of keccak256 encryption
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Table 1. The prevention methods of RSA signature algorithm
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