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Abstract

Based on the lightweight anonymous authentication protocol based on Li protocol, an improved
lightweight anonymous authentication protocol is proposed in this paper. By assigning serial
numbers to user information stored in the serve, in the authentication stage, the user only needs
to send the location serial number encrypted by the corresponding public and private keys and
the encrypted user’s real information to the server for authentication. The authentication server
works out the location serial number of the user and calculates the user’s information corres-
ponding to this serial number and verifies it to complete the authentication process. Further per-
formance analysis shows that the proposed scheme not only has the high security of lightweight
anonymous authentication protocol, but also has more efficient authentication.
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Table 1. The comparison table for protocol symbols
= 1 TR
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Figure 1. The improved lightweight anonymous authentication protocol
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