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Abstract

Reversible database watermarking is an important method to protect database copyright. How-
ever, most existing database watermarking methods will modify the original data to a great extent,
resulting in the decline of data quality; some methods increase the storage space due to the addi-
tion of auxiliary data, and some methods with poor practicability can only be used for numerical
database. In this paper, we propose a robust and reversible database watermarking technique,
which uses genetic simulated annealing algorithm and histogram shift watermarking for numeri-
cal relational data, and uses synonym substitution and arithmetic coding to add watermarking to
text data. Genetic simulated annealing algorithm was used to select the best secret key for the
grouping database, and the histogram of the prediction error was shifted to embed the watermark
better. Synonym substitution and arithmetic coding can effectively add watermark to text infor-
mation. Analysis shows that our method can not only enhance database security, but also reduce
data quality loss.
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Figure 1. Comparison of perturbation rates of different algorithms

1. FRIEZERINEN RIS

A E =Bl e B 7 g i, el 1 TN, R RDLR K S GASA BT AN F Ak T HiAth

Bk, WHEAREE, (EAEHANTESCRE G,
4.2. B4

FRATTRFH 38 Ot e o, IR s A2 2o =~ ey 75 QEEAT IR Is A% SA AN BT B2 A2 72 GAHSW,
SCATKER N SSAC S FRAT T4 H 125 & /K EVE GHSA = H & #E 1. FRATR I /K ED A B 5 7K

BN AR LA o VRN EHRICRAG T = AT iR B R

B, B IR AN, BRATT i K e 1 B AL s i K A o Bl A2 UE R .
IR LE IR, 0T GAHSW MIEATTHE i i) GHSA J7 2R Ui iX IR I i 77 NI AN 22338, (HRBHURK
SCAKE ] BE S0 SCAK BN i A — e BRI RCR o P 2 /& AE 200 Z6HidiR 0o R 2dhe e wh Bt 1 n 2

UG SCAREE PR =M T w0 AR

FRIRATE FHE s B B s o 72 =N R =B rh, FRAT14 A SAT AN FIREFE RO R Bt , SRR L=
ANEHE RS B BRI 5 B R R P IE AT 0T, Wil 3 B o i) WBRAT 110 77 72 Bl Fe At R R s AR 4t o
B fa BAME B FE A e, £ =AM E LEE 20%, 40%, 60%, 80%EHE JFAs il iR %,

DOI: 10.12677/csa.2020.107144 1406

THENLRE SN


https://doi.org/10.12677/csa.2020.107144

Ko 5%

ZJRWCPEIE, Wil 4 Fros. mTRBEAT BB AT SR sk
Zi BRIk, BATAT AN IR GHSA J5 A 2 ek e B0 T 3UA I8 22 K EN i

0.25
0.2
0.15
......... GAHSW
0.1 ----=SAAC
GHSA
0.05
0 —
20% 40% 60% 80%

Figure 2. Comparison of the error rates of the three methods with increasing data
2. =M AR MBI TR SR XS EE

1 ——vees GAHSW

0.8 - = SAAC
GHSA

0.6
0'4 U SPRPPPPITT L L ——
0.2

0

20% 40% 60% 80%

Figure 3. Comparison of the error rates of the three methods in the case of
deleting data

3. =75 ETEMIBR B IR R TRISER R EL AL

09 ......... GAHSW
0.8
0.7
0.6 GHSA
0.5
04
0.3
0.2
0.1

Figure 4. Comparison of the error rates of the three methods in the case of
modifying data
4. ZMFETEIEBURIE R THISRIR KL

DOI: 10.12677/csa.2020.107144 1407 HHENLREE 5N


https://doi.org/10.12677/csa.2020.107144

Ko 5%

5. &

FA PR ACAL 5 BB AR BV 5955 SCAOKENHE M &, Wi T — Rl B K BN ik il B

W AT 5 SEIR IR, A S5 CA IR SE bR B B b, oA S R, ati e, IR HIZTT
P RE RN = e o I b e M TG Ve R VAL

SE 3

(1]

(2]
(3]
(4]
(5]
(6]
(7]
(8]
(9]

(10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

Liu, Y.-C., Ma, Y.-T., Zhang, H.-S., Li, D.-Y. and Chen, G.-S. (2006) A Method for Trust Management in Cloud
Computing: Data Coloring by Cloud Watermarking. International Journal of Automation and Computing, 8, 280-285.
https://doi.org/10.1007/s11633-011-0583-3

McNickle, M. (2013) Top 10 Data Security Breaches in 2012.
Kiernan, J. (2002) Chapter 15 Watermarking Relational Databases.

Halder, R. and Cortesi, A. (2010) A Persistent Public Water-Marking of Relational Databases. Information Systems
Security International Conference, Gandhinagar, 17-19 December 2010, 216-230.
https://doi.org/10.1007/978-3-642-17714-9 16

Sion, M.J.A.R. and Prabhakar, S. (2004) Rights Protection for Relational Data. IEEE Transactions on Knowledge and
Data Engineering, 16, 1509-1525. https://doi.org/10.1109/TKDE.2004.94

Gross Amblard, D. (2011) Query-Preserving Watermarking of Relational Databases and Xml Documents. ACM
Transactions on Database Systems, 36, 1-24. https://doi.org/10.1145/1929934.1929937

Shehab, E.B.M. and Ghafoor, A. (2008) Watermarking Relational Databases Using Optimization-Based Techniques.
IEEE Transactions on Knowledge and Data Engineering, 20, 116-129. https://doi.org/10.1109/TKDE.2007.190668

Halder, R., Pal, S. and Cortesi, A. (2010) Watermarking Techniques for Relational Databases: Survey, Classification
and Comparison. Journal of Universal Computer Science, 16, 3164-3190.

Zhang, Y., Yang, B. and Niu, X.M. (2006) Reversible Water-Marking for Relational Database Authentication. Journal
of Computers, 17, 59-65.

Gupta, G. and Pieprzyk, J. (2008) Reversible and Blind Database Watermarking Using Difference Expansion. Pro-
ceedings of the 1st International Conference on Forensic Applications and Techniques in Telecommunications, Infor-
mation, and Multimedia and Workshop, January 2008, 1-6. https://doi.org/10.4108/e-forensics.2008.2691

Bhattacharya, S. and Cortesi, A. (2013) A Distortion Free Watermark Framework for Relational Databases. Proceed-
ings of the International Conference on Software and Data Technologies, Volume 2, Sofia, July 2013, 229-234.

Wau, Y. and Shih, F.Y. (2006) Genetic Algorithm Based Methodology for Breaking the Steganalytic Systems. IEEE
Transactions on Systems Man & Cybernetics Part B Cybernetics A Publication of the IEEE Systems Man & Cybernet-
ics Society, 36, 24-31. https://doi.org/10.1109/TSMCB.2005.852474

Jawad, K. and Khan, A. (2013) Genetic Algorithm and Difference Expansion Based Reversible Watermarking for Re-
lational Databases. Journal of Systems & Software, 86, 2742-2753. https://doi.org/10.1016/j.jss.2013.06.023

Imamoglu, M.B., Ulutas, M. and Ulutas, G. (2017) A New Reversible Database Watermarking Approach with Fire-Fly
Optimization Algorithm. Mathematical Problems in Engineering, 2017, Article ID: 1387375.
https://doi.org/10.1155/2017/1387375

Hu, D.H., Zhao, D. and Zheng, S.L. (2019) A New Robust Approach for Reversible Database Watermarking with Dis-
tortion Control. IEEE Transactions on Knowledge and Data Engineering, 31, 1024-1037.
https://doi.org/10.1109/TKDE.2018.2851517

Xiang, L.Y., Li, Y., Hao, W., Peng, Y. and Shen, X.B. (2018) Reversible Natural Language Watermarking Using
Synonym Substitution and Arithmetic Coding. CMC-Computers, Materials & Continua, 55, 541-559.

Hu, H., Zuo, X., Zhang, W. and Yu, N. (2017) Adaptive Text Steganography by Exploring Statistical and Linguistical
Distortion. IEEE Second International Conference on Data Science in Cyberspace, Shenzhen, 26-29 June 2017,
145-150.

FEug, FRB. —Fh GASA RS FENG[I]. M HE 58 H, 2001, 18(4): 552-554

DOI: 10.12677/csa.2020.107144 1408 LR 58


https://doi.org/10.12677/csa.2020.107144
https://doi.org/10.1007/s11633-011-0583-3
https://doi.org/10.1007/978-3-642-17714-9_16
https://doi.org/10.1109/TKDE.2004.94
https://doi.org/10.1145/1929934.1929937
https://doi.org/10.1109/TKDE.2007.190668
https://doi.org/10.4108/e-forensics.2008.2691
https://doi.org/10.1109/TSMCB.2005.852474
https://doi.org/10.1016/j.jss.2013.06.023
https://doi.org/10.1155/2017/1387375
https://doi.org/10.1109/TKDE.2018.2851517

	A New Practical Database Watermarking Method
	Abstract
	Keywords
	一种实用的新型数据库水印方法
	摘  要
	关键词
	1. 引言
	2. 相关知识
	2.1. 遗传模拟退火算法GASA
	2.2. 直方图移位HSW
	2.3. 同义词替换和算术编码SSAC

	3. 数据库水印方案GHSA
	3.1. 遗传模拟退火算法GASA
	3.2. 数值型数据整体操作
	3.3. 文本数据水印的增加和提取

	4. 实验结果与分析
	4.1. 效率对比
	4.2. 鲁棒性对比

	5. 结论
	参考文献

