Computer Science and Application HEPLEIF 5MH, 2020, 10(12), 2177-2188 Hans )0
Published Online December 2020 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2020.1012229

«
b

ETRESTRIZERK

S4EEY, & @Y, REALY

B N Sl ot o T ot
PTG B G EHEARM L E AL, L
Email: Ivjiajian@sjtu.edu.cn, "majin@sjtu.edu.cn

ISybil LA T Jo &l

ks H B 2020 FE11H24H; A B 202012 H9H; KA H#: 2020E12H 16 H

R

TEAEGEIVANETS (Vehicle Ad-hoc Networks)[A]IoV (Internet of Vehicles) ¥ 2 Kid 2, ZEBEMTEE
AWy KA KB N ILEA NG I, (R EZN BRI R G IR BB S B EE vk R 4 R .
Sybil it BRI i — P EE R HRA, B ENIEE EHN BTG BE RS BREL.
2, AERRZEZWHRERIREKR. A SCH HEBRMIFE S Ksybil 1T h, FHETRERITTHA
BRI 23 A I ¥ER XS sybil U AT N REAT 5] . EBIRWETE, FIAY E TR Veinstii) LR E B R
B s B R A RSE A E, RIANEESEIFHMLP (Multilayer Perceptron) 4 /4%,
WEREEIE IR Hlsybil By AR MR ; ZERTAL AT, Wit BA RS B F P A SR AT s
T . RMERRE, AN BRI RAE X 7 IEE R E M sybil Bta /78 3515 2] T 85% A
LRERRER, [FR e AR PTG A b R il R R TR 45 R

K
EBF, NMRRW, WEA, sybillid, Hla%E

Sybil Attack Behavior Detection for V2x
Based on Traffic Statistics

Jiajian Lv12, Jin Mat2*, Xiuzhen Chen!2

!SJTU School of Cyber Science and Engineering, Shanghai
2Shanghai Key Laboratory of Integrated Administration Technologies for Information Security, Shanghai
Email: lvjiajian@sjtu.edu.cn, ‘majin@sjtu.edu.cn

Received: Nov. 24", 2020; accepted: Dec. 9", 2020; published: Dec. 16", 2020

DERER

WEGH: B, S, BAEE. ETRESTTIERKM sybil AT ARIp). HENRE SR, 2020, 10(12):
2177-2188. DOI: 10.12677/csa.2020.1012229


http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2020.1012229
https://doi.org/10.12677/csa.2020.1012229
http://www.hanspub.org

Bl 5

Abstract

In the process of transforming traditional VANETS (Vehicle Ad-hoc Networks) to IoV (Internet of
Vehicles), the scope of the Internet of Vehicles continues to expand and the traffic within the In-
ternet of Vehicles continues to increase, making it difficult for traditional intrusion detection sys-
tems to identify attack information or provide timely information Feedback. As an important type
of attack in the Internet of Vehicles environment, Sybil attacks cause confusion and obstruction of
road information by simulating the operating characteristics of normal vehicles, which brings
huge challenges to the safe driving of vehicles. This article is oriented to Sybil attacks in the Inter-
net of Vehicles environment, and uses traffic statistics-based intrusion detection and analysis me-
thods to identify Sybil attacks. In terms of data collection, the simulation tool Veins is used to si-
mulate the information transmission process in the actual car networking environment; in terms
of classifier selection, the use of MLP (Multilayer Perceptron) neural network in machine learning
is used to train an intrusion detection model that can identify Sybil attacks; in terms of visualiza-
tion, we design a convenient and interactive user interface for display and warning. Detection ex-
periments show that the intrusion detection system designed in this paper achieves an average
accuracy of over 85% in distinguishing between normal traffic and sybil attacks, and can provide
timely feedback on the prediction results on the visual interface.
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BT SRR LA 27 ST BOARSK SEBLRE #5131 sybil BCk N R R 5t -
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b) M5 sybil Bl f77 2 CRE , RS INER R EEE SASHEHEREN T, AR
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LI RE R, X —IELEX o IEF IR sybil BhAT PR E] T 85% L 1w % .

2. Sybil BLEAT AR FEERHZAR

Sybil Brifi v LLHJE N V2X (Vehicle to Everything) 5 & 6 A ARG U 1) Bt 47 2 —[ 1] 1E sybil
Bkt SRR DR R E 2Nt B i, WS i SOE XS Bk H — 1l
AR R A 2 T WM. B 2 B NRARYE I B Aok I . flan, Bt T DA fh
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V2X R FERH A E EMR B (RE SR — g g B E R E . EE. AT mEE). ITS
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N AUET . REIEBHT2E V2X HE. EWEE H I 4 Dol ERER R KB A . TR
5E INF 18] B N A FH B MR A4 R B AT 25 44

N T HRRIENESL I V2X R B S, walE SR LA R IR G A A . B it
WA 100 MERUBRAIE . 24 ITS K A A 2R, EiERKZES PKI, HFHEBEIEA
WM. AZHRE, ZEAE—E IRl N AN BEAEH 2 AN IE 15k A8 E L E o (HRAT 5 (R 20 F] R
A R FINAE 2 A E BB UETS, DAL AR 106 I o 1 g R 5 R (AN (H BB 4 106 I o JH Al 22 5 J R
BRI ), X FE sybil Wi, WRIEBBEEFH B EFR, sybil Bl nl R HAFRIIE R . 2% Joseph
SENHISCHR2 K H 0y 4 2K

1) FEALEHEIE TS 4R %5 sybil it (Dos Random Sybil Attack)

WE 1 pR, BehE B GEE S, HEEES EMNRA S EEIE . EE A
Jr1A5E) o Bt XA AOR BT B AN E A, TR A B ROE BB R b, 45 IR 2R
PRI RAE B, Tk I S B, B S5 K F.

2) ##fE [A]i% sybil B ii(Data Replay Sybil Attack)

i 2 s, W RS ANERI R G SIE PR S NGB EW. BEhFH R FEW, ERI
PZEHEWPWEEE, QEAFOEZEEWMEEFIHEE, KEBERMIAE G, 5 7EH A Ew
WRER, [F A E B WA E 5, HICR IS Y I R, G ROREL .
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Figure 1. Dos random sybil attack
1. BENBIREFAELRS sybil B
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Figure 2. Data replay sybil attack
B 2. #EEE sybil B

3) BRI LRSS sybil B (Dos Disruptive Sybil Attack)
T /& Dos Random Sybil Attack i1 Data Replay Sybil Attack FIZH&. Wil 3 fion, BEhEEEFA
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Figure 3. Dos disruptive sybil attack
3. BIRMIELEAR S5 sybil BE

4) 2L sybil B (Grid Sybil Attack)
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Figure 4. Grid sybil attack
4. BRI sybil BEH

2.2. E A sybil BN
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W] AHAT sybil B
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HAGFHAT R AHRAR A — 400 3R 15 S AT A HAS 2 A5 1), 1l Grid Sybil Attack FEHUL (1)
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Figure 5. The overall architecture of the car network intrusion detection system
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Figure 6. Flow chart of intrusion detection
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3.2. RISt

MR AN 28 48 F ZE R F U B a2 1 s

Table 1. Class and main function description

1. K5 FTERHIRA

KAFR PSR EA N
maMain(reportJsonString)
MAMain .
readBSM(reportJsonStirng)
pingma()
addreport(msgContent, result)
MAStorge
get Msg()
do_get()
Masever
do_post()

PR B RE

ARFRIN veins FHEZREIFITE S, SRIURHMIEIF 2 MR AG TR ARG I, 15 2145
RAGBEEE FEREBLRTE, B A B A A7 (0 B )

HRAE IR SR G R AE R BEVERFAE, A% I ZRIF IONR A AR, 13
BT 45 R 3R [H1 45 maMain().

TR RS R SR ICBORE PR B 1, K B0 % 33 2 T AR B T SE BT R«
PRAFEE— DRI T B A A AT SR, DU AIE BT B M A B b

WE R
P BB A7 AR P IS, SRR R 55 2%

PRSI IR, IR 21 B £ MaMain()ifit
(EIOE VAN

I SR 7 PN AT IR R I 5 5 bR (5 B, AT web
AIALAG S .

4. FHEBLAR TN JEE81)I12%
4.1. Sybil BIFHEHEREN

KH Veins {7 FESUBU AR b Aol 145 2 A% 0%, SRR S, R &S BB LR
REFE P IR s AR K . Veins T AOTE B SOE 7 2 1 SUMO #1047, TIIZ% £ L HT OMNeT++5%)
HZEMR T AA MiXiM — 8347, AT L T30 LR S ANRS Zh ek ) 1 4 S (RS A AR R, T
DRI S BT i 455 % 3 DD B FELAS AN T30 R 52 M . Veins IE4R B T $idi %38 APL EAR AR AT
RG] Ll g s 1077 2SR SR I v R K o Veeins BURE : ALIDLZAE A9 rh ) I 5T S AR RBAUL A 55
HIEAT I &AM E B 25 A AN 2 RFAEE o

Table 2. Feature range
%= 2. $HEERE

AR

ik

Position Range (fi7. & i1 )
Speed Range (34 /% i )
Heading Range (J5 At )
Acceleration Range (1134 /% i )

Maximum Separation Distance (5 AU 55)

Beacon Frequency (K i%7H EMF)

AP AR AR A, Veins HUE RS B AL IR E AERAUE B b

AW LA S B VE N, Veins L2 BRI b 22 405 A0 B R AT B 2

At 40 km/ho
ZEARAT B 7 TR E — B I 1] PN 7 R — B

TEARA TN JEE AR A PR Y, Veeins B ARADIAIE o AR 400 ) S5 KO P2

AN 3 s
Veins € HHRICH B R OKBEE Y 420 m.
Veins #E = K% B A S T 0.99 N,

RN AR IR PR A BT i ) A2 A 2 N IS SRR ROZ PR FFAE_EIRVE 2 e 2.1 /NSRBI 2 b sybil J
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dr i, BENROABEERARRER, BN R B RIBEALYE,  BGR A 4ER A A
MEMAHENAES. Bk, BRI 1018 30 27 70 B R AR AT LA 2 4 2 (6 B BEHEAT VA
I LLIAE A sybil B IR -

4.1.1. Sybil BE4SEHTR

M 2.1 FiH sybil B B 77 ARE, B iH B E ZEF Position. Speed. Heading 1 Acceleration [
AMREARRI G . SRT, 3 — I 2 224038 30 215 BAE IS VI L WIF AR T — I 2% 2 iz
B2 WA SR 2 W, HWIfE Grid Sybil Attack H, S8 ST 5 AT DA ik 40 250 1 - SR ABAL I 5 44
(MIZ5), fFAFA4E— B B P R ZEAR RS 3015 BT & IR EieaE 5, B, fUEE Bk PYNRREAE
CAHIWT . [FIRS, ZEAE 302245 B AT IR RE T H 2 N IEARRE N B2 TER, i, ERk
FME B Z], [F A A B AR A RS, HE LIRSV N R AT, Sk AN ZI)
I B [ B, FEAS & AT — AN ZIA7 BRI f5 — I ZIALE . DR, FRATTIE 75 5% R ARRAE 2 [R] R AH DGR
P, DUIHR IS 5 2250 S8 RT 15 FE 1R A T 40

4.1.2. Sybil BLEHE4HE S

o A B SRR T390 BB AIE B S E 2 DI, A USRI T Joseph 26 A B A B (5
REVHH 7 CaToh [S), ARHIT SAEHT BEA IR BAT R 00T 22 % R SR A A5 B O R A G B, T30
— B IT BB P IEARAE, IR & N EARRHEC AR R TH R E G . BT

1) Range plausibility (rP) : UG &3V, RRBOH B EWARIETH BRI B /N TR R
SE 1R K EEES 420m.

2) Position plausibility (pP): 7 B -&FEE, F A B R e e b, A GE K ILAE RS .

3) Speed plausibility (sP): T8 B4 ER 1, ARUL AR50 1 T8 A R e oot AL 1 A R

4) Position consistency (pC): A& —Ft:, [F— AN ZEH P8 AN I 20 i A7 B R 55 /N T — € 1 B

5) Speed consistency (sC): 34 FE—F:, PN ZI PN [7] — ZR 05 ) Jek B A0 e 75 252 /N T okt o 1 e K BRI o

6) Position speed consistency (psC): 7 B FE—PE, AN R 21 5] — 2240 1) A BRI B 2 [ 4775
KU, AL B AR AL R RE LA BRAEZ N

7) Positon speed memory consistency(psmC): 2 I %7 B FE — 5, 0k T 240 ZI A — 224 fr
B 2 A )G, AL B AR S T AR A OR R DGR

8) Position heading consistency (phC): A7 B 77 [n]— 2, PN %I [F]— 2500 67 B A 2447 1 10 77
) Z (A AFAESRER o ZEAPAE — BUR ] P9 HRaB s AN ) PR35 — 20, AL B AR R B8 2 A7 AE SR IR

9) Beacon frequency (bF): {SAr#iEe, U4 A% B EA — € PR R RG, Ak R A
0.99 /N/#h.

10) Intersection check (inT): A& X AW, [Fl—Hf ZI A — 47 B A REAFE 2 N E5 .

11) Sudden appearance (sA): #7H I AT I, 2205030 FEF H B0 22 80 A7 B 06 20U A S SR IRV B Y o

12) Kalman Filter Tracking: f#fH-~/R 2k yE77X[6], @i vHEAF 2] LR IREAE

-RIR B AL B IEE — % (KPSCP, kPSCS, kPSCSP, kPSCSS),

-RIR &AM B —HME(KPC),

RIOR B A B B —# 1 (kPAC),
RIR L —HMEKSC).

HRHE A 2 MEE AL 6 MRFEVEE, AT DLTHRAS REHRHAE . & BRPERMIE ST 18 MRMER &
15 AR AR IR SIS (R DRRAE, T i B2 5 N B R A T &
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4.2. EF MLP B9 28I

4.2.1. BiREWE

ARSCASH F2MD HEZE RV 2 TR B G vh (AR 77 %[ 7). Paris Scalay /& Veins W& 1 SUMO 4
PRI 5, ATV Paris Scalay 2838 77 S H T A MERER . AAIA MR FM AL H T X LR, (E B X
PR AN I8 5 Sl A B AHIE . ERUIAEG AT DLBOR O % B (sybil M) B9 s, JRIE s e W o
(177 IR B S A BB B 15 B . Mg, B A EA 5%. JA15 LR Fif
LIS AR I AU

1) 600 s BHCIY . A& B— sybil Bl E: 5T 2.1 AN RIS Fh sybil Bodi 2884, FAT15 51
WA T 600 s FRE ST 25 R, i HaR R B B IRANTH L, 193] 7 Ik 3 e R

Table 3. Sample information in 600 s traffic
%% 3.600 s METHHEAER

RS B TR A FEAR BB % IESREA LA
DosRandomSybilAttack 50,770 6.97:1
DataReplaySybil Attack 43,279 7.02:1
DosDisruptiveSybil Attack 53,238 6.04:1
Grid Sybil Attack 54,663 6.42:1

2) 1200 s B AL SR sybil Bos (i 280k Bt I B i e B RT3, JF BB E R S
REEA LD HON 88,645, S RMFEA LIy 5.03:1.09:1:1.34:1.22,

B 600 s BP0 2 B — sybil BUli i S, Fo SCE T R & A sybil BUdi 8 A0H S0 IEH
TRV R B X, TR W7 AR TR B BT I DTRR AR B o T 1200 s BHC AL AL 3 %5 sybil
Beli s HdE, B AE T IS —A 2 0 K38k X 5 sybil Bodi 28510,

4.2.2. BIETARLIE

I TSR B R, AT LA DR JUANRE R, FRRR YR AR O3 AT 0 L R B AL B A

1) HEIH—: H— 1 B A5 43 AL 2R 0 B0 9 R e 72— (Ve Bl N, AT Y B 27 S A AR 4
SRR [, WA AT — A3, FEEATRAEE N BRI, R 7 1) 3 2 e 5 B /s
BRI, ERZEE, FEONGNEK.

12 4.1.2 /N, IRIEEEERTHE, SAMFERBUEE R — B M ESR, N T IRX PG ik
(URZIE, 7 M6 5 SR A A R R, [RIEE bR i 28 2 ST B, AT DAKE & AMRRAEEAT IH— 14k, (E /3 T A
ARG T3 T7 Z R AR

2) “PHEFIEGREA: RHE 4.2.1 ANWRITSEBIRFEALS], Af UWEER EAAEARA G P, TFEAA
ST 2 A FRAT T ) 2 AR A AE P ), B Mo R A IO IR R . IS R FokE, &
FIAHA K Z ) False Positive. Ktt, 43K H Random Under Sample )R RAF 7 R T4 IE SFE AR .

4.2.3. FABINGMER 2

P B TAL BRI (1) 600 s FEAZL PR 34T T UIZ%, FHHRIH F1 £33 (F1 Score, F1 Score & A % il
BRI B A TE— R A E bR AL, SEGUTT 5 F R & o JOB R B B 1) — P b ) St i 2 N AR AL IS Y
IR, ZREH N R AL ks il A AR R Z, F 30 B E A L) FR.

F =2 precision - recall

(M

precision + recall
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Table 4. Classifier parameters and results in single sybil attack detection

4. B— sybil EHEN DL FTHSHERMER

FEMEIAE 4 FoR, B TEE R

C VN RS W 19 i PR A R EL AN
18 18 Relu 0.001 200
Sybil B TS EEIEES F1 {35¢ SCRHR AR
DosRandom 0.995 0.982 0.991 4226
Data Replay 0.951 0.920 0.936 2119
Dos Disruptive 0.981 0.986 0.984 4239
Grid 0.843 0.842 0.843 2130

X R T &R sybil BEhANIERHE, HIW&3E sybil Bk BAIEFEHEZE R
A AKX . WUZREE AT LU, RTS8 sybil Bk 7720, AEH MLP AT I ZRA1H i3
I8 B PR I A T R« SR KITE T Dos Random Sybil Attack BT A MIBEZIE 7, HAREBFHECTH 2
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Table 5. Two classifier parameters and results
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