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Abstract

A method for quantifying the vulnerability of industrial control system based on attack graph is
proposed. First, the two dimensions of vulnerability existing in industrial control systems are
analyzed, which are exploitation difficulty of vulnerability and vulnerability hazard. Some quan-
titative indexes of vulnerability are proposed by combining these dimensions with some concrete
industrial aspects, such as defense strength, attack strength, physical loss, and information loss.
Then, a specific grade division standard is formulated. By means of attack graph, the vulnerability
of each attack path in industrial control system can be obtained by calculating each atomic attack
expectation. Finally, a case of boiler control system is analyzed and simulated to verify the ratio-
nality of this method. Experimental results show that this method can analyzed the potential threats
in industrial control systems more comprehensively and evaluate the vulnerability of each at-
tack path more reasonably. The attack path that has the largest attack expectation can be obtained
through simulation.
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1. 51§

BEE T AR R R A T RGNS K, TP G P A EdSEm . TERS
(R Je SR AR BE bR eI Tl 22 75K, MR T4% RS AT R & BRI s Ml 2 T R g% iz
TR EEERTROREE 1] T RABGR BB DOR B KGR BRRE MBS, ARG T TIERR LS
PEZE BB, N AT Z 20 CR OV E PR EXERS . T RE— R A =J2580 . tHRIE =
EPATEM DAL EHZ2] [3].

THRVE B2 R TIRZE BSR4, H S HIEHAT )2 2 18] 3 AT 1) 22 2 B3 6045 5 2
Al riEl sl R T B TUAR A A ARG HliE AT Z F ZEAHE MES (Manufacturing execution
system) IR 55 25 5 MES #48 FE 45, H 5 Tzl /2 (R B 47 32 S 8 40 8 B2 R T8 21 V7, fr
WERREPAT X Tl Az 2 i e —E; k%62 £ 2 H OPC (OLE for process control) k5545 &
P21 . PLC (Programmable logic controller). W54 280k 25 28 1

H Al N AN T4 R Ge2 a NE S5 vl i Fi b b TP B, T T RGERAERES . R
TETEZE SRR, 43 B AT IR D — B TR RF VAN . NECF MRS, XI5 [4)5E
7 — % ISSUE (Information system security evaluation) ¢ 4 VAl 77723, HH45 G &4 SRR A, T
BOM) 2 @ AR S, BRI . 2B M o SRR R I B s I E 2 VAl o (HIZ DT E R ER
BT SRR NS S, HIRME S RAEEANEHABN, B/NES 1SR 4R ICS (Industrial control
system) 22 E4RAR I 0 IR TERAEAY, AR OB AR SRS T 0, 0 1 VPAL HERA M . ELRASDRE SRS T vk
TEFEAR R LRI, 315K RE — e WA WM ML, Vintr 5565 T B WAk AL B
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PREVNGEYE, M T TIERERM B, {#H FTA (Fault tree analysis)fil ATA (Accident tree
analysis) AR GNIEAE B 50, ARZ T EA RIS A TR A5 B0t B A% Tha S5[7]0 T8 R4t T4
o B, AR 7 B ARIR D R AL R, M B IR B RASE A 1 S B 2 ik B Mo H bR AT RV
HIXMERME R 5 2 BN IR R0, Biz07 NRBURRBUR A, (015 PPl 45 R B = B2 A& 3.
G55 1 bR I PEAN 7 VLA BE S Sener S5 [8 1K F E IR A Aridskadt AT R /K RS ME 55 1 EAL , (% 57k
(R R R VPl TR bR o 22 A VAR E , I AT R RRAEAE AR AE 7] B R TH A X B2 2% Stewart 25[9)]
K H B AT 2 A MESa YRR PR AT SR 5 TR, HFR SR BRI SR IWE bR AR, £
K bR 5 H R A 7Bt (National Institute of Standards and Technology, NIST)& A | — R FI$aFI[10], H AL
W FC A 2 2 W 2 SR X R T 2 R e TR FE B AR M R BE B 70, 4% SP800-82. NIST7176 Z&[11].
2[5 [ X b 1 2% 2 (American National Standards Institute, ANSI)#l| %2 T ISA99 #xifE[12], MMV H Bh1b 3% )
RGMZRER ., WMIEER. RARBARZRF A RE AR LR VY7 3T 221l . X LSRRI 5
R T BB M NS A AN, B SEBR A B T R
4G THERGRREMN FIRMESS R FEOTERIA R, AR 7 — P EE T B X B T RSl
SSTEREACEAL T EAE, R TN BTG RAR IR R AR S A, A SR T RS
s @ve, wprEeRar . BehsRiE . WEak. FEMRSE, flEh —BIRemp) TE RStk
EAWIRPRERR b, HR, PTG B T35 RS A AT @B b, AR e 2k Bt %
a1 A B Ax, THE G IR o — A 1 R B I G A 5 R I R A P A VR e 3 VAR OG), A
M4 BRI S B I . fJm, AP I R G 9 SEER T R AT 07 EOR IS UEZ T VR I AT AT 14
AHLG T35 PPk 7325, AT T SEBR ) TV IRES, B T ETTHF 2, AR R E B2 4
FHEC T INERE BRI SRS, AR5 o0 UG HORE AR R, HoH REFEAREE 8 ML TE A
GhbRifE, ATTEBRA —E R E e AT Jha SR, AESSHEAREAZ &, BIAS 21
SRR A S,
2. BMEMEHEER
2.1. BHEEERENX
BrebiAT AR S X 25 Sh 7S b o A BRI R At Dotk S tRAS RSB ), A SCHE B2 U 73 B A
UK g Hokg SR 8 1 it PRI 3R [ 131 H T4 1 8 1t et PR g 0 A B RAR 2% & 1 R sl 5 e 1 j e
WA, AH IS o P 2% 71 TR PR 5% I FH A7 B 18] 9% 28 (R R 2336 BB IR 3% 7%, DRI AE B 25 BB 23 A A
TR RIS b NAF BT 0] 28 R B B R 1 2|, BARRE AL E LT
B X 1 W75 B JE M B B (Dynamic Threat Attribute Attack Graph, DT-AAG)AJ fiid —A~ 4 Jo4.:
DT-AAG = (C,R.E, p) )
Hrh, C RRBUMER KA BYEEE, R FoRBU R AT B IER IS REE, E RN BEEAAT B IR K R 1
LR, p FoRBU M.
1) B X E IS C
C=Cp, UGy, (2)

Hrp
Cy,, = (ID,IP,,,IP,,, Port,Vul, Pr) 3)

ID FoR A B A BGEEE AR, H IDe(0,1]. 2 ID =0 N FRRBGh & AN BAT RN SRR, 2
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1D < (0,1) B FRTE 4 FLA 0 A MU, 4 1D = | M Bt LA A MR 1P, BRI
TR IP; 1Py, FRBU I B AR IP; Port 37579 s VR 3 sVl FoR SEBGE IR Pr 327568
M FR T BU AR AR VT ) % 2R, RSV 1) 5% SR BARAR I N 90

Cc, = (ID', IP', Port',Vul', Pr') 4

Post

ID' TR B # S B R IRAF ORI s TP RO IRAFAU IR Y s i) 1P Muhilks  Pord’ 7R B F) F 1) i
H: o Vul' RoRSEBEE T Pr' s /3R TR 7.
2) UM RS SR AT R LA )k R EE R
R= {1} R 3G S M T L 45 096 3205 208, 300 1, = (1P, IP,,, Vil,0)
=(IPy,,,1P,,,, 0, Pr) 53 5 7 il 75 SRS 5
3) BEMRVEM R RINILLE E
= {CPm ‘R} U {R CPost} {CPro "”Vuz} U {rVul “Cpoy } U {CPrn "’Pr} U {rPr 'Cposz} (5)

Hrr, C,, 1y FRATE R IR S 5y, - Cp, R SRR EE RS C,y orp R
EINIRCR S G AN S AP RR Y GINE <7y /) A& (=AT) = = % GO PTiIS

4) B FEREE p

B RS p 4R B 2 M AR Gl IR B S5 U7 ) 56 R B TR R 21 i) O e % it &2, Ltk —
ARG N L U R RN Z5 5 U A, BD U R B M R R B F AR €, P RS0
T Vul B R 55 U7 18] 9% 28 Pr SET S B A% I Th 3 SR8 BUM ML 2 46 22 00 BUM A% 7 971 3 R
(140 B 7% R BRI 6

K1 gath 7 —ANURLE) DT-AAG Bods B3, BRI 7R B v Bt I b sk A SR i, SR R Bl 55 72
IR R B 35 B A W4T 55 119.188.162.1 W ¢, My, » PIZETT A 119.188.162.1 5 W 4% 15 AT
119.188.162.2 il i o 1 80 FEATIERE, iy & ilid BOas P 2% 15 /5 119.188.162.2 1) SSH i, RAF P55
R119.188.162.2 ¢y o SRJEBUT R FH IR ZE 15 A1 119.188.162.2 5457 55 119.188.162.3 [ ftp Wi,
RAFIHLETT T 119.188.162.3 [ cppyy o Fo I RELAE RS [R]— 45 SURTARFEIALRR,, HBGE 3 57— 2345 (1
Cpot BN T —HHEHEIH ¢ps 0

0,119.188.162.1,119.188
1622 ,80,SSH,0

1,119.188.162.1,80,SSH,
0

it
119.188.162.1,119.18 1,119.188.162.2,80, |
8.162.2,SSH,0 SSH,0 |
119.188.162.2,119.18 | 1,119.188.162.2,80,
8.162.3,0,ftp 0,Protocol
1,119.188.162.3,80,0,Pro
tocol b—_— — — —

Figure 1. DT-AAG attack diagram
B 1. DT-AAG EH~EE

2.2. BIWEBEE p BBIE

JEU F A% R 1) AL R Sh A UM 7 TR TR A S 7 B AR (R SCHR — . |l 2.1 TR B AR RS
LR TRl 73 0 D U A B AN 22 0 B e R . T T I 2% IR 55 A R AR SR ) BT e R B0 B
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RIS, DA SCAE BP R W2 T B B IR S5 U7 ) 5K R SR I e R ME AR 100% .
1) BB BRI R
TEL B FE MR S R 7T, ASSCRYN T CVSS PP bRt 141745 B FOIRIE AT R 435> ExpSco
R U R 45 73 ImpSco AT B MR B TT .
ExpSco=20-AV - AC- AU 6)

ImpSco =10.41-(1-(1-C)-(1-1)-(1- 4)) 7

Hr, AV FoRBGL R, AC RRIBGEERE, AU RRFMINE, CRRPEME, [FRRE8EME, 4%
RAT . AR CVE F1 NVD $df FE 7T & if) 2 CVSS P2t b 75 22 1R TR S5 2 o)
TR RS 25 2 Risklevel (15 7732 L3R (8), HLEUETE I A[0, 10]. A B EH IR p 5 Risklevel
R ER 2R L (9)
Risklevel = ExpSco + ImpSco ®)
p = A-Risklevel 9

Hoer, 2 NIRRT SR R, BUE DY 0.1, PAGREIR TRl e p BUE VG B RIE(O, 1],
2) LREEME BRI E
PR Nl Ja SO AT D9 S D AR (B ANAF A B R ORI, T AT ) P DL S S e i U SR i AT 2 i
PR R MR 22 1) P o 2 Tk 2 i I 4 R Gt P KR & I, ELBSCE IR & 5 BRI 1y 1y 1 N
TRAVFI rpt i ooy AP ERUT 1) G R PAFAH L IALRR W & 92 20 B R RS 2 T S A AR
i k-1

B=p-1Ie.11p,=r11pr (10)
h=1 h=1

= Jj=i+l

Her, P RREZ LI, NI kA GBGERIIBER,  p, RonieiR & F AR S IR,
Pis Do Py RN 1 1o 1y BB BRI R ' 2oy B EERERE SR, W] 2 o
HI T P B B3 100%, BRI AR IR

1
P =p, H Dy (11)
h=1
cPrJ // Cpro
Ip‘ =1 I 2
Tor > N
B=p E=p,
. \ Vs N
[ (
Pro — ~— _
e
3
Tor
P? =P P> DPs
PA: P Ps _
) e

Figure 2. Multi-step attack threat transfer probability map
2. ZLHERMEBHRERE
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3. MeSsMEiTEiEHR

T T RG99 AT A T B AT, ASSCRR AN a s R AL TR bR IR R A HE AT
TfaFE, HEET LT E Lo
RES 2. WA (An,, ) IRIAFFIERE (Yl VARSI & 5 RVl )BT, A2 09:

An,, =Vul,, xVul,, (12)

BT, AR S AR O BG T EB SR AT SR S VR, I ORI B R A N T R A TR
GNEIITES bR

3.1. BrfEE
IR A AEPE Wl , 48R FH RS — IR R S — YOS By M RT REVE o 3B bR AL S PSR A 5¢, B

Sk ARG PSS, Mobknm, TR ER AR RN o BT T RGN E MR R DA RO
HZLAR R A, B A R AR . YOE. (SR AR, WEREERE, BhaR A R EAE R E
Yrhe 2 W AR 7K A B A

1) . T4 RGeS i 7 2 E 2 WSO s SO, b % SO S AES (Ad-
vanced encryption standard)fIl1%%[15]#1 DES (Data encryption standard)JH%[16]. JH% #5983 a] DL
PR L BB AR A FEE I I () A 2

2) WNiE: TERGH AT ELI MR ENEIRN 22, FEAQFBHErME, Brda. &
FAREAEFUER PR AIETT 2, EAEEA AR E e k2, W e b8BT sk
FH TR F S I e AR SR ARIIE R A FIE B HCE A Re bl se il , e e thidks .

3) EEBERE: EEPPEARGRED KB NRR AT ) #2i]  HAr By Kk 358 AT R4 B 1 A
7353 9 TNV B7 KEE AR ML BT ks AN AR A U A B S8 A2 T T A 0 AR BRcal vh 3R A3 R e ) IR H AT iy
KNRAT RIENRE, AT DL e sQUC S . e s iz A B & s U )3 i) B4R A 380 42k ol 2
AN AT oy R T ARACEUUN ) B 325 # U7 [A) 4% il (Discretionary access control, DAC). 2T %2 422 [ 52+
& PR H1) U5 4] 42 ] (Mandatory accesscontrol, MAC)FNIE T2 BN 7 52 Fp 4 B £ (5,15 W] 32 1 (Role-based
access control, RBAC).

4) VB BERE: EERRI YR T B, AR IME O AR E . B Bk B

3.2. BiREE

1) WihiEBeE: SE—IRARMAONEE, WAEIEHE S . A% NIST 7176 hiE[17], KBk
FHRESN=AED . /N 1000 100~300 F1KT 300

2) Bk EFRAKCE: K FEE TGRS BREEE S 5UGE 08 B m N BGh i, i
[ S IR AN G 7 L WD) s 4 4

Table 1. Knowledge of attackers
= 1. WEEFRKE

PR E X

{8 Wili# 3 T REREAT I, R 28 30 A K
el WiliE X T RGBT T30, e HNg AN 2 41 L %
[} Wil E o T RGBT T3, AR AT 0 413 g

DOI: 10.12677/csa.2021.112029 290 MR 5 R


https://doi.org/10.12677/csa.2021.112029

NG 45

3) BIWIR: 2% (REEEN RS L VNIRRT PO B AR I, W 2 fros.

Table 2. Classification of threats

=2 BIWO R
R 5E X
& B LA RE R A
el IR v A (B 1 AR
= LR (E=1 ) H)
R ISR AR /1 (B>1 WK/ )

4) JiRfEEM

I 16 T Vul,, F6BCGE A IR T4% R G0E Bk, BAE Y BA RAE B Py 77 T . Pyt
RS XA DG, AR T R G b B b el SRR, ImTRem Bk iim; 3 B
k27 CVSS (Common vulnerability scoring system)fnifE, MAEEHLE M. 15 B 58 MG B nT Yk
MW R E .

5) PIFERH R

T RGP AN AR HYE A O, BAARMMMEE. G, —&83EERS & EA T
P EEZE— R ENEARNERS, Bo— B RS B Z ], 2 HEE B gt
Fa . B R E T RGO AT A R AL E S o BNV AR AL, Horb EAIHLESEH . SCADA
(Supervisory control and data acquisition) R %5 %% TAEIMEs . #AEf1uh. WWW (World wide web) iz 553k |
MES fil 55 %/ %045 e A1 OPC IR 55 &/ 88 P . T ALHL > i A2 283 B 76 RTU (Remote terminal unit). P 4
FEZ 2% PLC AT wfE H 2h1k$% 15 8 PAC (Programmableautomation controller) [18]. #%/M2HAFMME
B RSHE (U R Z2VHETEE) , WK 3 PR,

Table 3. Classification of component value

=3 ARNMEESR

FRiR T X

7N WERBFIH, X LRGN R
T IR, xS R G A — e
N WERBRIH, X TR G A ™ R

6) {72k

A% R G A 2 R A 0 e B & I IE R PR T A RGN IR IS AT A T EEMIER, Pt
M FH RS T S 3K 2 i A SR AT MU (S O ML (0 — K H AR A5 2Bk BB BN s Bk
AT I Eo HUEPEZORAE B 2 ARSI s, ANt ER A GIEL, 97 e B0 B AR P SRR B A 32
o FERIEEORAG R AR IEMANE A, T HAREW 2 AR BRI B e, B ERE
F10) B SO AE AR T B ACIRAS T REAT s W PR R AT S AE 75 I BE 8 SN R A5 LA 2 5K, BRI A%
TR R R GG B GEIR . IIRBA ] E 5 B =R R 2 2, e 4 P

7) SEHI T bRAEST 70
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LR IR P AR IR 6 T A b e 2 AN IR 0 G, 2% [ A MG 85 Vs RO T B 2K AT TR
BT 5[19].

Table 4. Classification of three properties
F 4. ZHBEMERI R

PRI E X
N IR G i 2 — R R PR A
H IR e P YA R
PN TR 4 0 A2 A A

4. ZarA—58EE%E R
4.1. REXBKEITE

XN RAFEAT PRI, A0 RA N — 3R R AL, TR SRARAE T, DREAT AT 75 B S g o
Pt R Z TR FRINLAE SR, R3] — ARG Tabr R MNEAR b RGP 0 R EEAR TSI, Bl 2 48r4R &
RWARE

H AT E 25 A VR 7848 2 IR o Wik 2043 ki TOPSIS (Technique for order preference by
similarity to ideal solution)iZ: Al K (8 JS R FE 73 Hridi & [20] [21] [22]. Ak (0 G HR B o Hr ik LA Sy
HIALIATIA— . TFHREREANTGTE L HA AR AL AR SCR T2k 2 18 bRtk 4T
LREvET .

IRE R BE TR AR T WFEAR T 8 — AN BARAL I BRARRE A, DL S50, it it
HEFERFINSZHE P HIR R, WP SR 25 & BRI HE T -

WA n MM R, BAPIFMRA p NN TRRS, W § DR -

xi:<xi1’xxz""=xip) (13)
ARSI
1) HESHEFFH, £ n DPIFH R Rk A AR R EA RS E P X,
Xo =(x01ax02a"'sxop) (14)
2) HEMERKEA,, MBNEA, o RPN GF I SRS HFHI X Z A,
Ay =|x; x| (15)
FESCEEA B, AR
AL = max lr?ix(Ai.) (16)
A,y = Min min (a,) (17)
3) W RHKARE VRS i DIPIR RING j MEhs 55 7 SR RBE R LS, -
_ Amin +pAmax
TN+ PA (18)

Hr, p N PRREL RIVAHIES A, 1K SGI 5 50k BRI
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4) WRRERE . S VPR R 5275 P A1) SR SC R T REREE Yo, Ko

)4
Yo =135, . i=12n (19)
P k=1

ST AR, W (19)&7R09:

)24
Yo =S W x6,. i=12.n (20)
P k=1

Hrb, wONRE, W, e(0,1).

RIR R B SCHR L B AT e A% RGN TG - MBFR AT Z RIS, R — A aa B Ek
BRENEREE, Mg REA v, [FR R WEAA L RBUESSPERI RN, RBREE KR,
VUL 7 P 25 49 55 P K

4.2. EEEREE

Wikt ROy — Pt iR Bk 5 Bl s B2l B AR P Al AR AR 1T 1%, Do i R 4eE
FIPER FRIEAT B . B G WTRLRAR N G =(V,E), Hot v ORI s A, BN R TR
MG . BTG B AT DR BT AR B — 11 s 2 H AR w5 i A v A i 542

AR SRR IR, IR S BRI &, ARG I R S A —
ST HA R TR S SR A TR R MU R A, T ELAR LG TR e ik, B AT DAE
BRI RE, ANEE 5 7= A HE R 45 ). S0 AP IRy

BB 1. R T R GRS B R &

B 2. HiE TIEARGMPIEIRE, ARG

BB 3 PATIEI: ZREBFIA =, MBS T — A5 s 19 s, IR R RGZT A AT RE
BEATRIPITAIRGS RS, B2 RS /L R RO, WA, FF TSRS BUR A R I 2
IS, BRI I R R A R

BB 4. BEEPATHE 3, HEIIINE.

FEAE R IETRT, 7 2R R R AME B DL AR IR G S LS B, DA i SRk i 4
N i TR B U AR Ak SR T B A O SR B

5. =BS5S

ARSI B P42 B RGAENSEIH 5, ZEWMI TZRAEN SCADA RS — e, Badsdt#
A B P IS MR TR RGN R SERFh M 3 FroR .

HE 3 L ARG IR E 6 MM, BN ERTRITEE SR 5 s,
5.1. imEFIAMEERWL

X AN IR ) P REREAT BAR BOIRAEL T 20, 45 R A% 6 i
ZJEMRAE IR O RIR L TR EIRIRARHAT GG VR, Hoh n N 6, p N 100 75 x, N

X =(3,4,2,4,3,2,3,2,3,4) 21
RKZE A, MR A, 733N :
Amax =3
Amin = 0

H4E(S), HH p=0.5, MR CVE-1999-0917 I LR ECHN 6, = 0.6
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[ FH AT AR BIFADIRGIA B S R H . R S MRS A IR R OB S5, % 6 IS IMERR iR
YO RIALE A (0.2,0.05,0.1,0.05,0.15,0.2,0.05,0.05,0.05,0.1) o 2 Je AR (2 1) AT AR A5 A I R 9 1 o

JERBLEE, N4 7 Bz,

Beifid ik mpm$

| |
)

ﬁl ;‘u*ltl_w"! {2t "ﬁu}imSﬁ* inCCFffil2HL#F1P3

Wi
%gh_

SCA[)AHE%_%%IPZ
X X
° °
PLC PLC
B M. BB
FAAGL, AL RS
P4 PS5

Figure 3. Topology of experiment
B 3. KIIRME

Table 5. Information of component vulnerability

5. AHRREER

i 5 HPE b =l
1P, i abin CVE-1999-0917
IP, AR, CVE-2013-5056
1P, SCADA HR %% CVE-2013-3175
1P; (A CVE-2013-3957
P, HEh g PLC CVE-2013-0659
IP; FEh g PLC CVE-2013-0675
Table 6. Values of Vul,,,
= 6. mEFAEEENE
5 Wi N N T R e e S A
1 CVE-1999-0917 1 2 1 1 2 2 1 1 1 1
2 CVE-2013-5056 1 3 2 3 2 1 2 1 1 1
3 CVE-2013-3175 3 4 2 4 3 1 3 2 2 2
4 CVE-2013-3957 1 3 2 4 3 2 2 1 2 1
5 CVE-2013-0659 2 2 2 3 3 1 2 2 3 3
6 CVE-2013-0675 2 3 2 2 2 2 3 2 3 4
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Table 7. Degree of Vul,, for various vulnerabilities

® 7. BNIREEF R KB

s 1 2 3 4 5 6

e 0.053 0.052 0.041 0.046 0.043 0.039

5.2. imAEEYHEK
X4 6, XNTGHE K REATELT 20, W3 8 Prow.
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Table 9. Degree of Vul,,, for various vulnerabilities
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