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Abstract

Outsourcing data and computing to cloud servers for large-scale data storage and query processing
is an economical and efficient method. However, due to security and privacy issues, we need to
protect sensitive data such as medical records in the process of using cloud server computing. One
approach is to outsource the encrypted data to a cloud server and have the cloud server perform
only query processing on the encrypted data, so that the cloud server does not gain any knowledge
of the data, queries, and query results. The query task of encrypting data without data cloud de-
cryption is very challenging. The task we designed is to detect outliers with the cloud server’s se-
cure k-nearest neighbor (KNN) query method under the condition of encrypted data, that is, the
user sends an encrypted query to the cloud server with encrypted data set and obtains the in-
formation whether the data is an outlier or not. We first propose a simple scheme and prove
that the scheme is not completely safe. Then we proposed a security scheme with higher securi-
ty, which can effectively protect the confidentiality of user query data, server data set and data
access mode.
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Figure 1. Parties setup of the agreement
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I<i<n. fE55 s UOEARH, E, (1)) A MRS 4 C1 RE.
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*2171 + .“+dmin,l)

min
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7 VIBRIE Z Nl N AR ATL KR

Bob W& r, My ZJ5 2, =7, —r,, mod N KIS AT I HHE O i KT AR, b 1< j<k
H1<h<m, ZJ5 Bob #R#E4FFN) K ANEUEBEAT B RE AR, FRATR R B 5 Uy gEAT A, RIEAA
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AN TCERT N S BT A R/ NE S . BRIk, FEMOPERY, Hdh v mIBTGIERE C1 e, Ak, BOD IR
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