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Abstract

Multisource heterogeneous network security data is the foundation of security protection. In view
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of network assets, security vulnerabilities, network traffic, software code and other security data,
it is necessary to conduct comprehensive collection through different types of technologies. This
paper proposes a method to classify network security data collection technologies from the di-
mension of data source. It describes in detail the typical key technologies such as traffic detection,
behavior analysis and network detection, analyzes the characteristics and correlation of relevant
technologies, which contributes to establish the big data platform for data aggregation, gover-
nance and knowledge mining.
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Table 1. Overview of data collection technology
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