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Abstract

Aiming at the low-cost, destructive, and difficult-to-defense DNS Query Flood attack, this paper
constructs a knowledge graph of UDP requests. Based on the principle that the attacker attacks the
DNS server by sending a large number of small UDP packets with forged source IP addresses, this
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article calculates the normal access frequency of the client to the server to determine the traffic
threshold for discovering the DNS Query Flood attack. Based on the DNS query flood attack expe-
riment data set of the University of California, Los Angeles, Neo4j was used to visualize the analy-
sis to test the accuracy of the attack by threshold. The results show that the threshold detection
method has a detection success rate of 95.04% for attack traffic in mixed traffic.
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Figure 1. UDP-based domain name resolution process
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Figure 2. Knowledge graph of DNS Query Flood Attack
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Table 1. Preprocessed data table
=1 MERNHER

5 Packet_ TIME IP_from IP_to PORT_from PORT _to LENGTH
1 0.015674 1.1.139.167 1.1.236.8 9997 3 1001
2 0.01574 1.1.139.92 1.1.236.8 9996 4 1001
3 0.015824 1.1.139.210 1.1.236.8 9995 5 1001
4 0.015945 1.1.139.71 1.1.236.8 9994 6 1001
5 0.016028 1.1.139.142 1.1.236.8 9993 7 1001
6 0.01612 1.1.139.131 1.1.236.8 9992 8 1001
7 0.0162 1.1.139.84 1.1.236.8 9991 9 1001
8 0.016283 1.1.139.80 1.1.236.8 9990 10 1001
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M—AN @, visit fERERR AT AR, R EE UDP 2 s iR B0

3) LASHE B i 1) S R I Dy R Al 6 IP_from AL (] @ PR AT Su it I 1P_from T DNS
AR 45 22 VT AR . BARRE

@ i#iT NodeMatcher £ if] Neodj HAH[E ) IP_from Hudik, FEGEitHAR, Ik o) @ moE 24
& X UF B attr.

@ XF IP_from [ AR EAT T, 6B 1Y attr 3126 vh SR 55 KR Pa) R 55 /0N i) 9k HL 22 4,
SEE AT 1P_from AN EH IP_from X AR 4545 (117 [ 5

@ BRI G —A for #5¥AH, THEA—A IP_from FIVF AR, FR68— MIRBGES| %R
Threshod ', #&H Threshod H i KA, 1EAA SR BI1E .

4.3, RERHTE

S FR BE A L B I 5000 45T IE H It 722 4%, DA 2000 457R A3 1000 45 1EH iR,
1000 B &) -

B0 MR, 12 )KL create_rel #7 H DNS T il B, A2 B W 3 Fios .

B PEARIRE . B AR A 1P_from BN FEE R IP_from fR A 1 s 3
FIF diff o, THERCKI A2, 456 IP_from /NEORTHEARRL 1P B85-80 05 il (X3, 2 5 RANR 1P 4
I3 BT IR EOIN N E 513 Threshod H1, #H%13& Threshod H (1) RAEAE ARSI BRI A 28.75721.

=00 RIS A R R . #5000 S&BGE R E A AL, IR — D TAR DRI @ BCH IR E AR
B, 2 5 THREBGER SRR 1P SR80 i, R VB R BGER SN EE D A R B AT E
B, mTBEARER R, KTRERANEERE. S26s, KR BEE 28.75721 7] i Ih i
H2A R B R, B EIA 95.04%.
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Figure 3. DNS access map visually constructed by Neo4j
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Table 2. Example of mixed traffic data

F 2. REREBBETG

R IP_from IP_to & Byt
1 1.1.139.83 1.1.236.54 315 Yty
2 1.1.139.104 1.1.236.8 215 Yrii
3 1.1.139.12 1.1.236.27 225 Yy
4 1.1.139.157 1.1.236.56 246 Lty
5 1.1.139.25 1.1.12.7 196 1%
6 1.1.139.177 1.1.12.20 345 E#H
7 1.1.139.202 1.1.12.66 228 1B
8 1.1.139.66 1.1.12.96 231 IEH

FIH python % 5 IR, 2000 2578 & & 11 E H 2% 1P sk iU i A A A W 2% 3 FTaw o

Table 3. System resulting data of standard experiment

3. AERIE ARG REE

Fe IP_from IP_to i A A%
1 1.1.139.83 1.1.236.54 39.80007
2 1.1.139.104 1.1.236.8 29.66331
3 1.1.139.12 1.1.236.27 36.41097
4 1.1.139.157 1.1.236.56 31.05044
5 1.1.139.25 1.1.12.7 24.73938
6 1.1.139.177 1.1.12.20 28.27390
7 1.1.139.202 1.1.12.66 24.06290
8 1.1.139.66 1.1.12.96 24.37952
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Figure 4. Access frequency knowledge graph
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