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Abstract

In recent years, the rapid development of philanthropy in China has brought many problems. The
existing charity management system is centralized and the process of charitable fundraising is not
transparent, which makes it difficult to gain the trust and donation of donors. The trusted compu-
ting model of blockchain provides new ideas for solving the above problems. This paper uses the
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consortium blockchain Hyperledger Fabric as the blockchain platform to implement a regulated
charity system, formulates smart contracts for charitable project initiation, donation, and execu-
tion, and designs Charity Coin as the system digital currency to ensure that the flow of donations
can be traced. Finally, performance tests show that the system can meet the application require-
ments.
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Rt UEI R A s BIRE CEAURIES =R BRI, REEEEE S AL (1], XA E
BEFW I EAREY T BT, BEELERMEORAWIARE, 0% #3EBhiEsh h ik gt i I e
WA N B B2 B Rt R A, A ) L SR v bR =05 1) 5 85
AEMARE, EIATHEERG T, HTAIWAERR, G EEHHNNE S PEE MR IH ) H
T HRAREA —, EEPAENED TVER, EMARKRFAE: 2) BGREAEY], Ky REN
PO RS, BFNX THRFFAEEATEE, 5 EN A IR R, &k it
SR 3) BT, PG HEARIE, AELLH SRS R 2], B, @S DU S
TR OHRB G N T, AT BRAANFHNEE TG, QLEAR T ARG M R R 2B

XHegE | BA Lol rREWIA AT BRI (3] (4], IF T DU B8 S 2[5 B ST & R 2%
RIRGH A2 A Sk 575t [6]. RMEHRE IR H AR 83 PAT 4R R BeEle] LE
I XCBRBESOAREAT B LBE(7] (8], ARSI H #itziEid ja, RIiH (5 B 2EAT L8k, AP ATk B
BATIHFG RGN ARE S PHRFGET AT AR, i B2 AAQHRER FEEAT I, AR T
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2. RGHIEE

NS ERERRIE 24, RERDAFUTIEY: Sk EEERJIAM). (5B R AR
(CISM). R HBIE(CIPM). 283 MEHEEE(CCM). T XIS EERGYT, 1AM #24t
FA P M B35 AT N A AR T B8, 2B A SURAZ 25 A\ CISM [ [X BLE BB 24 545 5., CIPM
AT e MEEHH R, CCM HTH P AIA A4 #2835 M. LT X HUEER T I 2538 R AL X B
BEARRLAE IR X S BEHE SR Hyperledger Fabric [O)SEEN, #)% T 28385 HAEM 2838 k.

2.1. RGHEZRTES

Gl 1 P, BT XHVER AT I E R R G AR ST R M REEZ, S5 R AR M K
EREETH . DUH RS, 55 AW, ZENEH. XKISEZEFBEALE. MKE. duBE, Hhs
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2) ARGH—F 5 AR AR N 28 M CC (Charity Coin) [11], PMEF B R EMIE, %05
A& A =BT E AT 5, fRg i AR MC 2835 M, AEWCEATIC 56 S FIRL, 4R & ]
PAIF) 52 a5 N AR IS VEEAf B S 80T AN BR AR 9, A R BRER S 3K m), R R 505 224 28 8 A FHE T A
[ DCEP (Digital Currency Electronic Payment) [121/E N2 E R G 7 T8
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Figure 1. System architecture design
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Figure 2. System model
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3.1. XiR#EscI

Wk 2 Fror, SET X HuE ) T IR 2635 R 405 T Hyperledger Fabric (HLF)[) 2 B8R 131801 T 2635
& S (Cl-chain) F1 2435 M4 (CC-chain). HLF & —/MNERBAVFAIEE, FrA P #T SR HLE(CA)
MIIEA BE NN X HUBE I 2%, HLF 65 R 7 IR S5 SR i . e & 2o, oA KA . 58 G i
FHH HLF 7EfRAS 1.4 W 2 SE8 T AR LH], (/] UTXO #i%[14], fEARRG R, Hph—&REEER
B, HTAMEEDHNKE. B8, U7, SGUEREDHMEE, A—#RREE RGBT
—FPETRIINE B T CCo A 100 {2435 M, A CC MMAE | ARM, PR A S THE ).
B, WA AR 10 ART, I35 10 CC MR%.

3.2. 1AM =R
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AAAFILNE 2RI, Ees. RIOMIEMGEEER G 5 St 2 RS I), i 4 52
BR, WHRLIR ENER GG A ER S SEN . VENRII G P #3545 — Mk
BHhE, T EAE x.509 WEA, FIRE N EE MEERIK T EE, DA AALZIHERT LXE CC Mt
e S0E 1 B TR AR S . RS B A, R AR . R AAATHE A
PHERIREUK S CAE RGP RSS, WHEMPR R
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R B P PIINRAGERN B R, BEHIRPL T IEE.
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k1 EMR

Input:participant sinformation p

Output:participant’s cert ¢

1:if p is not correct or p has registered but still frozen then
2: ¢« failure;

3:end

4: else

5:  if p.role == USER then

6:c < generateUserCert(p);

7:  end

8:  elseif p.role == foundationFDthen
9: ¢ « generateFDCert(p);

10: end

11:  elseif p.role == social-service-agencySSAthen
12: ¢ «— generateSSACert(p);

13:  end

14:else if p.role == social-groupSGthen
15:c «— generateSGCert(p)

16:end

17: end

18: if ¢ # failure then

19:  save c to Cl-chain: save(c);

20: end

21: returnc;

3.3. CISM #&k

CISM HEHSHIT H s A S BUR BB . I FELAT 2630 H R AT, S Q2 #s .
&AL Hif g BR3P AU B 18 il B RAHIA (LT H DB S BN <07,
BHAREN “RER” . ROURLH BT NI A B B335 R TR, 1 MEnia
ST, AR P A AR e SR B SR W (5 . S0 2 B T PR R U H R
B, MR EAE, RS % E T (TR 15 B LR, A AR T R G
s, MR ETE AR

3.4. CIPM X%
2ET S E B S BoRE RS TR T, FBMWEE FIA 25 HZUETT DABEATHE K, ST 5 8 25 st i,
SEREFHG, BFREEHN “B%l” , WHEAPATHE, ST B0 H & ERHRAS AT

THRIIAT, BT SATIERE i CIPM BRI H it e . 59k 3 Wi T B Em R R R R R
29, MARSE R A, MAERHESIZEE T H M RE S L8, R E B ARASE K OAE RS R4S,
YU H 3 Jr SR R
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Input:participant’s cert c, charity information info,execution strategy es,charityinformation oftheorganizationin
Cl-chain L¢yg;

Qutput:execuntion result r;

1:if ¢ is not frozen and info is correct then

calculateinfo.hash <H(c,info,es);

3 get c and info’s prove p fromSig(clinfo, c.prikey);

4:  insert info list L¢y: insert(info, Lcyy);
5

6

save to Cl-chain:save(info.hash, p);
r< (successlinfo.hash);

9: r<failure;
10: end
11: returnr;

Hiks ggtREH

Input:participant’s cert c, charity information info,charityinformation oftheinfoin CI-chain Li,,s;
Qutput:execuntion result r;

1:if ¢ is not frozen and info is correct then

calculateinfo.hash <H(c,info);

3 get ¢ and info’s prove p fromSig(clinfo, c.prikey);

4:  insert info list L,z insert(info, Liyyy);
5

6

save to Cl-chain:save(info.hash, p);
r< (successlinfo.hash);

9: r<failure;
10: end
11: returnr;

3.5. CCM &3k

ARICHEH RN 57 /2 3£+ Hyperledger Fabric, KA UTXO #20, F P R R EHRIZE 2%
263 A BEARHLZR — AN RE & 4 24X CC B IEO (Initial Exchange Offerings), & Re &2V T R4k
ITHRMREE, FFHE T ARTMZESE TRCERS 1, it 7 CCME S BRI, HEk4 3T
CC IRATH CC [ Thie. 5Hik S W THRME(E 8 RakThae, &g met s & (s SR8 B AL
BRI TR, By g

4. SCIE AT

AHHE N HERGEAEEE, H HONHAKGEEDRELI, FB=8025 KGR
TR 5 4T o
4.1. IMERE

KRG = G WL VMware Workstation Pro H15¢ /%, #1F R44 Ubuntul8.04. FEINLA A7 2
GB, ACHLEZ.OECN 2 4, 14N 25 GB. H A Hyperledger Fabric AN 2.3, Golang fiiA AN 1.17.5,
Node.js fiiA AN 12.9.1, Docker fit4< A 19.03.2, Docker-compose AN 1.25.0, ZGu 5 #1975 55 4% H Docker
AR
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Require: /nitialization of the parameters

1: Initialization max_charitycoin = 100 billion
2: Initialization rmb_to_charitycoin rate = 1
3: Initialization total _charitycoin_bought = 0
4:Func(buy_charitycoin)

S: Input: participant’s cert ¢, rmb_invested

6:
7:
8:
9:
10:
11:
11:
12:

if ¢ is not frozenthen
charitycoin_bought = rmb_inversted * rmb_to_charitycoin;
equity_charitycoin/c] += charitycoin_bought;
equity_rmb[c] = equity _charitycoin[c]/rmb_to_charitycoin,
total_charitycoin_bought += charitycoin_bought;
save to CC-chain: save()
end Func
Func(sell_charitycoin)

13: Input: participant’s cert c, charitycoin_to_sell

14: if c is not frozen and total_charitycoin_bought >= charitycoin_to_sell then
15:  equity_charitycoin[c] -= charitycoin_bought;

16: equity_rmb[c] = equity _charitycoin[c]/rmb_to_charitycoin;

17: total_charitycoin_bought -= charitycoin_bought,

18: save to Cl-chain: save()

18: end Func

19:end

Hiks KL

Input:participant’s cert c,participant’s cert cy,charity information info, charitycoin_donate, charityinformation ofthein-
foin Cl-chain L,

Output:execuntion result r;

L:if ¢;,c,is not frozen and c;.charitycoin_donate < c,.total _charitycoin_boughtand

info is correct then

2:
3:
4:
5:

c.total_charitycoin_bought -= charitycoin_donate;
info fundraising+=charitycoin_donate;
ifinfo fundraising>= info fundtarget
info.fundstatu = “done”
calculatedonate.hash <H(c,, info);
get ¢; and info’s prove p fromSig(c,linfo, c;.prikey);
insert info list L,,: insert(info fundraising, Liys);
save to Cl-chain:save(donate.hash, p);
r< (success|donate.hash);

: r<failure;
:end
: returnr;

4.2.

Thae
gL
4.3.

ARG EEINEEMIR

Ex A RGBT R, BUH G ERR. P HE 500 RS E WAL AT T 90, 4 &
S E RN 3-5 B, 3 SR T R HARATE SRR, 4 R T RERETH A
JFRIER. E S ER T kiR,

A R GPERENIA £ M Hyperledger Caliper P4 REMI T [15THEATINGA, X X BREE) 25 T 52 5y BRI %
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Figure 3. Project initiation function verification

3. B & #CTRELIE

BaiwebfRE, MIFIROS: oeee

U Sf¥. createCI{CIObj sqo+P14PnnQeK1EVNDdRcd3mmXSqDUR
EAy1 Z4R51i0e/inebgNXRGVV/RjLaSduAhS9jo0lfIxfojc= #lR AR 2

Figure 4. Background record of project initiation
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Figure 5. Donation record query
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REA 2 queryCl MR, RRACIAAE 55508 1000 22, H A2 MR AU RE . 7 B R 0 s 3 P 1
24 100 tps. 200 tps. 300 tps. 400 tps. 500 tps. 600 tps.

TEMEREN 1000 R, createCl FRE G ARG FIEIR X RWE 6 Frw, MK
GiAF 20 230 TPS ifi. ARG HERILRZE IS 200 TPS, 5 MFHMERFF MG SR &, FrhE
TREFLE 230 TPS LA AL, “PILEIRTE 3 s ida o MREHAET mif, 28 G e bk, #EANHEAA %
R, FEUEBAWIE K,

queryCl # B S A HIHM & 5 TR /R WE 6 Fin, fERTPUEH, KN queryCl & B8 & 2 I
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Figure 6. Blockchain reading and writing performance (left: write performance of blockchain transactions, right: read per-
formance of blockchain transactions)
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