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Abstract

Aiming at the problem that previous identity verification systems are easy to be attacked by vivi-
section fraud, a vivisection detection algorithm based on deep learning was proposed. It mainly
includes: 1) Self-made data sets for translation, rotation and reversal of a small number of existing
real and fraudulent images by using image enhancement technology for model training, verifica-
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tion and testing. 2) Aiming at the problem of low recognition accuracy of existing algorithms for
photos with insufficient illumination conditions, a photo-based in vivo detection model is pro-
posed. By detecting the face region in the photo, we predict the difference of pixel, texture and face
feature in the face region by living and non-living dichotomies. Experimental results show that the
accuracy of the proposed algorithm reaches 86% in images with insufficient illumination condi-
tions. At the same time, compared with the previous models, the number of parameters is reduced
on the basis of ensuring the prediction accuracy of the model.
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Figure 1. Algorithm flow chart
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B¥E 1 live detect suggestion algorithm

Input: A 3-channel RGB image
Output: A tensor of 40 channels
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Figure 2. Neural network structure
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3RS : CPU: 4 Cores; PRfEZ%:: Ubuntu 20.04 #i#%: 150G GPU: NVIDIA RTX1500
YnFEIRBL: Pycharm;
ESRCE . Keras2.1; python3.7; OpenCV; Pytorch3.6
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Table 1. Test results on open datasets

1. EATTRIREE LRGSR

Datasets Batch-size RPH
CTW1500 12 71% 79% 75.2%

TD500 8 70% 72% 69.54%
Total-text 4 68.9% 74% 70%

PR ZRERE S S R0 P 3 R 4 R

Training

Epoch 1/2

1875/1875 [ ] - ETA: @s - loss: 0.1005 - accuracy: 0.9686

Epoch 00001: loss improved from inf to 0.10055, saving model to lenet5_membrane.hdf5
1875/1875 [ ] - 45s 24ms/step - loss: 0.1005 - accuracy: 0.9686
Epoch 2/2

1873/1875 [ .] - ETA: @s - loss: 0.0385 - accuracy: 0.9889
Epoch 00002: loss improved from 0.10055 to 0.03854, saving model to lenet5_membrane.hdf5
1875/1875 [ 1 - 46s 24ms/step - loss: 0.0385 - accuracy: 0.9889
Testing

313/313 [ ] - 2s 5ms/step - loss: 0.0283 - accuracy: 0.9911

test loss: 0.02832728624343872

Figure 3. Model training process
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Figure 4. Model training results
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