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Abstract

With the rapid development of information technology, the Internet has been deeply rooted in
people’s hearts, network security issues are also accompanied by the frequent occurrence of net-
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work incidents against the university information infrastructure, invasion of personal privacy,
theft of personal information, network fraud and other crimes are still rampant, network security
threat sources and means of supply are also constantly changing, network attacks and protection
is a battle of spears and shields, only an in-depth understanding of network attack techniques and
attack paths can know the enemy and know ourselves. Only with an in-depth understanding of the
technology of network attacks and attack paths can we know ourselves and the enemy and not be
in danger. This paper combines the attack and defense means commonly used in attack and de-
fense drills to summarize the path of campus network attack and protection means from the
perspective of both attack and defense, to comprehensively enhance campus network security, to
promote the digital transformation of schools, and to provide a reference for the reinforcement of
campus network security in the biased areas.
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Figure 1. Methods of attack
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Figure 2. Attack path
E 2. WEHwE

3. KM %R £ PP R

RebE N X B FRUZ AT, RE—8 “HE%” , FRANMBREY I, £ 7 EEEmN «=
B IBERS b, FICURE, A RE ST U A I R N 2% 2 AR, ARAE I BOR, DAZhAS. LB 2Ets,
AWTIEALBLAT B 37 A 3R A0 58 2 4 TR
3.1. HEEHEE

1) KA UK B AR

P2 e T R GEIAR SRR SO . PSR Ah . Bot s PRI SEBURME R, 8 1T S EE M
WA P JFE H RS ISP & RA5 BN BURL[3], FFRCA RBIA (MR 25,
MEAF . BERTE)HR R, P BN I RS B 7R LI X e fE B S B IR G L SR
L HAT G4,

) https//homepage.ylnu.edu.cn B a A % M =

PEITEX
EEEEE
W ersEmas AT smartx R WBRAEE ROER TR

Mgz EE

B PEENERS ‘ HEMHOESS ) F5IPS R ASEETS ' LI 2 Pt WalEFR
ezt SHFHOPS 1

L REEESHL Jumpeserverizz (@) 60BN © :oom FRAWeDVPNETE

(% the ) HAWeDVPN
i 241

SETEE

K ERISIEREEF S SEESIE (123) BEES

Figure 3. One click login
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Figure 4. Threat handling process
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