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Abstract: The network security management faces severe challenges currently. To solve the problem that the existing
network security model unable to meet the security needs of mobile OA that based on wired or wireless network, we
proposed and designed a security model of mobile OA based on the WPKI combined with the security demand charac-
teristics about actual mobile OA. This security model uses digital certificate authentication and authorization mecha-
nism for user identification and access control and provides integrity protection and non-repudiation for information by
digital signature. The model unifys wireless and wired authentication system, and it has been applied for Kemao OA
system successfully. The running results show that this security model can guarantee communication user identity safety,
protect data confidentiality and integrity, and achieves the undeniable for user behavior. The security model we de-
signed meets the mobile office omni-directional security needs completely, and can be widely used in all kinds of mo-
bile information system.
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Figure 1. Security model of mobile OA
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Figure 2. USB Key principle of authentication
[ 2. USB Key SHHAIERE

Copyright © 2012 Hanspub



T WPKI 231 75 28 R G0 2% AR v K i

WANTE R P ity FEL A A7 HR B, 4 1 B R
oy FEU R AR P A VAR B P . T
DCEE R I BEALEL “N” RS gE R “X” #B
AN, BRI 2 A% A 1) 3 A8 DR B0 4t R
3R, WL S H . X MRA - RE 1 H
G T E .

AR AT URUEF P S AT E , EITER
F P8R AE W 2 AR I R rh i 22 4 FRAT e I B e
FINUE J7 2T LA BORAIE F 1 B 4 22 4 A a2
4o FFET R

b AT AT 1A 5 = J7 UAIE AL AR 1) — B A 25 H
FRMER, HPAHE RS B IRIEH A EE
YEERAE, DA IR UEN AL BB 28 A4 AT AR ORUE 5
B E S, P ARG ST DRIESTHE B
FERN

M 1A LLE Y, USB Key B %44, ff
T A BAMRERME AL b WPKI {4
Fo B e A5 58 R B AR AP PL R, FRAT Ik %
USB-Key 17 it B 7 UE45 1) S A e T 2, HARES 2
Kl 3 ik

3.3. WPKI HAR

WPKI Bl “ L A TFBER R 7, KA 2
PKI 22 & HLill 51 N 3026 W9 2% PR 58 Hh 1) — Bl B s
PRE S FAE BE P AR R, HEREHEER
WA 2% R 353 H ol A A TR RN BCAE 1, B R0 T %
SAMETHE BN L 28 IR, DARR TG 48 24 1) %2
ASIMIE ). WPKI JEA F 5 PKI TR IAEE Ry
&, WPKI R4t45 4k 4 Fios.

WPKIPI5} PKI 44k B = J5TH: WPKI
P EPAE. R FRATE ST R
Ttk X7, WPKI IE 5% =X 1) 72 5 77 B ek INiE 5

Table 1. Comparison of authentications

R 1 SHWIELR

WAEHA e B2 F F
HprEmyR WEHT RPEER BN
)i N S EEHBRER O BRnEEk

HEOL —k—%  AREEHINRR A AM

VAT R AR AR Ji A TIE
USB Key AiE E (RHBEELE ) IKEY2000

A rEodis

Copyright © 2012 Hanspub

(RN, 2 TEL DR TEZ — 2 &
AN RS ARAE TR SU(WTLS AEFA% ), XFE
ERRTER X509 UEF5 R (RN 2 k)R EL, WTLS #%
FOE PR EARRRIEDN, 12 PKIX GEF%
—ANFEE. L, BATRERZ BT AR . IXFEAE
ARGl T DA R G TE 2R VA £R N 4R IR R 4
Gi—jesk, RAPEIAA ZIAEH O R B Jo 2 s )
75 SR EE 0 CA. BAREE BT AN 5 Fias.

g 5

NIEARSS 28 wwwiliss 45

5 K i

Figure 3. Deploy of authentication

3. BHANEREE

WAPK % LDAPKL

Figure 4. WPKI system structure
4. WPKI| RZi4EH

RAFZ HIE
HRICA i |
fgiif‘lf:‘ﬁﬁ PR
EFUE%",-' ‘ CAZERIEH CA
P -
- v
s ' RA%‘??JE%
CARTFIEH

SSL/TLS

ot
b
pmij
B
Tm
=B
©oy
;
1 4
LD

WAPF 3% H 355 4
Figure 5. WPKI constructing scheme
5 WPKI BigH R
279



BT WPKI 928 I 2 58 % e v i e B

£ BT A

1) A7AE R e ah 2 b ik 55 1 A BT L (RA)
MR35 45 . BT A& an S MR I A
TG IEER . IERER . IR REESIER T
I SR 55 o

2) FHITCZ S P M S 45 T 2 A% a2 22 4k
ER S5 4% 5 LR ERZWAERST 4%, T2 B PR
KA PRI S S T AR T

3) AL L AT BLE BLINIE O, EA]
FRES 2 A AT A, X2 2 IE R O 5 TE LR IAIEE
HhG RESE R 2kt

FEME TR, BB IEAS B AT HSNE N,
BRAFE T T AT MRS A4S H AT HIAT 4 CA B 35,
DIFREA, WA VIE R G &L i & E i,
KIS —, TR, LR B 2 T i R B0E At

4. B3 OA REMBS LRI
4.1. B35 OA RLHy%e

%5 OA ARG Z N INREBRA AL, S DIRERE
WEESG . B8 OA RGH RSB INIE 6 f
7N o

B (il 4. PDA. R THL) S5iEfEH
HAE, AR B IR L%, TEEMR
PDSN #eSt it , I 2 4k B el 45 A7 B 2%
¥zl OA 2415 & kS5 ax it H &R % it Rl 1% 527
N ARG, RS OA il EIT A i —
ANTARGIEE, AR A % 3 B4 AL B 2% 1k 55 0
T2, S 51648 OA TC4%5C H..

4.2. #BEh OA REXITETEENR

%5l OA RGN % 4 ThReRE th P K EE 70 4L A
TP DRI R GEhRe s . b P D e
Pe BB RPN HE S HOEIE SR Ak
P IEBEW. TS IERGE . IEPRIE.
CRL #if]. MEPH MIKE . KGR T4
. CAWIMAM. HEEH, HHEHARRE .

IEPSRE R AR gl B A% (RS A% 4y CA
554, RJE CA IS5 as IIEF iR ih i il C 2 it
HRZAE R HIEE R . X EKIERHEEE, CA
BN NE ORI, IRV SR B

280

AR SN EPIERE AL Hi CA NHIE
NAERBGEF R #35 CA NHITE NER X.509V3 1%
AEFS, FFRER R ERER RS, R
IEF I —ANEIA KA S LDAP H R M54 . IEBA&K
B R 7 fror .

IEAS TR F 5ok RA IRSS 8%, HS HAHIE
FFHS, AN PIN H, JHRELPIRIES. RA
W55 i i 7 Bty W AZEIL IS, ) CA RS AR
HAER, CA MRS58 o (7 B 3 AN )
IR P AP AZ P R BCAE S SR, AR
SO, REIEHT, HP#EAER TS, B RA
JiR 55 4% CAUA HIE 383 U B ORAE, HI T SElA &R
LR I S AL

IEBIAER: BEER Sl CA %k, Ak
FERE I KATE B CA AYIRET IEFAMETT I SSARIE
I “RATHE BT AR R S 20
W B T AR

LG PR R R B A DR, A
— N AL FE SN OA P L3R A s 1 22 4 A Far A6 7
I BT EAARIEE S R h B i PR 1 e B A
AR, IF 58 BB E XU S AIE, R SEEL T
L&A LG .

U
BanA s N
AT )
%i ;
= % 41
OARLFHIIL 2 = )
F S 5
PAD
@D 20

Figure 6. Frame model of mobile OA system
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