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Abstract

With the arrival of the era of big data and cloud computing, more and more user information is
completely exposed on major Internet media. This poses great hidden dangers and security prob-
lems. In order to achieve protection of the user’s personal privacy information, completing the se-
cret calculation of face image data on the server side, this paper presents a facial image based on
Kernel Discriminative Sparse Keeping Embedded Algorithm (KDSPE) combined with homomor-
phic encryption in cryptography and inadvertent transfer protocol based on Identity Encryption
System (IBE) stealth identification algorithm. The terminal collects the data of the sample to be
tested and the face image data of the database to compare, so as to judge whether the face data
collected by the terminal exists in the database. The kernel sparse matrix obtained by the discri-
minative sparse hold embedding algorithm (KDSPE) is used here, and then the Euclidean dis-
tances of the nuclear sparse matrices of the human face of the terminal and the server are secretly
calculated using the homomorphic encryption and the inadvertent transport protocol based on
the identity encryption system (IBE) and then determining whether it matches. The advantage of
this algorithm is that it can not only effectively extract facial nonlinear features, but also has good
robustness in non-constrained environments (attitude, expression, lighting, occlusion, age, and
shooting angle); in addition to the combination of knowledge of cryptography, this algorithm can
also guarantee the data security of the communication participants and the security of the com-
munication channel. Experimental results show that the proposed algorithm improves the face
recognition rate and has certain algorithm security.
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Figure 1. Comparison of the running time between the encryption algorithm
KDSPE euclidian distance and the unencrypted KDSPE euclidian distance
algorithm
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