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Abstract

Network intrusion has the characteristics of sudden and concealment, and the traditional tech-
nology is difficult to describe the law of change, which leads to a very low accuracy of intrusion
detection. In order to improve the accuracy of intrusion detection and reduce the false detection
rate, a bat optimization algorithm based on dynamic adaptive weight and Cauchy mutation was
proposed to optimize the neural network intrusion detection model. It is necessary to collect the
data of the intrusion network and then import the data into the neural network to learn. The bat
optimization algorithm is used to optimize the parameters of the network model. Finally, the KDD
CUP 99 dataset is selected to simulate the network intrusion detection. The results show that the
proposed model can obtain ideal network intrusion detection rate and false detection rate.
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Table 1. Sample set distribution
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Figure 1. Comparison of intrusion detection rates for several models
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Figure 2. Comparison of false positive rates of several models
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