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Abstract

Telecom fraud prevention is a hot topic in today’s society. The anti-fraud system based on block-
chain can make up for the shortcomings of traditional anti-fraud systems, such as difficult to ob-
tain evidence, difficult to prevent damage and distrust. As a disruptive new generation of informa-
tion technology, blockchain has the characteristics of decentralization, trustlessness, anti-tampering
and traceability of historical data, which plays a good auxiliary role in preventing telecommunica-
tion fraud. By analyzing the core technologies of blockchain such as distributed database, consen-
sus mechanism, cryptography, incentive mechanism and smart contract, this paper designs an an-
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ti-fraud system framework based on blockchain, and analyzes data on the chain, identity authen-
tication and contract control. Starting from three aspects, this paper will introduce the functions
of the system one by one, in order to realize the system in the future, so as to ensure the safety of
users’ property and provide reference for relevant departments.
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Figure 1. Blockchain data structure
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Figure 2. Smart contract model
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Figure 3. System underlying architecture
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Figure 4. Overall system architecture
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Figure 5. Fraud information on the chain
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Figure 6. Contract control logic
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