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Abstract

Privacy preserving in recommender system is a hot research area currently. With the premise that
recommender system server is untrusted, we propose a privacy-preserving collaborative filtering
algorithm based on substitution encryption. Users encrypt their rating information at the client
side and submit it to the recommender server. With the encrypted ratings collected from users,
the recommender server predicts the ratings for users on unrated items with collaborative filter-
ing algorithm. We represent a method for computing the similarity of users without knowing the
meaning of the ratings, which is used for identifying the nearest neighbors of each user in colla-
borative filtering and predicting. The experimental results demonstrate the superiority of the
proposed method comparing to the traditional collaborative filtering recommender algorithms.
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Table 1. User-ltem rating matrix
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Table 2. The example of rating sequence
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Table 3. Frequency matrix
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Figure 2. Comparison of predicting accuracy (MovielLens)
2. FMAERRZFEITEE (MovieLens)



i

=} Yray
TRE

TRy CF Bk, VRS BRIE XHEBRM, (55 - Z R PEor 2 R T Lh vk, AT 5 S50E A4 Fi0i i
ZERK . MSEIR LSRG, BRFAMEYT CF 51 MAE T AL 4t CF 5% 5%~7%, X /& 9 Sz Bl B FA LR
FPMAST H £ 0 2 R R AT 2 52 AR AT

SZIGAE Nexflix $ots g2 B33 7 AU SE B4 4 R 5 fioR). BERMEYT CF A Tl R % b
T4t CF 5k, B-PIdaxtin 2N @ T1448 CF Hvk. Hlin K =30 i, BRAARYT CF k3R iy
rERE, MR AL S CF Bk R4 8%~10%, {H F34axiR Z W L4t CF LK 8%~10%. M)
A RE, WA KA, BN RIZEIE R, P4 iR 22 WIZ T FEA%, o I HERE R 0 1 fE R
RARLF, M KHIKF] 20~25 B TP

TEPIAN B S B0 — 504 BRI T Fa ARy CF Sk R FE bk

4, B5RIE
RSCHETFHEFE RGBS SO (S IRTHR, R T — Al ST IR 1 [ ik e P T HE 242 % L s

—¢—privacy == pearson == Cos =====Tanimoto
0.95

0.9 \

0.85 - A\\

0.75

MAE

0.7

5 10 15 20 25 30 35 40 45 50
k

Figure 3. Comparison of MAE (MovieLens)
[Z 3. MAE ttk(MovieLens)

—¢—privacy =fll=pearson = Cos =====Tanimoto
0.42

0.4

0.38 +

0.36

QM*I/.’._'ﬂkﬂkih'\'\I

0.32

Precision

0.3

5 10 15 20 25 30 35 40 45 50
k

Figure 4. Comparison of predicting accuracy (Netflix)
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